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PRESI DENT CLI NTON | SSUES STRONG NEW CONSUMER PROTECTI ONS
TO ENSURE THE PRI VACY OF MEDI CAL RECORDS
December 20, 2000

Today, President Cdinton will release a final regulation establishing the
first-ever federal privacy protections for the personal health information
of all Anericans. This rule, which applies to health insurers, virtually
all health care providers and cl eari nghouses, will give consuners nore
control over and access to their health information; set boundaries on the
use and rel ease of health records; safeguard that information; establish
accountability for inappropriate use and rel ease; and bal ance privacy
protections with public safety. The final regulation inproves on the
proposed rul e by strengtheni ng several key protections, including:
extendi ng protections to personal nedical records in all fornms ? including
paper records and oral conmunications; providing for witten consent for
routi ne use and disclosure of health records; protecting against

unaut hori zed use of nedical records for enploynent purposes; and ensuring
that health care providers have all the informati on necessary to
appropriately treat their patients.

THE PRI VACY OF | NDI VI DUAL MEDI CAL RECORDS |I'S NOT CURRENTLY PROTECTED.
Today, despite the increase in the collection and di ssem nation of personal
data, there is no conprehensive federal requirenent to provide patients

W th basic privacy protections.

? Anmericans are increasingly concerned about |osing their privacy.
Recent studies show a rising | evel of public concern about privacy; in
1999, over 80 percent of people surveyed agreed with the statenent that
they had ?lost all control over their personal information.?

? Personal health information can be distributed w thout consent for
reasons that are unrelated to treatnent. Under the current |oose patchwork
of state laws, information held by an insurer can be passed on to a | ender
who can then deny that patient?s application for a hone nortgage or a
credit card, or to an enployer who uses it in personnel decisions.

Personal health information may be disclosed for insurance underwiting

pur poses, for market research, or any other reason w thout any safeguards
to protect it against msuse.

? Patients are often unable to access their own nedi cal records. I n
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addition, patients wishing to access or control the rel ease of such records
may be unable to do so because of overwhel m ng barriers established by

t heir insurance conpany, health care provider, or anyone el se who hol ds
their records.

PRESI DENT CLI NTON TAKES FI NAL ACTI ON NECESSARY TO | MPLEMENT NEW NATI ONAL
SAFEGUARDS FOR SENSI Tl VE HEALTH | NFORMATI ON.  The final regulation, which
will be fully inplenented within two years, is being issued under the
authority of the bipartisan Health Insurance Portability and Accountability
Act (HIPAA). This regul ation, which underscores the Adm nistration's

comm tnment to safeguarding the security of personal health information
will:

G VE CONSUMERS CONTROL OVER THEI R HEALTH | NFORIVATI ON

? | nform consuners how their health information is being used. This new
regul ation requires health plans and providers to informpatients about how
their information is being used and to whomit is disclosed. It also gives
each individual patient a right to a "disclosure history,"” listing the

entities that received information unrelated to treatnent or paynent, that
nmust be provided within 60 days.

? Limt the release of private health information wi thout consent. This
rul e establishes a new federal requirenent for doctors treating patients
and hospitals to obtain patients? witten consent to use their health

I nformation even for routine purposes, such as treatnment and paynent.

O her, non-routine disclosures would require separate, specific patient
aut hori zati on.

? G ve patients access to their own health file and the right to request
amendnents or corrections. The regulation gives patients the right to see
and copy their own records as well as the right to request correction of
potentially harnful errors in their health files. These access and
amendnent rights are a core part of efforts to protect individual privacy.
Wthout them a person with an inproper diagnosis in his or her nedical
file could be denied health insurance and left no redress.

SET BOUNDARI ES ON MEDI CAL RECORD USE AND RELEASE

? Restrict the amount of information used and di sclosed to the "m ni mum
necessary." Currently, health care providers and plans often rel ease a
patient's entire health record even if an enployer or other entity only
needs specific information, such as the information necessary to process a
wor ker ?s conpensation claim This new regulation restricts the information
that is used and disclosed to the m ni nrum anobunt necessary.

ENSURE THE SECURI TY OF PERSONAL HEALTH | NFORVATI ON
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? Requi re the establishnment of privacy-conscious business practi ces.

The regul ation requires the establishnment of internal procedures to protect
the privacy of health records. They include: training enpl oyees about
privacy considerations in the workplace; receiving conplaints from patients
on privacy issues; designating a "privacy officer" to assist patients with
conpl aints; and ensuring that appropriate safeguards are in place for the
protection of health information. Many responsi bl e doctors, hospitals and
heal t h plans al ready provi de these conmobn-sense services for their

patients, and were instrunmental in advocating for a national standard.

ESTABLI SH ACCOUNTABI LI TY FOR MEDI CAL RECORD USE AND RELEASE

? Create new crimnal and civil penalties for inproper use or disclosure
of information. In the past, there often has not been any |egal basis to
prosecut e individuals who i nappropriately disclose private nedical
information. This rule applies the standards included in H PAA to create
new crimnal penalties for intentional disclosure ? up to $50,000 and up to
a year in prison. Disclosure wwth intent to sell the data is punishable
with a fine of up to $250,000 and up to 10 years in prison. The regul ation
al so establishes new civil penalties of $100 per person for unintentional

di scl osures and other violations (up to $25,000 per person per year).

Al t hough these enforcenent provisions wll be helpful, they are no
substitute for a private right of action, which nakes it possible for
patients to be conpensated for harnful plan actions.

BALANCE PUBLI C RESPONSI BI LI TY W TH PRI VACY PROTECTI ONS

? Require that information be disclosed only for public health
priorities and other responsi ble research. The regul ation bal ances the
need to protect the public health and support carefully nonitored nedical
research against the need to protect personal nedical records from m suse
and abuse. The regul ation recognizes that threats to public health, such
as life-threatening and easily transmtted infectious diseases, wll
requi re appropriate nonitoring by public health authorities. The
regul ati on encourages health professionals to use de-identified records
whenever possi bl e.

? Limt the disclosure of information w thout sacrificing public safety.
The rul e strikes the proper bal ance between protecting privacy and neeting
the needs of |aw enforcenent. Medical records are often inportant to the

I nvestigation and prosecution of serious crimnal activity. At the sane
time, Americans nust not be di scouraged from seeking health care because of
concerns about having their information i nappropriately given to others.

FI NAL REGULATI ON | NCLUDES KEY CHANGES TO STRENGITHEN PRI VACY PROTECTI ONS.

In response to over 50,000 conments submitted by the public, the final
regul ati on being rel eased today strengthens patient protection and control
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over their health information by:

? Ext endi ng coverage to personal nedical records in all forms ?

I ncl udi ng paper records and oral comrunications. The proposed regul ation
rel eased | ast year was limted to electronic records and any paper records
that previously existed in electronic form The final regulation provides
protection for paper and oral in addition to electronic infornmation,
creating a privacy systemthat covers all personal health informtion
created or held by covered entities. Coments received on the proposed
regul ation affirnmed that the Adm nistration had the authority to extend
coverage to paper records and overwhel m ngly supported broadening the
regul ation to these records because it would be inpractical to have two
separate sets of privacy standards for different sets of records.

? Requiring consent for routine use and disclosure of health records.
The proposed regul ation rel eased | ast year allowed routine disclosure of
health informati on wi t hout advance consent for purposes of treatnent,
paynent, and health care operations. The final regulation ensures that
written consent for disclosures by front |line providers? even routine ones
? be obtained in advance. This new requirenment was strongly supported by
physi ci an and patient advocacy groups.

? Prot ecti ng agai nst unaut hori zed use of nedical records for enploynment
pur poses. The proposed regulation did not clearly explain the regulation's
limts on |arge self-insured enployers' access to personal health

i nformation for enploynent or other purposes unrelated to health care

W t hout consent. The final regulation clarifies that these enpl oyers cannot
access nedical information for purposes unrelated to health care.

? Ensuring that health care providers have all the information necessary
to appropriately treat their patients. For nost disclosures of health

I nformation, such as health information submtted with bills, providers my
send only the m nimuminformation needed for the purpose of the disclosure.
However, when treating patients, health care providers often need to be
able to share nore conplete information with other providers. The final
rule gives providers full discretion in determ ning what personal health
Information to include when sending patient records to other providers for
treat nent purposes.

Fi nanci al I npact of Inplenentation of Privacy Regul ation. Recognizing the
savi ngs and cost potential of standardizing electronic clains processing
and protecting privacy and security, the Congress required that the overal
financial inpact of the H PAA regul ati ons reduce costs. As such, the
financi al assessnent of the privacy regulation includes the ten-year $29.9
billion savings HHS projects for the recently released el ectronic clains
regul ati on and the projected $17.6 billion in costs over 10 years projected
for the privacy regulation. This produces a net saving of approxi mately
$12.3 billion over 10 years for the health care delivery systemwhile

file://IC|/Temp/hipaawhitehouse.html (4 of 5) [12/20/2000 12:25:19 PM]



Fact Sheet: President Clinton Issues Strong New Consumer Protections to Ensure the Privacy of Medical Records

I nproving the efficiency as well as privacy protections.

PRESI DENT CLI NTON CALLS ON THE CONGRESS TO ENACT PRI VACY LEQ SLATION TO
FINISH THE JOB. Today, President Cinton will once again call on Congress
to finish the job on privacy. The regul ation being finalized today
represents a critical step towards protecting patient privacy that becane
necessary after Congress failed to act in the three-year tinmefrane it gave
itself in 1996. However, the President's admnistrative authority is
limted by statute and there remains an urgent need for federal privacy
protections to: strengthen penalties and to create a private right of
action so citizens can hold health plans and provi ders accountable for

I nappropriate and harnful disclosures of information; extend privacy
protections to cover other entities that routinely handl e sensitive nedical
I nformation, such as life insurers and worker's conpensati on prograns; and
to place appropriate limts on the re-use of nedical information by other
entities. Today the President is doing what he can in this area. He is

I ssuing an Executive Order to limt the re-use and re-disclosure of certain
nmedi cal records wthin the Federal governnent, but new | egislation would be
needed to extend these protections nore broadly.

President and First Lady | Vice President and Mrs. Gore

Record of Progress | The Briefing Room

Gateway to Government | Contacting the White House | White House for Kids
White House History | White House Tours | Help

Privacy Statement

Help

Site Map
Text Only
THE WHITE HOUSE

file://IC|/Temp/hipaawhitehouse.html (5 of 5) [12/20/2000 12:25:19 PM]


file:///WH/EOP/html/principals.html
file:///WH/EOP/OVP/index.html
file:///WH/Accomplishments/index.html
file:///WH/html/briefroom.html
file:///WH/html/handbook.html
file:///WH/EOP/html/contact_the_whitehouse.html
file:///WH/kids/html/home.html
file:///WH/glimpse/top.html
file:///WH/Tours/visitors_center.html
file:///WH/html/helpdsk.html
file:///WH/html/privacy.html
file:///WH/html/helpdsk.html
file:///site_map.html
file:///textonly/library/hot_releases/December_20_2000.html
file:///index.html

	Local Disk
	Fact Sheet: President Clinton Issues Strong New Consumer Protections to Ensure the Privacy of Medical Records


