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SUWMVMARY: The Departnent of Health and Human Servi ces (HHS) proposes to
nodi fy certain standards in the Rule entitled " Standards for Privacy
of Individually Identifiable Health Information'' (the " Privacy
Rule''). The Privacy Rule inplenents the privacy requirenents of the
Adm nistrative Sinplification subtitle of the Health Insurance
Portability and Accountability Act of 1996.

The purpose of this action is to propose changes that maintain
strong protections for the privacy of individually identifiable health
information while clarifying msinterpretations, addressing the
uni nt ended negative effects of the Privacy Rule on health care quality
or access to health care, and relieving unintended adm nistrative
burden created by the Privacy Rul e.

DATES: To assure consideration, witten comments nailed to the
Departnent as provi ded bel ow nust be postnmarked no later than April 26,
2002, and witten coments hand delivered to the Departnment and
comments submtted electronically nust be received as provi ded bel ow,
no later than 5 p.m on April 26, 2002.

ADDRESSES: Comments will be considered only if provided through any of
the foll ow ng neans:

1. Mail witten comments (1 original and, if possible, 3 copies and
a floppy disk) to the follow ng address: U.S. Departnment of Health and
Human Services, Ofice for Cvil R ghts, Attention: Privacy 2, Hubert
H.  Hunphrey Buil di ng, Room 425A, 200 | ndependence Avenue, SW,
Washi ngt on, DC 20201

2. Deliver witten comments (1 original and, if possible, 3 copies
and a floppy disk) to the follow ng address: Attention: Privacy 2,
Hubert H. Hunphrey Buil di ng, Room 425A, 200 | ndependence Avenue, SW,
Washi ngt on, DC 20201.

3. Submit electronic comments at the followi ng Wb site:
http://frwebgate. access. gpo. gov/ cgi -
bi n/ I eavi ng. cgi ?fron¥el eavi ngFR. ht m & og=l i nkl og&t o=htt p://ww. hhs. gov/ ocr/ hi paa/ .

See the SUPPLEMENTARY | NFORVATI ON section for further information
on conment procedures, availability of copies, and el ectronic access.

FOR FURTHER | NFORVATI ON CONTACT: Felicia Farner 1-866-COCR- PRIV (1-866-
627-7748) or TTY 1-866-788-4989.

SUPPLEMENTARY | NFORMATI ON:  Commrent procedures, availability of copies,
and el ectroni c access.

Conment Procedures: Al conmments should include the full nane,
address, and tel ephone nunber of the sender or a know edgeabl e poi nt of
contact. Comments should address only those sections of the Privacy
Rul e for which nodifications are being proposed or for which coments
are requested. Comments on other sections of the Privacy Rule will not
be consi dered, except insofar as they pertain to the standards for
whi ch nodifications are proposed or for which comrents are requested.
Each specific comment shoul d specify the section of the Privacy Rule to
which it pertains.

Witten comments should include 1 original and, if possible, 3
copies and an el ectronic version of the coments on a 3\1/2\ inch DCS
format floppy disk in HTM.,, ASCII| text, or popular word processor
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format (M crosoft Wrd, Corel WrdPerfect). All comments and content
must be limted to the 8.5 inches wide by 11.0 inches high vertica
(also referred to as " “portrait'') page orientation. Additionally, if

i denti cal / dupl i cate conment submi ssions are submtted both

el ectronically at the specified Wb site and in paper form the
Department requests that each subm ssion clearly indicate that it is a
dupl i cate subm ssion.

Because of staffing and resource limtations, the Departnment wll
not accept conments by tel ephone or facsimle (FAX) transm ssion. Any
comments received through such nedia will be del eted or destroyed, as
appropriate, and not be considered as public coments. The Depart nent
will accept electronic conmments only as submitted through the Wb site
identified in the ADDRESSES section above. No other formof electronic
mail will be accepted or considered as public coment. In addition,
when mailing witten conments, the public is encouraged to submt
comments as early as possible due to potential delays in mail service.

I nspection of Public Comments: Comments that are tinely received in
proper formand at one of the addresses specified above will be
avail abl e for public inspection by appointnent as they are received,
general |y begi nning approximately three weeks after publication of this
docunent, at 200 | ndependence Avenue, SW, Wshington, DC on Mnday
t hrough Friday of each week from9 a.m to 4 p.m Appointnents nay be
made by tel ephoning 1-866- OCR- PRIV (1-866-627-7748) or TTY 1-866-788-
4989.

Copi es: To order copies of the Federal Register containing this
docunent, send your request to: New Orders, Superintendent of
Docunents, P.QO Box 371954, Pittsburgh, PA 15250-7954. Specify the date
of the issue requested and encl ose a check or noney order payable to
t he Superintendent of Docunents, or enclose your Visa or Master Card
nunber and expiration date. Credit card orders can al so be placed by
calling the order desk at (202) 512-1800 (or toll-free at 1-866-512-
1800) or by fax to (202) 512-2250. The cost for each copy is $10.00.

Al ternatively, you may view and photocopy the Federal Register docunent
at nost libraries designated as Federal Depository Libraries and at
many ot her public and academi c |ibraries throughout the country that
receive the Federal Register.

El ectroni c Access: This docunent is available electronically at the
OCR Privacy Wb site at
http://frwebgate. access. gpo. gov/ cgi -
bi n/ | eavi ng. cgi ?fronel eavi ngFR. ht m & og=l i nkl ogé&t o=htt p: //ww. hhs. gov/ ocr/ hi paa/,
well as at the Wb site of the
Governnment Printing Ofice at http://ww. access. gpo. gov/ su_docs/ aces/
aces140.htm .

| . Background
A. Statutory Background

Congress recogni zed the inportance of protecting the privacy of
heal th information given the rapid evolution of health information
systens in the Health Insurance Portability and Accountability Act of
1996 (HI PAA), Public Law 104-191, which becane | aw on August 21, 1996.
H PAA' s Administrative Sinplification provisions, sections 261 through
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264 of the statute, were designed to inprove the efficiency and
effectiveness of the health care systemby facilitating the electronic
exchange of information with respect to financial and adm nistrative
transactions carried out by health plans, health care clearinghouses,
and health care providers who transmt information electronically in
connection with such transactions. To inplenment these provisions, the
statute directed HHS to adopt a suite of uniform national standards
for transactions, unique health identifiers, code sets for the data
el enents of the transactions, security of health information, and
el ectroni c signature.

At the sanme tinme, Congress recognized the challenges to the
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confidentiality of health information presented by the increasing
conplexity of the health care industry, and by advances in the health
i nformati on systens technol ogy and comruni cati ons. Thus, the

Adm ni strative Sinplification provisions of H PAA authorized the
Secretary to pronul gate regul ati ons on standards for the privacy of
individually identifiable health information if Congress did not enact
health care privacy |egislation by August 21, 1999. H PAA also required
the Secretary of HHS to provide Congress with recommendati ons for
protecting the confidentiality of health care information. The
Secretary submtted such recommendati ons to Congress on Septenber 11
1997, but Congress was unable to act within its self-inposed deadli ne.

Wth respect to these regul ations, H PAA provided that the
standards, inplenentation specifications, and requirenents established
by the Secretary not supersede any contrary State | aw that inposes nore
stringent privacy protections. Additionally, Congress required that HHS
consult with the National Conmmttee on Vital and Health Statistics, a
Federal Advisory conmttee established pursuant to section 306(k) of
the Public Health Service Act (42 U S.C. 242k(k)), and the Attorney
General in the devel opnent of H PAA privacy standards.

After a set of standards is adopted by the Departnent, H PAA
provides HHS with authority to nodify the standards as deened
appropriate, but not nore frequently than once every 12 nonths.

However, nodifications are pernmitted during the first year after
adoption of the standard if the changes are necessary to permt
conpliance with the standard. HI PAA al so provides that conpliance with
nodi fications to standards or inplenmentation specifications nust be
acconpl i shed by a date designated by the Secretary, which may not be
earlier than 180 days fromthe adoption of the nodification.

B. Regulatory and O her Actions to Date

As Congress did not enact |egislation regarding the privacy of
individually identifiable health information prior to August 21, 1999,
HHS publ i shed a proposed Rule setting forth such standards on Novenber
3, 1999 (64 FR 59918). The Departnent received nore than 52,000 public
coments in response to the proposal. After review ng and consi dering
the public coments, HHS issued a final Rule (65 FR 82462) on Decenber
28, 2000, establishing "~ Standards for Privacy of Individually
Identifiable Health Information'' (" "Privacy Rule'').
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In an era where consuners are increasingly concerned about the
privacy of their personal information, the Privacy Rule creates for the
first time national protections for the privacy of their nost sensitive
i nformation--health informati on. Congress has passed other laws to
protect consunmer's personal information contained in bank, credit card,
ot her financial records, and even video rentals. These health privacy
protections are intended to provide consuners with simlar assurances
that their health information, including genetic information, will be
properly protected. Under the Privacy Rule, health plans, health care
cl eari nghouses, and certain health care providers nust guard agai nst
m suse of individuals' identifiable health information and Iimt the
sharing of such information, and consuners are afforded significant new
rights to understand and control how their health information is used
and di scl osed.

After publication of the Privacy Rule, HHS received many inquiries
and unsolicited comments through tel ephone calls, e-mails, letters, and
ot her contacts about the inpact and operation of the Privacy Rule on
nunmer ous sectors of the health care industry. Many of these commenters
exhi bi ted substantial confusion over how the Privacy Rule will operate,;
ot hers expressed great concern over the conplexity of the Privacy Rule.
In response to these conmmunications and to ensure that the provisions
of the Privacy Rule would protect patients' privacy wthout creating
unanti ci pated consequences that m ght harm patients' access to health
care or quality of health care, the Secretary of HHS requested conment
on the Privacy Rule in March 2001 (66 FR 12738). After an expedited
review of the comments by the Departnment, the Secretary decided that it
was appropriate for the Privacy Rule to becone effective on April 14,
2001, as scheduled (65 FR 12433). At the sane tine, the Secretary
directed the Departnent imrediately to begin the process of devel oping
gui del i nes on how the Privacy Rule should be inplenented and to clarify
the inmpact of the Privacy Rule on health care activities. In addition,
the Secretary charged the Departnent w th proposing appropriate changes
to the Privacy Rule during the next year to clarify the requirenents
and correct potential problens that could threaten access to, or
quality of, health care. The comments received during the comment
period, as well as other comunications fromthe public and all sectors
of the health care industry, including letters, testinony at public
heari ngs, and meetings requested by these parties, have helped to
informthe Departnent's efforts to devel op proposed nodifications and
gui dance on the Privacy Rul e.

On July 6, 2001, the Departnent issued its first guidance to answer
comon questions and clarify certain of the Privacy Rule's provisions.
In the guidance, the Departnment also commtted to proposing
nodi fications to the Privacy Rule to address problens arising from
uni ntended effects of the Privacy Rule on health care delivery and
access. The guidance is available on the HHS Ofice for Cvil R ghts
(OCR) Privacy Wb site at http://frwebgate. access. gpo. gov/cgi -
bi n/ | eavi ng. cgi ?fr onel eavi ngFR. ht m & og=l i nkl ogé&t o=htt p: //wwv. hhs. gov/ ocr/ hi paal.

1. Overview of the Proposed Rul e

As descri bed above, through public comments, testinony at public
hearings, neetings at the request of industry and other stakehol ders,
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as well as other comrunications, the Departnment |earned of a nunber of
concerns about the potential unintended effect certain provisions would
have on health care delivery and access. In response to these concerns,
and pursuant to H PAA' s provisions for nodifications to the standards,
the Departnent is proposing nodifications to the Privacy Rule.

In addition, the National Commttee for Vital and Health Statistics
(NCVHS), Subcommittee on Privacy and Confidentiality, held public
hearings on the inplenentation of the Privacy Rule on August 21-23,
2001, and January 24-25, 2002, and provided recomendations to the
Depart nent based on these hearings. The NCVHS serves as the statutory
advi sory body to the Secretary of HHS with respect to the devel opnent
and i nplementation of the Rules required by the Adm nistrative
Sinmplification provisions of H PAA including the privacy standards.
Through the hearings, the NCVHS specifically solicited public input on
i ssues related to certain key standards in the Privacy Rule: consent,
m ni nrum necessary, marketing, fundraising, and research. The resultant
public testinmony and subsequent recommendations submitted to the
Departnment by the NCVHS al so served to informthe devel opnment of these
proposed nodi fications.

Based on the information received through the various sources
descri bed above, the Departnent proposes to nodify the foll ow ng areas
or provisions of the Privacy Rule: consent, including other provisions
for uses and disclosures of protected health information for treatnent,
paynent, and health care operations; notice of privacy
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practices for protected health information; mnimum necessary uses and
di scl osures, and oral communi cations; business associ ates; uses and

di scl osures for marketing; parents as the personal representatives of
unemanci pated m nors; uses and disclosures for research purposes; uses
and di scl osures of protected health information for which

aut hori zations are required; and de-identification of protected health
information. In addition to these key areas, the proposal includes
changes to certain other provisions where necessary to clarify the
Privacy Rule. The Departnent also includes in the proposed Rule a |ist
of technical corrections intended as editorial or typographical
corrections to the Privacy Rule.

The proposed nodifications collectively are designed to ensure that
protections for patient privacy are inplenented in a manner that
maxi m zes the effectiveness of such protections while not conproni sing
either the availability or the quality of nedical care. They reflect a
continuing commtnent on the part of the Departnment to strong privacy
protections for nedical records and the belief that privacy is nost
effectively protected by requirenents that are not exceptionally
difficult to inplenent. If there are any ways in which privacy
protections are unduly conprom sed by these nodifications, the
Depart ment wel conmes comrents and suggestions for alternative ways
effectively to protect patient privacy w thout adversely affecting
access to, or the quality of, health care.

G ven that the conpliance date of the Privacy Rule for nobst covered
entities is April 14, 2003, and statutory requirenents to ensure that
affected parties have sufficient tinme to come into conpliance require
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any revisions to becone effective by October 13, 2002, the Depart nent
is soliciting public comment on these proposed nodifications for only
30 days. As stated above, the nodifications address public concerns

al ready communi cated to the Departnment through a wi de variety of
sources since publication of the Privacy Rule in Decenber 2000. For

t hese reasons, the Departnent believes that 30 days shoul d be
sufficient for the public to state its views fully to the Department on
t he proposed nodifications to the Privacy Rule.

[11. Description of Proposed Modifications

A. Uses and D sclosures for Treatnment, Paynent, and Health Care
Qper ati ons

1. Consent

Treatment and paynent for health care are core functions of the
health care industry, and uses and di scl osures of individually
identifiable health information for such purposes are critical to the
effective operation of the health care system Health care providers
and health plans nust also use individually identifiable health
information for certain health care operations, such as adm nistrative,
financial, and legal activities, to run their businesses, and to
support the essential health care functions of treatnment and paynent.
Equal |y inmportant are health care operations designed to naintain and
i mprove the quality of health care. In developing the Privacy Rule, the
Depart ment considered the privacy inplications of uses and discl osures
for treatnent, paynent, and health care operations in connection with
the need for these activities to continue. In balancing the need for
these activities and the privacy interests involved in using and
di scl osing protected health information for these purposes, the
Depart ment considered the fact that nany individuals expect that their
health information will be used and di scl osed as necessary to treat
them bill for treatnment, and, to sone extent, operate the covered
entity's health care business. Due to individual expectations wth
respect to the use or disclosure of information for such activities and
so as not to interfere with an individual's access to quality health
care or efficient paynent for such health care, the Departnent's goal
is to permt these activities to occur with little or no restriction

Consistent with this view, the Privacy Rule generally provides
covered entities with perm ssion to use and di sclose protected health
informati on as necessary for treatnent, paynent, and health care
operations. For certain health care providers that have a direct
treatment relationship with individuals, such as many physi ci ans,
hospital s, and pharmacies, the Privacy Rule requires such providers to
obtain an individual's witten consent prior to using or disclosing
protected health information for these purposes.

To inpl enent the consent standard, the Privacy Rule requires a
covered health care provider with a direct treatnent relationship with
the individual to obtain a single, one-tinme, general permssion from
the individual prior to using or disclosing protected health
i nformati on about himor her for treatnent, paynent, and health care
operations. An individual may revoke his or her consent at any tine,
except to the extent that the covered entity has taken action in
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reliance on the consent. The Privacy Rul e contains exceptions to the
consent requirenments, under which a provider nmay use or disclose
protected health information wi thout prior consent when there is an
energency treatment situation, when a provider is required by law to
treat the individual, or when there are substantial comunication
barriers. Additionally, because the Departnent realizes that a health
care provider cannot treat a patient wthout being able to use and

di sclose his or her protected health information for treatnent

pur poses, the Privacy Rule permts a covered health care provider to
refuse to treat a patient who refuses to provide consent. Finally, the
Privacy Rule permts other covered entities to voluntarily obtain
consent, in accordance with these consent provisions.

The consent requirenent for health care providers with direct
treatment rel ationships was a significant change fromthe Departnent's
initial proposal published in Novenber 1999. At that tinme, the
Department proposed to permt all covered entities to use and di scl ose
protected health information to carry out treatnent, payment, and
heal th care operations w thout any requirenment that the covered
entities obtain an individual's consent for such uses and discl osures,
subject to a few limted exceptions. Further, the Departnent had
proposed to prohibit covered entities fromobtaining an individual's
consent for uses and disclosures of protected health information for
t hese purposes, unless required by other applicable Iaw. Instead, the
Departnent relied on the principle of fair notice, coupled with
regulatory limts on the use and disclosure of health information, to
bal ance the individual's privacy interests against the need not to
i npede the delivery of quality health care. Providing individuals with
fair notice about the information practices and responsibilities of
their plans and providers, and their rights with respect to information
about them is a privacy principle as inportant as the principle of
consent. Indeed, consents often provide individuals with little actual
control over information. Wien an individual is required to sign a
bl anket consent at the point of treatnent as a condition of treatnent
or paynent, that
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consent is often not voluntary. Instead, therefore, the Departnent
proposed to require nost covered entities to create and provide to
i ndividual s a notice describing all of the entity's information
practices, including their practices with respect to uses and

di scl osures of protected health information to carry out treatnent,
paynent, and health care operations.

The Departnent received a strong public response opposing this
proposal. Health care providers and patients argued that consent
provides individuals wwth a sense of control over how their information
will be used and disclosed, is a current practice of nany health care
providers, and is expected by patients. Providers explained that they
woul d face an ethical conflict froma prohibition on obtaining consent.
The consent requirement for direct treatnent providers was a direct
response to these comments.

Public Comments
The Departnent received nmany conments in March 2001, as well as
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recommendati ons fromthe NCVHS based on public testinony, about the
consent provisions in the Privacy Rule. There were sonme proponents of
consent that urged the Departnment to retain, expand, or strengthen the
consent provisions. There were al so many opponents of consent that

rai sed a nunber of issues and serious concerns that the consent
requirenments will inpede access to, and the delivery of, quality health
care. Most significantly, many covered entities described an array of
ci rcunst ances when they need to use or disclose protected health
information for treatnment, paynent, or health care operations purposes
prior to the initial face-to-face contact with the patient, and
therefore, prior to obtaining consent.

Consistent with the conments that the Departnent received after the
initial notice of proposed rul emaki ng (NPRM, proponents of the consent
requi rement argued that consent is integral to providing individuals
the opportunity to be active participants in their own health care and
can bol ster patient trust in providers. One of the nost significant
val ues that proponents placed on consent was that it defines an
“initial nmonent'' when patients can focus on information practices and
rai se questions about privacy concerns. Some proponents reconmmended
that the consent requirenent be extended to health plans because these
entities may not have the sanme duty and |l egal obligation as health care
providers to maintain confidentiality.

O hers urged the Departnent to strengthen consent by elimnating
the ability of providers to condition treatment on the receipt of
consent. There were al so sone commenters that thought that consent
shoul d be required nore frequently. They clainmed that the consent
provisions will be ineffective to provide individuals with control over
how their information will be used or disclosed because it is general
and only must be obtained one tinme. They argued that an individual may
have differing degrees of concern about the privacy of health
i nf ormati on, depending on the nature of the information raised in the
particul ar encounter with the provider, and that an initial, one-tine
consent cannot account for such variation

At the same tinme, nost covered entities were concerned about
significant practical problens that resulted fromthe consent
requirenents in the Privacy Rule. Commenters raised nunerous exanples
of obstacles that the prior consent provisions will pose to tinely
access to health care. Health care providers commented that they often
use health information about an individual for necessary treatnent,
paynment, and health care operations activities prior to the first face-
to-face contact with the individual. Under the Privacy Rule, these
routi ne and often essential activities are not permtted unless the
provider first obtains consent fromthe individual. Although the
consent only needs to be obtained one tine, there nay be problens for
new pati ents who have not yet provided consent, for existing patients
who have not yet provided consent after the conpliance date of the
Privacy Rule, for patients who have revoked consent, and for patients
who may have provided consent, but the provider cannot find such
docunent ati on.

These concerns were primarily raised by pharnmaci sts and phar naci es,
but the same issue exists in any referral or new patient situation.
Pharmaci sts inforned us that they typically use individually
identifiable health information, received froma physician, to fill a

file:///IC|/healthlawyer/hipaaprivacynoticefr.html (9 of 96) [3/27/2002 6:41:26 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

prescription, search for potential drug interactions, and determ ne
eligibility and obtain authorization for paynent, before the individual
arrives at the pharmacy to pick up the prescription. The consent

requi rement woul d delay such activity for any first-tinme custoners and
for many nore custoners inmediately foll ow ng the conpliance date of
the Privacy Rule. Tracking consents in large, nulti-state pharmacy
chains can result in delays as well. At best, an individual wll
experience significant delays in obtaining his or her prescription if a
pharmaci st cannot fill the prescription until the individual is present
to sign a consent. Even greater delays may be experienced by
individuals too ill to pick up their own prescriptions. Al though the
Privacy Rule permts a friend or neighbor to pick up the prescription,
that person may not have the legal authority to sign a consent on the

i ndi vidual's behal f. Thus, a nunber of trips back and forth to the
pharmacy nmay be needed to obtain the prior consent. This problemis
greatly magnified in rural areas, where persons may travel nuch | onger
di stances to see health care providers, including pharnmacists.

Simlarly, a hospital receives information about a patient froma
referring physician and routinely uses this information to schedul e and
prepare for procedures before the individual presents at the hospital
for such procedure. The Privacy Rule's requirenment that a covered
entity obtain an individual's consent prior to using or disclosing
their information is an inpedinent to these activities and could
require an individual to nmake an additional trip to the hospital sinply
to provide consent. The Departnment did not intend that the Privacy Rule
interfere with such activities.

Commenters al so rai sed concerns that providers who do not provide
treatment in person may be unable to provide care because they are
unabl e to obtain prior witten consent to use protected health
information at the first service delivery. This was a special concern
Wi th respect to providers who care for individuals over the tel ephone.
For exanpl e, providers who cover for other providers during non-
busi ness hours or providers who had not yet had the opportunity to
obtain a patient's consent were concerned that they would not be able
to respond to tel ephone calls fromindividuals in need of treatnent
because they were not able to obtain consent over the tel ephone. Nurses
who staff tel ephone centers that provide health care assessnent and
advi ce, but who never see patients, had simlar concerns.

O her concerns related to treatnent were expressed about the
limtations of the exceptions to the consent requirenent in the Privacy
Rul e. For exanple, energency nedical providers were unclear as to
whet her all activities in which they engage qualify for the emergency
treatment exception to the consent requirenment. As a result of this
confusion, they were concerned that, if a situation was urgent, they
woul d have to try to obtain consent to conply with the Privacy Rule
even if that would be inconsistent with current practice of energency
nmedi ci ne. These providers
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al so were concerned about the requirenment that a provider nmust attenpt
to obtain consent as soon as reasonably practicable after an energency.
Emer gency nedi cal providers explained that they typically do not have
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ongoi ng relationships with individuals and that the requirenment to
attenpt to obtain consent after the enmergency would require significant
efforts and adm nistrative burden on their part, and would be viewed as
harassment by indivi dual s.

Provi ders who do not provide energency care and who are not |ikely
nmeet one of the consent exceptions were concerned that they may be put
in the untenabl e position of having to decide whether to w thhold
treatment when an individual does not provide consent or proceed to use
information to treat the individual in violation of the consent
requirenents.

Covered entities were al so concerned that the difficultly in
tracki ng consents may hanper treatnent. The Privacy Rule permts an
i ndi vidual to revoke his or her consent. Large institutional providers
clainmed that, since tracking of patient consents and revocations would
be very difficult and expensive, in practice, they would need to obtain
consent for each patient encounter, rather than just one-tine as
al l owed by the Privacy Rule. Covered entities were concerned that, if
an individual revokes consent, they would have to elimnate al
protected health information about that individual fromtheir systens
in order to ensure that it was not used inadvertently for routine
heal t h care operations purposes, which would hinder their quality
I nprovenent activities and other health care operations. Additionally,
testi nony before the NCVHS reveal ed a concern that the ability of a
patient to revoke consent m ght prevent health care providers from
accessing protected health information that is critical for the
treatnment of an individual in an energency treatnent situation where a
new consent i s not obtained.

The Departnent al so heard many concerns about the transition
provisions related to the use and di sclosure of protected health
information for treatnent, paynent, or health care operations. The
Privacy Rule permts covered health care providers that are required to
obtain consent for treatnment, paynent, or health care operations to
continue, after the conpliance date of the Privacy Rule, to use and
di scl ose protected health information they created or received prior to
the conpliance date of the Privacy Rule for these purposes if they have
obt ai ned consent, authorization, or other express legal perm ssion to
use or disclose such information for any of these purposes, even if
such perm ssion does not neet the consent requirenments under the
Privacy Rule. Many providers inforned the Departnent that they
currently were not required to obtain consent for these purposes, that
these transition provisions would result in significant operationa
probl ens, and the inability to access health records woul d have an
adverse effect on quality activities.

Concerns al so were raised regarding the exception to the consent
requi renment for cases where a provider is required by law to treat an
i ndi vidual . For exanple, providers that are required by law to treat
wer e concerned about the m xed nessages to patients and interference
wi th the physician-patient relationship that would result when they are
required to ask for consent to use or disclose protected health
information for treatnment, paynent, or health care operations, but if
the patient says " "no,'' they are permtted to use or disclose the
i nformati on for such purposes anyway.

There al so was confusion about the interaction of the consent
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provi sions and the provisions regarding parents and mnors. Testinony
recei ved by the NCVHS indicated uncertainty as to the validity of a
consent signed by a parent for his or her mnor child once the child
reaches the age of magjority. The NCVHS requested clarification
regardi ng whether a child nust sign a new consent upon reaching the age
of majority.

The NCVHS hearings and recommendati ons focused on practical
i npl ement ati on i ssues, including the unintended consequences of the
consent provisions, but did not address whether the Privacy Rule should
or should not require consent. The NCVHS generally recomrended that the
Department consider circunstances in which protected health information
coul d be used and disclosed without an individual's prior witten
consent and nodify the Privacy Rule accordingly. The Commttee
specifically recormended that the Privacy Rul e should be anmended to
i nclude provisions for allow ng covered entities to use and di scl ose
protected health information prior to the initial face-to-face contact
wi th an individual .

Proposed Modi fications

The Departnent is concerned by the nultitude of comments and
exanpl es denonstrating that the consent requirenments result in
uni nt ended consequences that inpede the provision of health care in
many critical circunstances and that other such unintended consequences
may exi st which have yet to be brought to its attention. However, the
Depart nent understands that the opportunity to di scuss privacy
practices and concerns is an inportant conponent of privacy, and that
the confidential relationship between a patient and a health care
provi der includes the patient's ability to be involved in discussions
and decisions related to the use and discl osure of any protected health
i nformati on about himor her.

Accordi ngly, the Departnent proposes an approach that protects
privacy interests by affording patients the opportunity to engage in
I nportant di scussions regarding the use and di sclosure of their health
information, while allowng activities that are essential to provide
access to quality health care to occur uninpeded. Specifically, the
Depart ment proposes to nmake optional the obtaining of consent to use
and di scl ose protected health information for treatnent, paynent, or
health care operations on the part of all covered entities, including
providers with direct treatnment relationships. Under this proposal,
health care providers with direct treatnment relationships with
i ndi vidual s woul d no | onger be required to obtain an individual's
consent prior to using and disclosing information about himor her for
treatnment, paynent, and health care operations. They, |ike other
covered entities, would have regul atory perm ssion for such uses and
di scl osures.

In order to preserve flexibility and the val uabl e aspects of the
consent requirenent, the Departnent proposes changes that would: (1)
Permt all covered entities to obtain consent if they choose, (2)
strengthen the notice requirements to preserve the opportunity for
i ndividual s to discuss privacy practices and concerns w th providers,
and (3) enhance the flexibility of the consent process for those
covered entities that choose to obtain consent. See section Ill.B. of
the preanble below for the related di scussion of proposed nodifications
to the Privacy Rule's notice requirenents.
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Q her individual rights would not be affected by this proposal.
Al t hough covered entities would not be required to obtain an
i ndi vi dual 's consent, any uses or disclosures of protected health
information for treatnent, paynent, or health care operations would
still need to be consistent with the covered entity's notice of privacy
practices. Also, the renoval of the consent requirenment only applies to
consent for treatnment, paynment, and health care operations; it does not
alter the
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requi renent to obtain an authorization under Sec. 164.508 for uses and
di scl osures of protected health informati on not otherw se permtted by
the Privacy Rule. The functions of treatnent, paynent, and health care
operations were all given carefully limted definitions in the Privacy
Rul e, and the Departnment intends to enforce strictly the requirenment
for obtaining an individual's authorization, in accordance with

Sec. 164.508, for uses and disclosure of protected health informtion
for other purposes not otherwi se permtted or required by the Privacy
Rul e. Furthernore, individuals would retain the right to request
restrictions, in accordance with Sec. 164.522(a).

Al t hough consent for use and disclosure of protected health
information for treatnment, paynent, and health care operations would no
| onger be mandated, the Department is proposing to allow covered
entities to have a consent process if they wish to do so. The
Department heard from sone comrenters that obtaining consent was an
integral part of the ethical and other practice standards for many
heal th care professionals. The Departnent, therefore, would not
prohi bit covered entities from obtaining consent.

Under this proposal, a consent could apply only to uses and
di scl osures that are otherwi se permitted by the Privacy Rule. A consent
obtai ned through this voluntary process would not be sufficient to
permt a use or disclosure which, under the Privacy Rule, requires an
aut hori zation or is otherwi se expressly conditioned. For exanple, a
consent could not be obtained in Iieu of an authorization or a waiver
of authorization by an IRB or Privacy Board to disclose protected
health information for research purposes.

The Departnent proposes to allow covered entities that choose to
have a consent process conplete discretion in designing this process.
The comrents have inforned the Departnent that one consent process and
one set of principles will likely be unworkable. As a result, these
proposed standards woul d | eave conplete flexibility to each covered
entity. Covered entities that chose to obtain consent could rely on
i ndustry practices to design a voluntary consent process that works
best for their practice area and consuners.

To effectuate these changes to the consent standard, the Departnent
proposes to replace the consent provisions in Sec. 164.506 with a new
provision at Sec. 164.506(a) that woul d provide regul atory perm ssion
for covered entities to use or disclose protected health information
for treatnment, paynent, and health care operations, and a new provi sion
at Sec. 164.506(b) that would allow covered entities to obtain consent
i f they choose to, and make clear that such consent may not permt a
use or disclosure of protected health informati on not otherw se
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permtted or required by the Privacy Rule. Additionally, the Departnent
proposes a nunber of conform ng nodifications throughout the Privacy
Rul e to acconmopdat e the proposed approach. The nobst substantive
correspondi ng changes are proposed at Secs. 164.502 and 164. 532.
Section 164.502(a)(1) provides a list of the permssible uses and
di scl osures of protected health information, and refers to the
correspondi ng section of the Privacy Rule for the detailed
requi renents. The Departnent coll apses the provisions at
Secs. 164.502(a)(1)(ii) and (iii) that address uses and di scl osures of
protected health information for treatnent, paynment, and health care
operations and nodi fies the | anguage to elimnate the consent
requi renment for these purposes.

Section 164.532 consists of the transition provisions. In
Sec. 164.532, the Departnent deletes references to Sec. 164.506 and to
consent, authorization, or other express |egal perm ssion obtained for
uses and di sclosures of protected health information for treatnent,
paynent, and health care operations prior to the conpliance date of the
Privacy Rule. The proposal to permt a covered entity to use or
di scl ose protected health information for these purposes w thout
consent or authorization would apply to any protected health
informati on held by a covered entity whether created or received before
or after the conpliance date. Therefore, transition provisions would
not be necessary.

The Departnent al so proposes conform ng changes to the definition
of ““nore stringent'' in Sec. 160.202, Sec. 164.500(b)(1)(v),
Secs. 164.508(a)(2)(i) and (b)(3)(i), the introductory text of
Secs. 164.510 and 164.512, the title of Sec. 164.512, and
Sec. 164.520(b)(1)(ii)(B) to reflect that consent is no |onger
required.
2. Disclosures for Treatnent, Paynent, or Health Care Operations of
Anot her Entity

The Privacy Rule permts a covered entity to use and di scl ose
protected health information for treatnent, paynent, or health care
operations (subject to a consent in sonme cases). Uses and di scl osures
for treatnment are broad because the definition of treatnent
I ncorporates the interaction anong nore than one entity; specifically,
coordi nati on and managenent of health care anbng health care providers
or by a health care provider with a third party, consultations between
health care providers, and referrals of a patient for health care from
one health care provider to another. As a result, covered entities are
permtted to disclose protected health information for treatnent
regardl ess of to whomthe disclosure is made, as well as to disclose
protected health information for the treatnent activities of another
heal th care provider

However, for paynment and health care operations, the Privacy Rule
generally limts a covered entity's uses and di scl osures of protected
health information to those that are necessary for its own paynent and
health care operations activities. This limtation is explicitly stated
in the preanbl e discussions in the Privacy Rule of the definitions of
““paynent'' and " health care operations.'' The Privacy Rule al so
provides that a covered entity nust obtain authorization to disclose
protected health information for the paynent or health care operations
of another entity. The Departnent intended these requirenents to be
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consistent with individuals' privacy expectations. See
Secs. 164.506(a)(5) and 164.508(e).
Publ i c Comment s

A nunber of commenters raised specific concerns with the
restriction that a covered entity is permtted to use and di scl ose
protected health information only for its own paynent and health care
operations activities. These conmenters presented a nunber of exanples
where such a restriction would inpede the ability of certain covered
entities to obtain reinbursenment for health care, to conduct certain
qual ity assurance or inprovenment activities, such as accreditation, or
to nonitor fraud and abuse.

Wth regard to paynent, the Departnent received specific concerns
about the difficultly that the Privacy Rule will place on certain
providers trying to obtain information needed for reinbursement for
heal th care. Specifically, anbulance service providers expl ai ned that
they normally receive the information they need to seek paynent for
treatment fromthe hospital energency departnents to which they
transport their patients, since it is usually not possible at the tine
the service is rendered for the anmbul ance service provider to obtain
such information directly fromthe individual. Nor is it practicable or
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feasible in all cases for the hospital to obtain the individual's

aut hori zation to provide paynent information to the anbul ance service
provider after the fact. This disclosure of protected health
information fromthe hospital to the anmbul ance service provider is not
permtted under the Privacy Rule wi thout an authorization fromthe
patient because it is a disclosure by the hospital for the paynent
activities of the anmbul ance service provider.

In addition, comenters stated that physicians and other covered
entities outsource their billing, clainms, and rei nbursenent functions
to accounts receivabl e nanagenent conpani es. These col |l ectors often
attenpt to recover paynents froma patient for care rendered by
mul ti ple health care providers. Conmenters were concerned that the
Privacy Rule will prevent these collectors, as business associ ates of
mul tiple providers, fromusing a patient's denographic infornmation
received fromone provider in order to facilitate collection for
anot her provider's paynent purposes.

Wth regard to health care operations, the Departnent al so received
comments about the difficultly that the Privacy Rule will place on
health plans trying to obtain information needed for quality assessnent
activities. Health plans infornmed the Departnent that they need to
obtain individually identifiable health information fromhealth care
providers for the plans' own quality-related activities, accreditation,
and performance neasures, e.g., Health Plan Enpl oyer Data and
Information Set (HEDIS). Comrenters explained that the information
provi ded to plans for paynment purposes (e.g., clains or encounter
I nformation) may not be sufficient for quality assessnment or
accreditation purposes. Plans may receive even |less information from
their capitated providers.

The NCVHS al so received specific public testinony with regard to
this issue as part of public hearings held in August 2001. The NCVHS
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subsequently recommended to the Departnment that the Privacy Rul e be
anended to allow for uses and disclosures for quality-rel ated
activities anong covered entities wthout individual witten

aut hori zati on.

Proposed Mdifications

Based on concerns rai sed by coments, the Departnent proposes to
nodi fy Sec. 164.506 to permt a covered entity to disclose protected
health information for the paynent activities of another covered entity
or health care provider, and for certain health care operations of
ot her covered entities. This proposal would broaden the uses and
di scl osures that are permtted as part of treatnent, paynment, and
heal th care operations so as not to interfere inappropriately with
access to quality and effective health care, while limting this
expansion in order to continue to protect the privacy expectations of
individuals. It would be a limted expansion of the information that is
allowed to fl ow between entities, w thout an authorization, as part of
treatnment, paynent, and certain health care operations.

The Departnent proposes the following. First, the Departnment
explicitly includes in Sec. 164.506(c)(1) |anguage stating that a
covered entity may use or disclose protected health information for its
own treatnent, paynent, or health care operations w thout prior consent
or authori zation.

Second, in Sec. 164.506(c)(2), the Departnment includes |anguage to
clarify its intent that a covered entity may share protected health
information for the treatnment activities of another health care
provi der. For exanple, a primary care provider, who is a covered entity
under the Privacy Rule, may send a copy of an individual's nedica
record to a specialist who needs the information to treat the sane
i ndi vidual . No authorization would be required.

Third, with respect to paynent, the Departnent proposes, in
Sec. 164.506(c)(3), to explicitly permit a covered entity to disclose
protected health information to another covered entity or health care
provi der for the paynent activities of that entity. The Departnent
recogni zes that not all health care providers who need protected health
information to obtain paynment are covered entities, and therefore,
proposes to allow disclosures of protected health information to both
covered and non-covered health care providers. The Departnent is
unaware of any simlar barrier with respect to plans that are not
covered under the Privacy Rule to obtain the protected health
i nformati on they need for paynment purposes, but solicits comment on
whet her such barriers exist. Therefore, the Departnment proposes to
limt disclosures under this provision to those health plans that are
covered by the Privacy Rule.

Fourth, in Sec. 164.506(c)(4), the Departnent proposes to permt a
covered entity to disclose protected health information about an
i ndi vidual to another covered entity for certain health care operations
pur poses of the covered entity that receives the information. The
proposal would permt such disclosures only for the activities
descri bed in paragraphs (1) and (2) of the definition of ~"health care
operations,'' as well as for health care fraud and abuse detection and
conpl i ance programs (as provided for in paragraph (4) of the definition
of ““health care operations''). The activities that fall into
paragraphs (1) and (2) of the definition of " health care operations'
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i nclude quality assessnent and inprovenent activities, popul ation-based
activities relating to inproving health or reducing health care costs,
case managenent, conducting training prograns, and accreditation,
certification, licensing, or credentialing activities. This provision
is intended to allow information to flow from one covered entity to
another for activities inmportant to providing quality and effective
heal th care.

The proposed expansion for perm ssible disclosures for health care
operations wthout authorization is nore limted than the perm ssible
di scl osures for treatnent and paynent in two ways. First, in contrast
to treatnent and paynent, the proposal limts the types of health care
operations that are covered by this expansion. The Departnent proposes
this limtation because it recognizes that " "health care operations'
is a broad termand that individuals are | ess aware of the business-
related activities that involve the use and di scl osure of protected
health information. In addition, many commenters and the NCVHS focused
their conments on covered entities' needs to share protected health
information for quality-related health care operations activities.

Second, in contrast to the treatnment and paynent provisions in this
section, the proposal for disclosures of protected health infornmation
for health care operations of another entity Iimts disclosures to
ot her covered entities. By limting disclosure for such purposes to
entities that are required to conply with the Privacy Rule, the
protected health information woul d continue to be protected. The
Department believes that this would create the appropriate bal ance
bet ween neeting an individual's privacy expectations and neeting a
covered entity's need for information for quality-related health care
oper at i ons.

These proposed nodifications to allow disclosures for health care
operations of another entity are permtted only to the extent that each
entity has, or has had, a relationship with the individual who is the
subj ect of the information being requested. Were the relationship
bet ween the individual and the covered entity has ended, a disclosure
of protected health information about the individual only would be
allowed if related to the past
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rel ati onshi p. The Departnent believes that this limtation is necessary
in order to protect the privacy expectations of the individual. An
i ndi vi dual shoul d expect that two providers that are providing
treatment to the individual, and the health plan that pays for the
i ndividual's health care, would have protected health information about
the individual for health care operations purposes. However, an
i ndi vidual woul d not expect a health plan with which the individual has
no relationship to be able to obtain identifiable information fromhis
or her health care provider. Therefore, this proposed limtation would
mnimze the effect on privacy interests, while not interfering with
covered entities' ability to continue to provide access to quality and
effective health care.

These provisions do not elimnate a covered entity's responsibility
to apply the Privacy Rule's m ni num necessary provisions to both the
di scl osure of and request for information for paynent and health care
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operations purposes. In addition, the Department continues to strongly
encourage the use of de-identified information wherever feasible.

The Departnent, however, is aware that the above proposal could
pose barriers to disclosures for quality-related health care operations
to plans and health care providers that are not covered entities, or to
entities that do not have a relationship with the individual. For
exanpl e, the proposal could be a problemfor hospitals that share
aggregated but identifiable information with other hospitals for health
care operations purposes, when the recipient hospital does not have a
relationship with the individual who is the subject of the information
bei ng di sclosed. Wiile the Departnent believes the proposed
nodi fication strikes the right balance between privacy expectations and
covered entities' need for information for such purposes, the
Departnent is considering permtting the disclosure of information that
is not facially identifiable for quality-related purposes, subject to a
data use or simlar agreenent. This would permt uses and di scl osures
for such purposes of a linmted data set that does not include facially
identifiable information, but in which certain identifiers remain. The
Departnment is requesting comment on whether this approach would strike
a proper bal ance. See section IIl.l of the preanble regardi ng de-
identification of protected health information for a detail ed
di scussion of this proposed approach.

Rel ated to the above nodifications, and in response to comments
evi denci ng confusion on this matter, the Departnent proposes in
Sec. 164.506(c)(5) to nake it clear that covered entities participating
in an organi zed health care arrangenent (OHCA) nmay share protected
health information for the health care operations of the OHCA. The
Privacy Rule allows legally separate covered entities that are
integrated clinically or operationally to be considered an OHCA for
pur poses of the Privacy Rule if protected health information nust be
shared anong the covered entities for the joint nanagenent and
operations of the arrangenent. See the definition of "“organized health
care arrangenent'' in Sec. 164.501. Additionally, the Privacy Rule, in
the definition of ~"health care operations,'' permts the sharing of
protected health information in an OHCA for such activities. The
Depart ment proposes to renove the | anguage regardi ng OHCAs fromthe
definition of "~ “health care operations'' as unnecessary because such
| anguage now woul d appear in Sec. 164.506(c)(5).

In addition, the Departnent proposes a conform ng change to del ete
the word "~ “covered'' in paragraph (1)(i) of the definition of
" paynent. Thi s change woul d be necessary because the proposal woul d
permt disclosures to non-covered providers for their paynment
activities.

B. Notice of Privacy Practices for Protected Health Information

The Privacy Rule requires nost covered entities to provide
i ndi vidual s with adequate notice of the uses and di scl osures of
protected health information that nmay be nade by the covered entity,
and of the individual's rights, and the covered entity's
responsibilities, with respect to protected health information. See
Sec. 164.520. Content requirenents for the notice are specified in the
Privacy Rule. There are al so specific requirenents, which vary based on
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the type of covered entity, for providing such notice to individuals.

For exanple, a covered health care provider that has a direct
treatnent relationship with an individual nust provide the notice by
the date of the first service delivery and, if such provider maintains
a physical service delivery site, nust post the notice in a clear and
prom nent |ocation. In addition, whenever the notice is revised, the
provi der nust make the notice avail abl e upon request. If the covered
provi der maintains a website, the notice nust also be avail abl e
el ectronically on the web site. If the first service delivery to an
i ndividual is electronic, the covered provider nust furnish electronic
noti ce automatically and contenporaneously in response to the
individual's first request for service.

Proposed Mdifications

In order to preserve sonme of the nost inportant benefits of the
consent requirenent, the Departnent proposes to nodify the notice
requi renents at Sec. 164.520(c)(2) to require that a covered health
care provider with a direct treatnent rel ationship nmake a good faith
effort to obtain an individual's witten acknow edgnment of receipt of
the provider's notice of privacy practices. Oher covered entities,
such as health plans, would not be required to obtain this
acknow edgnent fromindividuals, but could do so if they chose.

The Departnent believes that pronoting individuals' understanding
of privacy practices is an essential conponent of providing notice to
i ndividuals. In addition, the Departnment believes it is just good
busi ness practice to provide individuals with fair notice about how
their information will be used, disclosed, and protected. This proposal
woul d strengthen the notice process by incorporating into the notice
process the " “initial nmonent'' between a covered health care provider
and an individual, where individuals may focus on information practices
and privacy rights and di scuss any concerns related to the privacy of
their protected health information. This express acknow edgnent woul d
al so provide the opportunity for an individual to nake a request for
additional restrictions on the use or disclosure of his or her
protected health information or for additional confidential treatnent
of communi cations, as permtted under Sec. 164.522.

The Departnent intends the proposed notice acknow edgnent
requi renent to be sinple and not inpose a significant burden on either
the covered health care provider or the individual. First, the
requi rement for good faith efforts to obtain a witten acknow edgnent
only applies to covered providers with direct treatnent relationships.
This is the same group of covered entities that woul d have been
required to obtain consent under the Privacy Rule. The Departnment
bel i eves that these are the covered entities that have the nost direct
rel ationships with individuals, and therefore, the entities for which
the requirenment will provide the greatest privacy benefit to
I ndividuals with the | east burden to covered entities.

Second, the Departnent designed the timng of the proposed good
faith acknow edgnent requirenent to limt the burden on covered
entities by generally nmaking it consistent with the
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timng for notice distribution. Therefore, with one exception, a
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covered health care provider would be required to nake good faith
efforts to obtain a witten acknow edgnent of the notice at the tinme of
first service delivery--the sane tinme that the notice nust be provided.
The Departnent understands, however, that providing notice and
obt ai ni ng an acknow edgnent is not practicable during energency
treatnment situations. In these situations, the Departnent proposes in
Sec. 164.520(c)(2) to delay the requirenent for provision of notice
until reasonably practicable after the enmergency treatnent situation
and exenpt health care providers fromhaving to nake a good faith
effort to obtain the acknow edgnent in energency treatnent situations.

Third, the proposal does not prescribe in detail the formthe
acknow edgnent nust take. Rather, the Departnent proposes to require
only that the acknow edgnment be in witing, and intends to all ow each
covered health care provider to choose the formand other details of
t he acknow edgnent that are best suited to the entity's practices and
that will not pose an inpedinent to the delivery of tinely, quality
health care. Wiile the Departnent believes that requiring the
i ndividual's signature is preferable because an individual is likely to
pay nore attention or nore carefully read a docunent that he or she
signs, the proposal does not require an individual's signature on the
notice. An acknow edgnent under this proposed nodification also nay be
obt ai ned, for exanple, by having the individual sign a separate list or
sinply initial a cover sheet of the notice to be retained by the
covered entity. The proposal would not limt the manner in which a
covered entity obtains the individual's acknow edgnent of receipt of
t he noti ce.

Most inportantly, the proposed nodification would require only the
good faith effort of the provider to obtain the individual's
acknow edgnent. The Departnent understands that an individual may
refuse to sign or otherwise fail to provide his or her acknow edgnent.
Unli ke the Privacy Rule's consent requirenent, an individual's failure
or refusal to acknow edge the notice, despite a covered entity's good
faith efforts to obtain such signature, would not interfere with the
provider's ability to deliver tinmely and effective treatnment. Failure
by a covered entity to obtain an individual's acknow edgnent, assum ng
it otherw se docunented its good faith effort, would not be considered
a violation of the Privacy Rule. Conpliance with this requirenent woul d
be achieved in a particular case if the provider with a direct
treatment relationship either: (1) Obtained a witten acknow edgnent,
or (2) made a good faith effort to obtain such acknow edgnent and
docunent ed such efforts and the reason for failure. Such reason for
failure sinply may be, for exanple, that the individual refused to sign
after being requested to do so. In addition to the individual's failure
or refusal to acknow edge recei pt of the notice, this proposed
provision is intended to all ow covered health care providers
flexibility to deal with a variety of circunstances in which obtaining
an acknow edgnent is problematic.

The requirenent for a good faith effort to obtain the individual's
acknow edgnent woul d apply, except in enmergency treatnent situations,
to the provision of notice on the first delivery of service, regardless
of whether such service is provided in person or electronically. Wen
el ectronic notice is provided as part of the first service delivery,
the system shoul d be capable of capturing the individual's
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acknow edgnent of receipt electronically. The Departnent does not
anticipate that a notification of receipt would be difficult or costly
to design.

Docunent ati on requirenents under this proposal would be required to
conply with the docunentation requirenments in Sec. 164.530(j). In
addition, nothing in the proposed requirenments described above woul d
relieve any covered entity fromits duty to provide the notice in plain
| anguage so that the average reader can understand the notice. As
stated in the preanble to the Privacy Rule, the Departnent encourages
covered entities to consider alternative nmeans of communicating with
certain popul ations, such as with individuals who cannot read or who
have |limted English proficiency.

C. M ninmum Necessary and Oral Conmmuni cati ons

The Privacy Rule at Sec. 164.502(b) generally requires covered
entities to make reasonable efforts to limt the use or disclosure of,
and requests for, protected health information to the m ni mrum necessary
to acconplish the intended purpose. Protected health information
includes individually identifiable health information in any form
including information transmtted orally, or in witten or electronic
form See the definition of "“protected health information'' at
Sec. 164.501. The m ni num necessary standard is intended to nake
covered entities evaluate their practices and enhance protections as
needed to limt unnecessary or inappropriate access to, and disclosures
of, protected health information.

The Privacy Rule sets forth requirenents at Sec. 164.514(d) for
i npl ementing the m ni mum necessary standard with regard to a covered
entity's uses, disclosures, and requests. Essentially, a covered entity
is required to devel op and i npl enent policies and procedures
appropriate to the entity's business practices and workforce that
reasonably m nimze the amobunt of protected health informtion used,

di scl osed, and requested; and, for uses of protected health
information, that also limt who has access to such information.
Specifically, for uses of protected health information, the policies
and procedures nust identify the persons or classes of persons within
the covered entity who need access to the information to carry out
their job duties, the categories or types of protected health

I nformati on needed, and conditions appropriate to such access. For
routine or recurring requests and disclosures, the policies and
procedures nmay be standard protocols. Non-routine requests for and
di scl osures of protected health information nust be revi ewed

i ndi vi dual l'y.

Wth regard to disclosures, the Privacy Rule permts a covered
entity to rely on the judgnment of certain parties requesting the
di scl osure as to the m ni num anount of information that is needed. For
exanple, a covered entity is permtted to reasonably rely on
representation froma public health official that the protected health
I nformation requested is the m ni mum necessary for a public health
purpose. Simlarly, a covered entity is permtted to reasonably rely on
t he judgnent of another covered entity requesting a disclosure that the
i nformation requested is the m ni mum anmount of information reasonably
necessary to fulfill the purpose for which the request has been nade.
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See Sec. 164.514(d)(3)(iii).

The Privacy Rule contains sone exceptions to the m ni num necessary
standard. The m ni nrum necessary requirenents do not apply to uses or
di scl osures that are required by |aw, disclosures nade to the
i ndi vidual or pursuant to an authorization initiated by the individual,
di scl osures to or requests by a health care provider for treatnent
pur poses, uses or disclosures that are required for conpliance with the
regul ations i nplenenting the other adm nistrative sinplification
provi sions of H PAA, or disclosures to the Secretary of HHS for
enf orcement purposes. See Sec. 164.502(b)(2).

[ [ Page 14785]]

The Departnent received much, varied commentary both on the m nimm
necessary provisions, as well as on the Privacy Rule's protections of
oral communi cations. The foll ow ng di scussion addresses the concerns
identified by coomenters that were common to both the Privacy Rule's
standards for m ninum necessary as well as protecting ora
communi cations, and describes the Departnent's proposal for nodifying
the Privacy Rule in response to these concerns. In addition, the
Depart ment proposes to nodify certain other paragraphs within
Sec. 164.514(d) to clarify the Departnent's intent with respect to
t hese provisions. The Departnent al so di scusses sonme of the other
concerns that have been received, which the Departnent attenpted to
address in its July 6 guidance on the Privacy Rule. Lastly, the
Depart nent descri bes the recommendati ons provided to the Departnent by
the NCVHS as a result of public testinony received on inplenentation of
the m ni num necessary standard, as well as the Departnent's response to
t hese recommendati ons.

Publ ic Comments--Incidental Uses and D scl osures

During the March 2001, conment period on the Privacy Rule, the
Department received a nunber of comments raising concerns and questions
as to whether the Privacy Rule's restrictions on uses and di scl osures
will prohibit covered entities fromengaging in certain comon and
essential health care comuni cations and practices in use today.
Commrenters were concerned that the Departnment is inposing through the
Privacy Rul e absolute, strict standards that would not allow for the
i ncidental or unintentional disclosure that could occur as a by-product
of engaging in these health care conmunications and practices. It was
argued that the Privacy Rule will, in effect, prohibit such practices
and, therefore, inpede many activities and comuni cations essential to
effective and tinely treatnent of patients.

These concerns were raised both in the context of applying the
Privacy Rule's protections to oral comrunications, as well as in
i npl ementing the m nimum necessary standard. For exanple, with regard
to oral conmunications, comenters expressed concern over whet her
health care providers may continue to engage in confidentia
conversations with other providers or with patients, if there were a
possibility that they could be overheard. As exanples, comenters
specifically questioned whether health care staff can continue to:
coordi nate services at hospital nursing stations orally; discuss a
patient's condition over the phone with the patient or another
provider, if other people are nearby; discuss lab test results with a
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patient or other provider in a joint treatnment area; call out a
patient's nanme in a waiting room or discuss a patient's condition
during training rounds in an academ c or training institution

Many covered entities al so expressed confusion and concern that the
Privacy Rule will stifle or unnecessarily burden many of their current
heal th care practices. For exanple, commenters questioned whether they
will be prohibited fromusing sign-in sheets in waiting roons or

mai nt ai ni ng patient charts at bedside, or whether they will need to
I solate X-ray |lightboards or destroy enpty prescription vials. These
concerns seened to stemfroma perception that covered entities will be

required to prevent any incidental disclosure such as those that my
occur when a visiting famly nenber or other person not authorized to
access protected health information happens to wal k by nedica

equi prent or other material containing individually identifiable health
i nformation, or when individuals in a waiting roomsign their nane on a
| og sheet and glinpse the nanes of other patients.

Proposed Modi fications--Incidental Uses and Di scl osures

The Departnment, in its July 6 guidance, clarified that the Privacy
Rule is not intended to inpede customary and necessary health care
comuni cations or practices, nor to require that all risk of incidental
use or disclosure be elimnated to satisfy its standards. So |ong as
reasonabl e saf eguards are enpl oyed, the burden of inpeding such
communi cati ons are not outwei ghed by any benefits that may accrue to
i ndi vidual s' privacy interests. The gui dance assured that the Privacy
Rul e woul d be nodified to clarify that such comuni cations and
practices may continue, if reasonabl e safeguards are taken to mnim ze
t he chance of incidental disclosure to others.

Accordi ngly, the Departnent proposes to nodify the Privacy Rule to
add a new provision at Sec. 164.502(a)(1)(iii) which explicitly permts
certain incidental uses and disclosures that occur as a result of an
otherwi se permtted use or disclosure under the Privacy Rule. An
i ncidental use or disclosure would be a secondary use or disclosure
t hat cannot reasonably be prevented, is limted in nature, and that
occurs as a by-product of an otherw se permtted use or disclosure
under the Privacy Rule. The Departnent proposes that an incidental use
or disclosure be permssible only to the extent that the covered entity
has applied reasonabl e saf eguards as required by Sec. 164.530(c), and
i mpl ement ed the m ni mum necessary standard, where applicable, as
requi red by Secs. 164.502(b) and 164.514(d).

Under this proposal, an incidental use or disclosure that occurs as
aresult of a failure to apply reasonabl e saf equards or the m nimum
necessary standard, as appropriate, is not a perm ssible use or
di sclosure and is, therefore, a violation of the Privacy Rule. For
exanple, a covered entity that asks for a patient's health history on
the waiting roomsign-in sheet is not abiding by the m ni num necessary
requi rements and, therefore, any incidental disclosure of such
information that results fromthis practice would be an unl awful
di scl osure under the Privacy Rul e.

Further, this proposed nodification is not intended to excuse
erroneous uses or disclosures or those that result from m stake or
negl ect. The Departnent woul d not consider such uses and di sclosures to
be incidental as they do not occur as a by-product of an otherw se
perm ssi bl e use or disclosure. For exanple, an inpermssible disclosure
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woul d occur when a covered entity m stakenly sends protected health
information via electronic mail to the wong recipient or when
protected health information is erroneously nmade accessible to others
through the entity's web site.
Proposed Mdifications to the M ninum Necessary Standard

Section 164.502(b)(2) sets forth the exceptions to the m ni num
necessary standard in the Privacy Rule. The Departnment proposes to
separate Sec. 164.502(b)(2)(ii) into two subparagraphs
(Sec. 164.502(b)(2)(ii) and (iii)) to elimnate confusion regarding the
exception to the m ni num necessary standard for uses or disclosures
made pursuant to an authorization under Sec. 164.508 and those for
di scl osures made to the individual. Additionally, to conformto the
proposal to elimnate the special authorizations required by the
Privacy Rule at Sec. 164.508(d), (e), and (f) (see section IIl.H for
the rel evant preanbl e di scussion regardi ng authorization), the
Depart ment proposes to expand the exception for authorizations to apply
generally to any authorization executed pursuant to Sec. 164. 508.
Therefore, the proposal would exenpt fromthe m ni num necessary
standard any uses or disclosures for which the covered entity

[ [ Page 14786] ]

has received an authorization that nmeets the requirenments of
Sec. 164.508.

The Privacy Rule at Sec. 164.514(d) lists the standard and the
specific requirenents for inplenenting the mni mum necessary standard.
The Departnent proposes to nodify Sec. 164.514(d)(1l) to delete the term
"“reasonably ensure'' in response to concerns that the term connotes an
absol ute, strict standard and, therefore, is inconsistent with how the
Department has described the m ni nrum necessary requirenents as being
reasonabl e and flexible to the unique circunstances of the covered
entity. In addition, the Departnent generally revises the |anguage to
be nore consistent with the description of standards el sewhere in the
Privacy Rul e.

The Privacy Rule at Sec. 164.514(d)(4) consists of the
i npl ement ati on specifications for applying the m ni mum necessary
standard to a request for protected health information. The Depart nment
i ntended these provisions to be consistent with the requirenments set
forth in Sec. 164.514(d)(3) for applying the mni num necessary standard
to disclosures of protected health information, so that covered
entities would be able to address requests and disclosures in a simlar
manner. However, with respect to requests not nmade on a routine and
recurring basis, the Departnent omtted from Sec. 164.514(d)(4) the
requi renment that a covered entity nmay inplenent this standard by
developing criteria designed to limt its request for protected health
information to the m ni mum necessary to acconplish the intended
pur pose. The Departnent proposes to add such a provision to nake the
i npl ement ati on specifications for applying the m ni num necessary
standard to requests for protected health information by a covered
entity nore consistent with the inplenentation specifications for
di scl osures.

O her Comments on the M nimum Necessary Standard
In addition to the coments descri bed above regardi ng incidental
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uses or disclosures, the Departnent received many other varied conments
expressing both support of, and concerns about, the m ninmum necessary
standard. The Departnent, in its July 6, 2001, guidance, attenpted to
address many of the commenters' concerns by clarifying the Departnent's
intent with respect to the m ni mum necessary provisions. For exanpl e,
many comrenters expressed concerns about the costs and burden to
covered entities in inplenenting the standard. A nunber of these
commenters questioned whether they will be required to redesign office
space or inplenent expensive upgrades to conputer systens.

The Departnent's gui dance enphasi zed that the m ni mum necessary
standard is a reasonabl eness standard, intended to be flexible to
account for the characteristics of the entity's business and wor kf orce.
The standard is not intended to override the professional judgnent of
the covered entity. The Departnent clarified that facility redesigns
and expensi ve conputer upgrades are not specifically required by the
m ni num necessary standard. Covered entities may, however, need to nmake
certain adjustnents to their facilities, as reasonable, to mnim ze
access or provide additional security. For exanple, covered entities
may decide to isolate and/or lock file cabinets or records roons, or
provi de additional security, such as passwords, on conputers that
mai ntain protected health information.

A nunber of commenters, especially health care providers, also
expressed concern that the m ni num necessary restrictions on uses
within the entity will jeopardize patient care and exacerbate nedica
errors by inpeding access to information necessary for treatnent
pur poses. These comenters urged the Departnent to expand the treatnent
exception to cover uses of protected health information within the
entity. Qther conmenters urged the Departnment to exenpt all uses and
di scl osures for treatnent, paynent, and health care operations purposes
fromthe m nimum necessary standard.

The Privacy Rule is not intended to i npede access by health care
professionals to informati on necessary for treatnent purposes. As the
Department explained in its guidance, a covered entity is permtted to
devel op policies and procedures that allow for the appropriate
i ndividuals within the entity to have access to protected health
i nformation, including entire nedical records, as appropriate, so that
t hose workforce nenbers are able to provide tinely and effective
treat ment.

Wth regard to paynent and health care operations, the Departnent
remai ns concerned, as stated in the preanble to the Privacy Rule, that,
W t hout the mninmum necessary standard, covered entities nmay be tenpted
to disclose an entire nmedical record when only a few itens of
i nformati on are necessary, to avoid the admnistrative step of
extracting or redacting information. The Departnent al so believes that
this standard will cause covered entities to assess their privacy
practices, give the privacy interests of their patients and enroll ees
greater attention, and make inprovenents that m ght otherw se not be
made. For these reasons, the Departnment continues to believe that the
privacy benefits of retaining the mninmmnecessary standard for these
pur poses outwei gh the burdens invol ved.

In addition, the NCVHS Subcommttee on Privacy and Confidentiality
solicited public testinony on inplenentation of the m nimum necessary
standard of the Privacy Rule at its August 2001 public hearings. The
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testinmony reflected a wi de range of views, fromthose who comment ed
that the Privacy Rule provides sufficient protections on individually
identifiable health informati on without the m ni mum necessary standard,
to those who expressed strong support for the standard as an integral
part of the Privacy Rule. A nunber of panelists welconed the
flexibility of the standard, while others expressed concern that the
vagueness of the standard m ght restrict the necessary flow of
i nformation, inpede care, and |ead to an increase in defensive
i nformation practices that would lead to the w thhol ding of inportant
information for fear of liability. Testinony also reflected differing
views on the cost and adm nistrative burden of inplenmenting the
standard. Sone expressed nmuch concern regardi ng the increased cost and
burden, while others argued that the cost will be barely discernable.
The NCVHS devel oped recommendati ons on the m ni mum necessary
standard based on the testinony and witten conments provided at the
hearings. In its recommendati ons, the NCVHS strongly reaffirned the
i mportance of the m ninum necessary principle, but also generally
recommended that HHS provide additional clarification and guidance to
i ndustry regardi ng the mnimum necessary requirenents to assist with
effective inplenmentation of these provisions, while allowing for the
necessary flow of information and m ni m zing defensive informtion
practices. Wile the NCVHS pointed out that many panelists at the
hearing found the Departnent's July 6 guidance hel pful in addressing
guestions about the m ni mum necessary standard, the Comm ttee heard
that many questions still remain within the industry. Therefore, the
NCVHS specifically requested further guidance by the Departnment on the
reasonabl e reliance provisions, and the requirenent that covered
entities devel op policies and procedures for addressing routine uses
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of information. In addition, the NCVHS recommended that the Departnent
provi de education to address the increasing concerns about liability
and defensive information practices that may | essen the fl ow of

i nformati on and i npede care. The NCVHS general ly recommended that the
Departnent issue advisory opinions, publish best practices, and nake
avai |l abl e nodel policies, procedures, and forns to assist in
alleviating the cost and adm nistrative burden that will be incurred
when devel opi ng policies and procedures as required by the m ninmm
necessary provisions.

The Departnent agrees with the NCVHS about the need for further
gui dance on the m ni num necessary standard and i ntends to issue further
gui dance to clarify issues causing confusion and concern in the
i ndustry, as well as provide additional technical assistance materials
to help covered entities inplenment the provisions.

D. Busi ness Associ at es

The Privacy Rule at Sec. 164.502(e) permts a covered entity to
di scl ose protected health informati on to a busi ness associ ate who
perfornms a function or activity on behalf of, or provides a service to
the covered entity that involves the creation, use, or disclosure of,
protected health information, provided that the covered entity obtains
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satisfactory assurances that the business associate will appropriately
safeguard the information. The Departnent recognizes that nost covered
entities do not performor carry out all of their health care
activities and functions by thensel ves, but rather acquire the services
or assistance of a variety of other persons or entities. Gven this
framewor k, the Departnent intended these provisions to allow such

busi ness rel ationships to continue while ensuring that identifiable
health information created or shared in the course of the rel ationships
was pr ot ect ed.

The Privacy Rule requires that the satisfactory assurances obtai ned
fromthe business associate be in the formof a witten contract (or
other witten arrangenent as between governnmental entities) between the
covered entity and the business associate that contains the el enents
specified at Sec. 164.504(e). For exanple, the agreenent nust identify
the uses and disclosures of protected health information the business
associate is permtted or required to make, as well as require the
busi ness associate to put in place appropriate safeguards to protect
agai nst a use or disclosure not permtted by the contract or agreenent.

The Privacy Rule also provides that, where a covered entity knows
of a material breach or violation by the business associate of the
contract or agreenent, the covered entity is required to take
reasonabl e steps to cure the breach or end the violation, and if such
steps are unsuccessful, to termnate the contract or arrangenent. |f
term nation of the contract or arrangenent is not feasible, a covered
entity then is required to report the problemto the Secretary of HHS.
A covered entity that violates the satisfactory assurances it provided
as a business associate of another covered entity will be in
nonconpl i ance with the Privacy Rule's business associ ate provi sions.

The Privacy Rule's definition of " business associate'' at
Sec. 160. 103 includes sone of the functions or activities, and all of
the types of services, that nake a person or entity who engages in them
a business associate, if such activity or service involves protected
health information. For exanple, a third party admnistrator (TPA) is a
busi ness associate of a health plan to the extent the TPA assists the
health plan with clains processing or another covered function.
Simlarly, accounting services perforned by an outside consultant give
rise to a business associate relationship when provision of the service
entails access to the protected health information held by a covered
entity.

The Privacy Rul e excepts fromthe business associ ate standard
certain uses or disclosures of protected health information. That is,
in certain situations, a covered entity is not required to have a
contract or other witten agreenent in place before disclosing
protected health information to a business associate or allow ng
protected health information to be created by the business associate on
its behalf. Specifically, the standard does not apply to: disclosures
by a covered entity to a health care provider for treatnent purposes;

di scl osures to the plan sponsor by a group health plan, or a health

I nsurance i ssuer or HMO with respect to a group health plan, to the
extent that the requirenents of Sec. 164.504(f) apply and are net; or
to the collection and sharing of protected health information by a
health plan that is a public benefits program and an agency other than
the agency admi nistering the health plan, where the other agency
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collects protected health information for, or determnes, eligibility
or enrollment with respect to the governnent program and where such
activity is authorized by law. See Sec. 164.502(e)(21)(ii).

Publ i c Comment s

The Departnent has recei ved many comments on the business associate
provisions of the Privacy Rule. The majority of commenters expressed
some concern over the anticipated adm nistrative burden and cost to
i npl ement the busi ness associ ate provisions. Sone comenters stated
that covered entities m ght have existing contracts that are not set to
termnate or expire until after the conpliance date of the Privacy
Rul e. Many of these comrenters expressed specific concern that the two-
year conpliance period does not provide enough tine to reopen and
renegoti ate what could be hundreds or nore contracts for |arge covered
entities. A nunber of these commenters urged the Departnent to
grandfather in existing contracts until such contracts cone up for
renewal instead of requiring that all contracts be in conpliance with
t he busi ness associ ate provisions by the conpliance date of the Privacy
Rule. In response to these conments, the Departnment intends to relieve
sone of the burden on covered entities in conplying with the business
associ ate provisions, both by proposing to grandfather certain existing
contracts for a specified period of tine, as well as publishing nodel
contract | anguage. These proposed changes are di scussed below in this
section under " Proposed Mdifications.'

In addition, comrenters continued to express concern over a
perceived liability inposed by the Privacy Rule that would essentially
require that the covered entity nonitor, and be responsible for, the
actions of its business associates with respect to the privacy and
saf eguardi ng of protected health information. However, the Privacy Rule
only requires that, where a covered entity knows of a pattern of
activity or practice that constitutes a material breach or violation of
t he busi ness associate's obligation under the contract, the covered
entity take steps to cure the breach or end the violation. Accordingly,
the Departnent, in its July 6 guidance, clarified that active
nmonitoring of the actions of business associates is not required of
covered entities, and nore inportantly, that covered entities are not
responsible or liable for the actions of their business associates.

A nunber of commenters urged the Departnment to exenpt covered
entities fromhaving to enter into contracts wi th business associ ates
who are also covered entities under the Privacy Rule. The Depart nent
continues to believe, as stated in the preanble to the Privacy Rule,
that a covered entity that is a
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busi ness associ ate should be restricted fromusing or disclosing the
protected health information it creates or receives through its
busi ness associ ate function for any purposes other than those
explicitly provided for inits contract. In addition, the contract
serves to clarify the uses and di scl osures nmade as, and the protected
health information held by, the covered entity, versus those uses and
di scl osures made as, and the protected health information held by, the
sanme entity as the business associ ate.

Many comenters continued to express concerns that requiring
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busi ness associ ate contracts between health care providers in treatnent
situations would burden and i npede quality care. The Depart nent
clarifies that the Privacy Rule does not require a contract for a
covered entity to disclose protected health information to a health
care provider for treatnent purposes. In fact, such disclosures are
explicitly excepted fromthe business associate requirenents. See

Sec. 164.502(e)(1). For exanple, a hospital is not required to have
busi ness associate contracts with health care providers who have staff
privileges at the institution in order for these entities to share
protected health information for treatnent purposes. Nor is a physician
required to have a business associate contract with a | aboratory as a
condition of disclosing protected health information for the treatnent
of an individual.

Sonme conmenters requested clarification as to whether business
associate contracts were required between a health plan and the health
care providers participating in the plan's network. Participation in a
plan network in and of itself does not give rise to a business
associate relationship to the extent that neither entity is performng
functions or activities, or providing services to, the other entity.

For exanpl e, each covered entity is acting on its own behal f when a
provi der submits a claimto a health plan, and when the health plan
assesses and pays the claim Discount paynent arrangenents do not

requi re business associate rel ationshi ps. However, this does not
preclude a covered entity from establishing a business associate
relationship with the health plan or another entity in the network for
sonme ot her purpose. If the health plan and one or nore of the providers
participating in its network do perform covered functions on behal f of
each other, a business associate agreenent is required. For exanple, if
one health care provider handles the billing activities of another
health care provider in the sane network, a business associate contract
woul d be required before protected health information could be

di sclosed for this activity.

Proposed Mdifications

The Departnment proposes new transition provisions at
Sec. 164.532(d) and (e) to allow covered entities, other than smal
health plans, to continue to operate under certain existing contracts
W t h business associates for up to one year beyond the April 14, 2003,
conpliance date of the Privacy Rule. This nodification is proposed in
response to commenter concerns regarding the insufficient tinme provided
by the two-year period between the effective date and conpliance date
of the Privacy Rule for covered entities, especially large entities, to
reopen and renegotiate all existing vendor and service contracts in
order to bring such contracts into conpliance with the Privacy Rule's
requirenents.

The additional transition period would be available to a covered
entity, other than a small health plan, if, prior to the effective date
of this transition provision, the covered entity has an existing
contract or other witten arrangenent with a busi ness associ ate, and
such contract or arrangenment is not renewed or nodified between the
effective date of this provision and the Privacy Rule's conpliance date
of April 14, 2003. The provisions are intended to allow those covered
entities who qualify as described above to continue to disclose
protected health information to the business associate, or allow the
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busi ness associate to create or receive protected health information on
its behalf, for up to one year beyond the Privacy Rule's conpliance
date, regardl ess of whether the contract neets the applicable contract
requirenments in the Privacy Rule. The Departnent proposes to deem such
contracts to be conpliant with the Privacy Rule until either the
covered entity has renewed or nodified the contract follow ng the
conpliance date of the Privacy Rule (April 14, 2003), or April 14,

2004, whichever is sooner. In cases where a contract sinply renews
automatically wi thout any change in ternms or other action by the
parties (also known as " evergreen contracts''), the Departnent intends
that such evergreen contracts would be eligible for the extension and

t hat deened conpliance would not term nate when these contracts
automatically roll over.

Covered entities that were concerned about tinely conpliance wanted
to be able to incorporate the business associate contract requirenents
at the time they woul d otherw se be nodifying or renewing the contract.
Therefore, the extension would only apply until such tine as the
contract is nodified or renewed followi ng the effective date of this
nodi fication. Furthernore, the Departnent proposes to limt the deened
conpliance period to one year, as the appropriate bal ance between
mai nt ai ni ng individuals' privacy interests and alleviating the burden
on the covered entity.

These transition provisions wuld apply to covered entities only
with respect to witten contracts or other witten arrangenents as
speci fied above, and not to oral contracts or other arrangenents. In
addition, a covered entity that enters into a contract after the
effective date of this nodification nust have a business associ ate
contract that neets the applicable requirenents of Secs. 164.502(e) and
164.504(e) by April 14, 2003.

The proposed transition provisions would not apply to snmall health
pl ans, as defined in the Privacy Rule. Small health plans would stil
be required to have busi ness associate contracts that are in conpliance
with the Privacy Rule's applicable provisions, by the Privacy Rule's
conpl i ance deadline for such covered entities of April 14, 2004. The
Department proposes to exclude this subset of covered entities from
t hese provisions because the statute al ready provides an additional
year for these smaller entities to cone into conpliance, which should
be sufficient for conpliance with the Privacy Rule's business associ ate
provisions. In addition, the Departnent believes that the proposed
nodel contract provisions (see the Appendix to the preanble) w |
assist small health plans and other covered entities in their
i npl ementation of the Privacy Rule's business associ ate provisions by
April 14, 2004.

Proposed Sec. 164.532(e)(2) provides that, after the Privacy Rule's
conpliance date, these new provisions would not relieve a covered
entity of its responsibilities with respect to nmaking protected health
i nformati on available to the Secretary, including information held by a
busi ness associ ate, as necessary for the Secretary to determ ne
conpliance. Simlarly, under proposed Sec. 164.532(e)(2), these
provi sions would not relieve a covered entity of its responsibilities
wWith respect to an individual's rights to access or anend his or her
protected health information held by business associ ates, or receive an
accounting of uses and discl osures by business associ ates, as provided
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for by the Privacy Rule's requirements at Secs. 164.524, 164.526, and
164.528. Covered entities would still be required to fulfil
i ndi vidual s rights with respect to their protected health infornmation,
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i ncluding informati on held by a business associate of the covered
entity. Covered entities nust ensure, in whatever manner effective, the
appropriate cooperation by their business associates in neeting these
requirenents.

The Departnent retains w thout nodification the standards and
I npl enent ati on specifications that apply to business associ ate
rel ati onships as set forth at Secs. 164.502(e) and 164.504(e),
respectively, of the Privacy Rule.

E. Uses and Disclosures of Protected Health Information for Marketing

The Privacy Rule defines "~ "marketing'' at Sec. 164.501 as a
communi cation about a product or service, a purpose of whichis to
encour age reci pients of the comunication to purchase or use the
product or service, subject to certain |imted exceptions. The
definition does not Iimt the type or neans of comrunication that is
consi dered marketing. In general, a covered entity is not permtted to
use or disclose protected health information for the purposes of
mar keti ng products or services that are not health-related w thout the
express authorization of the individual. Mreover, the Privacy Rule
prohibits a covered entity fromselling lists of patients or enrollees
to third parties, or fromdisclosing protected health information to a
third party for the i ndependent marketing activities of the third
party, w thout the express authorization of the individual.

The Departnent understands that covered entities need to be able to
di scuss their own health-rel ated products and services, or those of
third parties, as part of their everyday business and as part of
pronoting the health of their patients and enroll ees. For exanple, a
health care provider may recommend to a patient a particular brand nane
drug for the treatnent of that patient. Even though these
communi cations al so neet the above definition of “~“marketing,'' the
Privacy Rul e does not require an authorization for such conmunicati ons.
I nstead, the Privacy Rul e addresses these types of health-rel ated
communi cations in two ways.

First, the Departnent did not want to interfere with or
unnecessarily burden communi cati ons about treatnent or about the
benefits and services of plans and providers. Therefore, the Privacy
Rule explicitly excludes fromthe definition of ~ marketing'' certain
heal t h-rel ated conmuni cations that may be part of a covered entity's
treatment of the individual or its health care operations, but that may
al so pronote the use or sale of a service or product. For exanple,
comuni cati ons made by a covered entity for the purpose of describing
the participating providers and health plans in a network, or
describing the services offered by a provider or the benefits covered
by a health plan, are excluded fromthe definition of “~"marketing.'' In
addi ti on, communi cations made by a health care provider as part of the
treatment of a patient and for the purpose of furthering that
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treatment, or nade by a covered entity in the course of managi ng an
individual's treatnment or reconmending an alternative treatnent, are
not consi dered marketing under the Privacy Rule. These exceptions do
not apply, however, to witten comunications for which a covered
entity is conpensated by a third party. The Departnent intended that
covered entities be able to discuss freely their products and services
and the products and services of others in the course of nanaging an
i ndividual's health care or providing or discussing treatnent
alternatives with an individual. Under the Privacy Rule, therefore,
covered entities are permtted to use and disclose protected health
information for these excepted activities w thout authorization under
Sec. 164.508.

Second, the Privacy Rule permts, at Sec. 164.514(e), covered
entities to use and disclose protected health information w thout
i ndi vi dual authorization for other health-rel ated comruni cati ons that
neet the definition of “~"marketing,'' subject to certain conditions on
t he manner in which the comunications are made. The Privacy Rul e does
not condition the substance of health-rel ated marketing conmunicati ons.
Rather, it attenpts to assure that individuals are aware of the source
of the communi cation and the reason they received such conmuni cati ons,
as well as to provide individuals with some control over whether or not
they receive these conmunications in the future.

Specifically, the Privacy Rule permts a covered entity to use or
di scl ose protected health information to communi cate to individuals
about the health-related products or services of the covered entity or
of athird party if the communication: (1) ldentifies the covered
entity as the party naking the conmunication; (2) identifies, if
applicable, that the covered entity received direct or indirect
remuneration froma third party for making the conmunication; (3)
generally contains instructions describing how the individual nmay opt
out of receiving future communi cati ons about health-rel ated products
and services; and (4) where protected health information is used to
target the communi cation about a product or service to individuals
based on their health status or health condition, explains why the
i ndi vi dual has been targeted and how the product or service relates to
the health of the individual. The Privacy Rule also requires a covered
entity to nake a determ nation, prior to using or disclosing protected
health information to target a comunication to individuals based on
their health status or condition, that the product or service may be
beneficial to the health of the type or class of individual targeted to
recei ve the comuni cation

For certain perm ssible marketing conmunications, however, the
Departnment did not believe these conditions to be practicabl e.
Therefore, Sec. 164.514(e) also permts, wthout the above conditi ons,
a covered entity to make a marketing comunication that occurs in a
face-to-face encounter with the individual, or that involves products
or services of only nom nal value. These provisions permt a covered
entity to discuss services and products, as well as provide sanple
products without restriction, during a face-to-face conmunication, or
di stribute cal endars, pens, and other nerchandi se that generally
pronote a product or service if they are of only nom nal val ue.
Publ i ¢ Commrent s

The Departnent received nmany conments on the Privacy Rule's
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marketing requirenents, as well as recomendati ons from the NCVHS,
based on public testinony fromtrade associations, nedica
associ ations, insurance conm ssioners, academ c nedical centers, non-
profit hospitals, and consuners. Both industry and consuner groups
argued that the marketing provisions were conplicated and confusing.
Covered entities expressed confusion over the Privacy Rule's
distinction between health care comuni cations that are excepted from
the definition of ~“marketing'' versus those that are marketing but
permtted subject to the special conditions in Sec. 164.514(e). For
exanpl e, commenters questioned if, and if so, when, disease managenent
communi cations or refill remnders are "~ marketing' ' conmunications
subj ect to the special disclosure and opt-out conditions in
Sec. 164.514(e). Commenters also stated that it was unclear how to
characterize various health care operations activities, such as general
heal t h-rel ated educational and wel | ness pronotional activities, and
therefore unclear howto treat such activities under the marketing
provi sions of the Privacy Rule.

The Departnment also | earned of a general dissatisfaction by
consuners

[[ Page 14790] ]

with the conditions required by Sec. 164.514(e). Many comrenters
guestioned the general effectiveness of the conditions and whether the
conditions would properly protect consunmers from unwanted di scl osure of
protected health information to commercial entities, the re-disclosure
of the information by these commercial entities, and the intrusion of
unwanted solicitations. They did not feel that they were protected by
the fact that commercial entities handling the protected health
i nformati on woul d be subject to business associate agreenents with
covered entities. In addition, conmenters expressed specific
di ssatisfaction with the provision at Sec. 164.514(e)(3)(iii) for
i ndividuals to opt out of future marketing conmunications. Many argued
for the opportunity to opt out of marketing comunications before any
mar keti ng occurred. Qthers requested that the Departnment limt
mar keti ng conmuni cations to only those consuners that affirmatively
chose to be the target of such conmuni cati ons.
Proposed Mdifications

In response to these concerns, the Departnent proposes to nodify
the Privacy Rule to make the nmarketing provisions clearer and sinpler.
First, and nost significantly, the Departnent proposes to sinplify the
Privacy Rule by elimnating the special provisions for marketing
heal t h-rel ated products and services at Sec. 164.514(e). |nstead, any
comuni cation defined as "~ "marketing'' in Sec. 164.501 would require
authorization by the individual. In contrast to the Privacy Rule, under
t hese proposed nodifications, covered entities would no | onger be able
to make any type of marketing comruni cations wi thout authorization
sinply by neeting the disclosure and opt-out provisions in the Privacy
Rul e. The Departnent believes that requiring authorization for all
mar ket i ng communi cati ons woul d ef fectuate greater consumer privacy
protection not currently afforded by the disclosure and opt - out
conditions of Sec. 164.514(e) of the Privacy Rule.

Second, the Departnent proposes to maintain the substance of the
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Privacy Rule's definition of "~ "marketing'' at Sec. 164.501, with m nor
clarifications. Specifically, the Departnent proposes to define
““marketing'' as " to nake a communi cation about a product or service
to encourage recipients of the comuni cation to purchase or use the
product or service.'' The proposed nodification retains the substance
of the "“marketing'' definition, but changes the | anguage slightly to
avoid the inplication that marketing is tied to the intent of the
comuni cation. Renovi ng | anguage referencing the purpose of the
comuni cation woul d shift the assessnent of whether a conmunication is
marketing fromthe intent of the speaker to the effect of the

comuni cation. If the effect of the comrunication is to encourage

reci pients of the comrunication to purchase or use the product or
service, the comuni cation would be marketing.

Third, with respect to the exclusions fromthe definition of
““marketing'' in Sec. 164.501, the Departnent has tried to sinplify the
| anguage to avoi d confusion and better conformto other sections of the
regul ation, particularly in the area of treatnent conmmunications, and
I s proposi ng one substantive change. The nodified | anguage reads as
follows: " (1) To describe the entities participating in a health care
provi der network or health plan network, or to describe if, and the
extent to which, a product or service (or paynment for such product or
service) is provided by a covered entity or included in a plan of
benefits; (2) For treatnent of that individual; or (3) For case
management or care coordination for that individual, or to direct or
reconmend alternative treatnments, therapies, health care providers, or
settings of care to that individual."'

Wth respect to the third exclusion, the Departnent is proposing to
repl ace a communi cation nmade " "in the course of managi ng the treatnent
of that individual,'' with a comrunication for "~ case managenent'' or
““care coordination'' for that individual. The Departnent is proposing
t hese changes for clarity because " "case managenent'' and " "care
coordination'' are the terns that are used in the definition of
"“health care operations,'' while " “nanaging the treatnment of that
individual'' is not. These changes are not intended to increase the
scope of the marketing excl usions.

The Departnent is proposing to elimnate the distinction in the
definition of "~ "marketing'' at Sec. 164.501 pertaining to witten
comuni cations for which a covered entity is conpensated by a third
party. Under the Privacy Rule, exceptions fromthe definition of
“"marketing'' are only applicable if the comrunication is nade either
orally or in witing when no renuneration froma third party has been
paid to a covered entity for making the comruni cati on. The Depart nent
found that these rules led to confusion and nany questions about
treatnment-rel ated communi cati ons, such as prescription refil
rem nders. Many commenters felt that these restriction rules could
burden the ability of providers and patients to comrunicate freely
about treatnent. Mst commenters did not want any treatnent
communi cations to be considered marketing. The Departnent understands
t hese concerns and wants to avoid situations where a health care
provi der would be required to obtain an authorization to send out a
prescription refill rem nder, even if the provider is conpensated by a
third party for the activity. Therefore, the Departnent proposes to
elimnate this provision in order to facilitate necessary and inportant
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treat ment comuni cati ons.

None of these proposed nodifications change the basic prohibition
in the Privacy Rul e against covered entities selling lists of patients
or enrollees to third parties, or fromdisclosing protected health
information to a third party for the independent nmarketing activities
of athird party, without the express authorization of the individual.

The Departnent received numerous comments suggesting that the
Privacy Rule's marketing exceptions in the definition and under
Sec. 164.514(e) may not allow for certain comon health care
comruni cati ons, such as di sease managenent, wel | ness prograns,
prescription refill rem nders, and appointnment notifications that
i ndi vidual s expect to receive as part of their health care to continue
uni npeded. The Departnent believes that these types of comrunications
are all owed under the exceptions to the definition of "~ "marketing'' in
the Privacy Rule, and therefore would continue to be all owed under the
proposed nodification. The Departnent is interested in coments
i dentifying specific types of conmunication that should or shoul d not
be consi dered narketi ng.

To reinforce the policy requiring an authorization for nost
mar ket i ng communi cations, the Departnent proposes to add a specific
mar keting provision at Sec. 164.508(a)(3) explicitly requiring an
aut horization for a use or disclosure of protected health information
for marketing purposes. Additionally, if the marketing is expected to
result in direct or indirect remuneration to the covered entity froma
third party, the Departnent proposes that the authorization state this
fact. As in the Privacy Rule at Sec. 164.514(e)(2), proposed
Sec. 164.508(a)(3) would exclude fromthe marketing authorization
requi renents face-to-face conmunications nade by a covered entity to an
i ndi vidual . The Departnent proposes to retain this exception in the
Privacy Rule so that the marketing provisions would not interfere with
t he
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rel ati onshi p and di al ogue between health care providers and
individuals. Simlarly, the Departnent proposes to retain the Privacy
Rul e's exception to the authorization requirenment for a marketing
communi cation that concerns products or services of nom nal val ue, but
proposes to replace the | anguage with the common busi ness term
““pronotional gift of nomi nal value.''’

G ven the above proposal, the Departnent al so proposes to renove
Sec. 164.514(e) as unnecessary. Accordingly, conform ng changes to
renove references to Sec. 164.514(e) are proposed at
Sec. 164.502(a)(1)(vi) and in paragraph (6)(v) of the definition of
"“health care operations'' in Sec. 164.501.

Wth the elimnation of the special rules in Sec. 164.514(e), the
Depart nment thereby proposes to elimnate the requirenent that
di scl osures for health-related marketing are limted to disclosures to
busi ness associates hired to assist the covered entity with the
comuni cation. Under the proposed rule, this distinction would serve no
pur pose, because an authorization would be required for such
di scl osures and thus the individual would know fromthe face of the
aut hori zation who will receive the information. Simlarly, this
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simplification also would elimnate the requirenent that a marketing
comuni cation identify the covered entity responsible for the

conmuni cati on. Under the proposal, the individual would have authorized
t he di scl osure and thus woul d know whi ch plans and providers are

di sclosing health information for marketing purposes. There woul d be
added burden but no benefit in retaining an additional notification
requirenent.

F. Parents as Personal Representatives of Unemanci pated M nors \ 1\

\'1\ Throughout this section of the preanble, ""mnor'' refers to
an unenmanci pated mnor and "~ “parent'' refers to a parent, guardi an,
or other person acting in |oco parentis.

The Privacy Rule is intended to assure that parents have
appropriate access to health information about their children. By
generally creating new protections and individual rights with respect
to individually identifiable health information, the Privacy Rule
establishes new rights for parents with respect to the health
i nformati on about their mnor children in the vast majority of cases.
In addition, the Departnent intended that State or other applicable | aw
regardi ng di sclosure of health information about a mnor child to a
parent shoul d govern where such | aw exi sts.

Under the Privacy Rule, parents are granted new rights with respect
to health information about their mnor children as the personal
representatives of their mnor children. See Sec. 164.502(g).
Generally, parents will be able to access and control the health
i nformati on about their mnor children. See Sec. 164.502(g)(3).

The Privacy Rule recognizes a limted nunber of exceptions to this
general rule. These exceptions generally track the ability of certain
mnors to obtain specified health care wi thout parental consent under
State or other applicable |aws. For exanple, every State has a | aw t hat
permts adol escents to be tested for HV w thout the consent of a
parent. These |laws are created to assure that adol escents will seek
health care that is essential to their own health, as well as public
health. In these exceptional cases, where a mnor can obtain a
particul ar health care service wi thout the consent of a parent under
State or other applicable law, it is the mnor and not the parent who
may exercise the privacy rights afforded to individuals under the
Privacy Rule. See Sec. 164.502(g)(3)(i)-(ii).

The Privacy Rule also allows the mnor to exercise control of the
protected health informati on when the parent has agreed to the m nor
obt ai ning confidential treatnent (see Sec. 164.502(g)(3)(iii)), and
allows a covered health care provider to choose not to treat a parent
as a personal representative of the mnor when the provider is
concerned about abuse or harmto the child. See Sec. 164.502(g)(5).

O course, a covered provider always may di sclose health
i nformati on about a mnor to a parent in the nost inportant cases, even
if one of the limted exceptions discussed above apply. D sclosure of
such information is always permtted as necessary to avert a serious
and imm nent threat to the health or safety of the mnor. See
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Sec. 164.512(j). The Privacy Rule also states that disclosure of health
i nformati on about a mnor to a parent is permtted if State | aw
authorizes or requires disclosure to a parent, thereby allow ng such

di scl osure where State |law determines it is appropriate. See

Sec. 160.202, definition of "~ “nore stringent.'' Finally, health

i nformati on about the m nor may be disclosed to the parent if the m nor
i nvol ves the parent in his or her health care and does not object to
such disclosure. See Secs. 164.502(g)(3)(i) and 164.510(b). The parent
will retain all rights concerning any other health information about
his or her mnor child that does not neet one of the exceptions.
Rationale for Privacy Rule's Provisions Regarding Parents and M nors

The Departnent continues to balance nmultiple goals in devel opi ng
standards in the Privacy Rule wth respect to parents and m nors.
First, the standards need to operate in a way that facilitates access
to quality health care. This is an overarchi ng goal throughout the
Privacy Rule and is equally inportant here. Thus, the Departnent wants
to ensure that parents have appropriate access to the health
i nformati on about their mnor children to make inportant health care
deci sions about them The Departnent also wants to nmake sure that the
Privacy Rule does not interfere with a minor's ability to consent to
and obtain health care under current State or other applicable |aw
Second, the Departnent does not want to interfere with State or other
applicable laws related to conpetency or parental rights, in general
or the role of parents in making health care decisions about their
m nor children, in particular. Third, the Departnment does not want to
interfere with the professional requirenents of State nedical boards or
ot her ethical codes of health care providers with respect to
confidentiality of health information or health care practices of such
providers with respect to adol escent health care.

As a result of these conpeting goals, the Departnent's approach
continues to be that the standards, inplenentation specifications, and
requi rements with respect to parents and m nors defer to, and are
consistent with, State or other applicable | aw and professiona
practice. Where State and other applicable lawis silent, the
Department has attenpted to create standards that are consistent with
such aws and that permt States the discretion to continue to decide
the rights of parents and minors with respect to health infornmation
w thout interference fromthe federal Privacy Rule.

Publ i c Comments

Si nce Decenber 2000, the Departnent has heard concerns about the
i mpact of the Privacy Rule on both parental and mnor rights.
Physi ci ans and other health care professionals who treat adol escents
support the existing provisions in the Privacy Rule. These comenters
assert that these provisions allow health care providers to deliver
care in a manner consistent with their ethical and | egal obligations,
and that they strike the appropriate bal ance by permtting providers to
render confidential care to mnors in limted circunstances, while
provi ding States

[[ Page 14792]]

the ultimate discretion to determ ne the extent of parents' access to
I nformati on.
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O her comenters oppose the Privacy Rule on the grounds that the
Privacy Rule unduly interferes with parental rights to control health
care for their mnor children and to access health information about
their mnor children. They assert that failure to provide parents with
access to all health information about their mnor children could
result in negative health outcones because parents coul d be nmaking
heal th care decisions for their children based on inconplete
i nformati on.

Finally, some commenters believe, incorrectly, that the Privacy
Rul e creates new rights for mnors to consent to treatnent. The
Departnment issued guidance to clarify that the Privacy Rul e does not
address access to treatnent or the ability to consent to treatnment. It
Is State or other applicable law, and not the Privacy Rule, that
governs who can consent to treatnent. The Privacy Rule does not in any
way alter the ability of a parent to consent to health care for a m nor
child or the ability of a mnor child to consent to his or her own
heal th care.

Proposed Modi fications

The Departnent has reassessed the parents and mnors provisions in
the Privacy Rule, and does not propose to change its approach. The
Departnment will continue to defer to State or other applicable | aw and
to remain neutral and preserve the status quo to the extent possible.
However, the Departnent is proposing changes to these standards where
they do not operate as intended and are inconsistent with the
Departnment's underlying goal s.

The Privacy Rul e acconplishes the goals of deferring to State | aw
and preserving the status quo when State law is definitive, that is,
when State | aw requires or prohibits disclosure or access. However,
when State |aw provides discretion or is silent, the Privacy Rul e may
not al ways acconplish these goals. In particular, the Departnent has
identified two areas in which the standard does not work as intended.
First, the | anguage regardi ng deference to State |aw that authorizes or
prohi bits disclosure of health informati on about a mnor to a parent
fails to assure that State | aw governs when the | aw grants a provider
di scretion to disclose protected health information to a parent in
certain circunstances. Second, the Privacy Rule nmay prohibit parental
access in cases where State lawis silent, but where a parent could get
access today, consistent with State |aw.

First, in order to assure that State and ot her applicable | aws that
address disclosure of health information about a mnor to his or her
parent govern in all cases, the Departnment proposes to nove the
rel evant | anguage about the disclosure of health information fromthe
definition of " “nore stringent'' (see Sec. 160.202) to the standards
regardi ng parents and mnors (see Sec. 164.502(g)(3)). This change
woul d make it clear that State and ot her applicable | aw governs not
only when a State explicitly addresses disclosure of protected health
information to a parent but al so when such | aw provides discretion to a
provi der.

The | anguage itself is also changed in the proposal to adapt it to
the new section. The proposed | anguage in Sec. 164.502(g)(3)(ii) states
that a covered entity may disclose protected health i nfornmation about a
mnor to a parent if an applicable provision of State or other |aw,

i ncludi ng applicable case |law, permts or requires such disclosure, and
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that a covered entity may not disclose protected health infornmation
about a mnor to a parent if an applicable provision of State or other

l aw, including applicable case |law, prohibits such disclosure. This new
| anguage woul d hel p clarify when disclosure of health information about
a mnor to his or her parent is permtted or prohibited based on State
or other law. The revision would also clarify that the deference to
State or other applicable | aw includes deference to established case
law as well as an explicit provision in a statute or regulation.

Second, the Departnent proposes to add a new paragraph (iii) to
Sec. 164.502(g)(3) to establish a neutral policy regarding the right of
access of a parent to health information about a m nor under
Sec. 164.524, in the rare circunstance in which the parent is
technically not the personal representative of the m nor under the
Privacy Rule. This policy would apply particularly where State or other
law i s silent or unclear. The new paragraph woul d not change the right
of access, but would sinply provide that the person who can exercise
the right of access to health information under the Privacy Rul e nust
be consistent with State or other applicable law. It would assure that
the Privacy Rule would not prevent a covered entity from providing such
access, in accordance with the Privacy Rule, to a parent, as if a
personal representative of the mnor child, if access would be
consistent with State or other applicable | aw

This nodification also would not affect a parent's right of access
under the Privacy Rule in the vast najority of cases where the parent
is the personal representative of the mnor. In those cases, the parent
coul d exercise the right of access in accordance with the Privacy Rule.
This provision would be relevant only in the rare exceptions in which
the parent is not the personal representative of the m nor.

The Departnment proposes to use the phrase " consistent with State
or other applicable law' with regard to access in the personal
representatives section of the Privacy Rule. This is different than the
proposed | anguage in the section about personal representatives that
relates to disclosures, in which a disclosure to a parent is permtted
if such disclosure is permtted or required by an "~ applicable
provi sion of State or other law, including applicable case law.'' The
| anguage in the disclosure paragraphs requires an explicit |law for such
di sclosure to be permtted by the Privacy Rule. The | anguage in the
access paragraphs permts parental access in accordance with the
Privacy Rule if such access is consistent with State or other |aw,
regardl ess of whether such lawis explicit. Therefore, if a State
permts a mnor to obtain care without the consent of a parent, but is
silent as to whether the parent can access the rel ated nedical records
of the mnor, as is typically the case, then the provider may provide
access to the parent if such access is consistent with State | aw and
coul d deny access to the parent if such denial of access is consistent
with State law. This may be based on interpretation of State consent
| aw or may be based on other |aw. The provider could not, however,
abuse this provision to deny access to both the parent and the m nor

This provision would not significantly change the operation of the
Privacy Rule with respect to parental access. In cases where the parent
is not the personal representative of the mnor under the Privacy Rul e,
t he proposed | anguage woul d not require a provider to grant access to a
parent. In these cases, a provider wuld have discretion to provide

file://IC|/healthlawyer/hipaaprivacynoticefr.html (39 of 96) [3/27/2002 6:41:26 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

access to a parent when permtted to do so under State or other
applicable | aw despite the ability of the mnor to obtain health care
confidentially or wthout parental consent under applicable | aw or
prof essional practice. The Departnent further assunes that current
prof essional health care provider practices with respect to access by
parents and confidentiality of mnor's records are consistent with
State and ot her applicable law. In any event, parental access under
this section would continue to be subject to any relevant limtations
on access in

[[ Page 14793]]

Sec. 164.524. This proposed change provides States with the option of
clarifying the interaction between their consent |laws and the ability
for parents to have access to the health information about the care
that their mnor children received in accordance with such | aws. As
such, this change should nore accurately reflect current State | aw.

G Uses and Disclosures for Research Purposes

1. Institutional Review Board (I RB) or Privacy Board Approval of a
Wai ver of Authorization

Muich of the bionedical and behavioral research conducted in the
U.S. is governed either by the rule entitled "~ Federal Policy for the
Protection of Human Subjects'' (the " “Common Rule'') and/or the Food
and Drug Administration's (FDA) human subject protection regul ations.
Al t hough these regul atory requirenments, which apply to federally-funded
and to sonme privately-funded research, include protections to help
ensure the privacy of subjects and the confidentiality of infornmation,
the intent of the Privacy Rule, anong other things, is to suppl enent
these protections by requiring covered entities to inplenent specific
nmeasures to safeguard the privacy of individually identifiable health
i nf or mati on.

The Common Rule applies to all human research that is supported,
conducted, or regulated by any of the seventeen federal agencies that
have adopted the Conmon Rul e, including research that uses individually
identifiable health information. FDA's human subj ect protection
regul ations generally apply to clinical investigations under FDA s
jurisdiction, whether or not such research is federally funded. Both
sets of regul ations have requirenents relating to review by an
institutional review board (IRB) to ensure that the risks to research
participants, including privacy risks, are mnimzed. As part of this
review, generally, IRBs nust consider the infornmed consent docunent
that will be used to inform prospective research participants about the
study. Both the Conmon Rul e and FDA regul ati ons have provi sions
relating to the waiver of informed consent. The Comon Rul e wai ver
provi sions allow research covered by the Conmon Rule to be conducted if
an |RB determ nes that certain criteria specified in the Common Rule
have been net. FDA's regul ations do not contain equival ent waiver
provisions since the criteria for a waiver of infornmed consent are
generally not appropriate for clinical research. However, FDA s human
subj ect protection regulations contain exceptions to infornmed consent
for emergency research and for the energency use of an investigational
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pr oduct .

The Common Rul e and FDA' s regul ations explicitly address privacy
and confidentiality in the follow ng places: (1) The infornmed consent
docunent is required to include " "a statenment describing the extent, if
any, to which confidentiality of records identifying the subject wll
be maintained'' (Common Rule Sec. __ .116(a)(5), 21 CFR 50.25(a)(5));
and (2) to approve a study an I RB nust determ ne that " when
appropriate, there are adequate provisions to protect the privacy of
subjects and to maintain the confidentiality of data'' (Common Rul e
Sec. _ .111(a)(7), 21 CFR 56.111(a)(7)).

Privacy Rule

The Privacy Rule builds upon these existing federal regulations.
The requirenents are intended to strike a balance by m nim zing the
privacy risks of research participants, while not inpeding the conduct
of vital national and international research. For research
participants, this nmeans that they will have nore information about how
their protected health informati on may be used for research purposes.
The Privacy Rule requires researchers who are subject to the Common
Rul e or FDA' s human subject protection regulations to nake sonme changes
to the way they use and disclose protected health infornmation
Researchers who are not currently subject to these requirenents nay,
however, need to nake nore significant changes to current practice.

The Privacy Rule at Secs. 164.508 and 164.512(i) establishes the
condi tions under which covered entities may di sclose protected health
information for research purposes. In general, covered entities are
permtted to use or disclose protected health information for research
either with individual authorization, or w thout individual
aut horization in limted circunstances and under certain conditions.

A covered entity is permtted to use and discl ose protected health
i nformation for research purposes with an authorization fromthe
research participant that neets the requirenents of Sec. 164.508 of the
Privacy Rule. Additional requirenents apply to research that is not
solely record-based but, rather, involves the treatnent of individuals.
Specifically, in order for a covered entity to use or disclose
protected health information that it creates froma research study that
i ncludes treatnment of individuals (e.g., a clinical trial), the Privacy
Rul e at Sec. 164.508(f) requires that additional research-specific
el ements be included in the authorization form which describes how
protected health information created for the research study will be
used or disclosed. The Privacy Rule provides that such an authorization
pursuant to Sec. 164.508(f) nmay be conbined with the traditional
i nformed consent docunment used in research, as well as the consent
requi red under Sec. 164.506 and the notice of privacy practices
requi red under Sec. 164.520. In addition, a covered entity is permtted
to condition the provision of the research-related treatnment on the
i ndi vidual's authorization for the covered entity to use and di scl ose
protected health information created fromthe study. The Privacy Rul e,
however, does not permt an individual authorization formfor a
research use or disclosure of existing protected health information to
be conbined with a research infornmed consent docunment or an
aut hori zation formfor research that involves treatmnent.

Alternatively, a covered entity is permtted to use or disclose
protected health information for research purposes w thout
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aut hori zation by the research participant if the covered entity first
obtains either of the follow ng:

Docunent ati on of approval of a waiver of authorization
froman IRB or a Privacy Board. The Privacy Rule delineates specific
requi renments for the elenents that nust be docunented, including the
Board's determinations with respect to eight defined waiver criteria.

Where a review i s conducted preparatory to research or
where research is conducted on decedent's information, certain
representations fromthe researcher, including that the use or
di scl osure is sought solely for such a purpose and that the protected
health information is necessary for the purpose.
Publ i ¢ Comrent

A nunber of commenters argued that the waiver criteria in the

Privacy Rul e were confusing, redundant, and internally inconsistent.
These commenters urged the Departnment to sinplify the provisions,
especially for entities subject to both the Privacy Rule and the Conmon
Rul e. Consequently, these conmmenters recomrended that the Privacy Rule
be nodified to all ow protected health information to be used or
di scl osed for research w thout individual authorization if infornmed
consent is obtained as stipulated by the Cormon Rule or FDA' s human
subj ect protection regulations, or waived as

[[ Page 14794]]

stipulated by the Conmon Rule. Conmenters who favored these changes
asserted that the existing federal human subject protection regul ations
adequately protect all of the rights and wel fare of human subjects, and
therefore, the Privacy Rule's provisions are unnecessary and
duplicative for research currently governed by federal regul ations.
These conmenters al so argued that the Privacy Rule's waiver criteria
and requirements for individual authorization, in effect,

I nappropriately nodify the Cormon Rule, since the Privacy Rule

prohi bits covered entities fromhonoring an IRB' s decisions unless the
Privacy Rule's requirenents are net. Sone of these comenters further
suggested that the confidentiality provisions of the Comon Rul e and
FDA' s human subj ect protection regulations be reviewed to determne if
t hey adequately protect the privacy of research participants, and if
found to be inadequate, these regul ations should be nodifi ed.

The Departnent understands conmenters' recomendations to sinplify
the Privacy Rule as it applies to research. However, as stated in the
preanble to the Privacy Rule and the Departnent's July 6 gui dance, the
Department di sagrees that the Privacy Rule will nodify the Common Rul e.
The Privacy Rule regulates only the content and conditions of the
docunentation that covered entities nmust obtain before using or
di scl osing protected health information for research purposes.

The NCVHS al so heard a nunber of concerns and confusion in
testinmony at the August 2001 hearing regarding the research provisions
in the Privacy Rule. As a result, the NCVHS generally reconmended t hat
the Departnent provide additional guidance in this area. Consistent
with this recommendation, the HHS Ofice for Gvil Rights and the HHS
O fice for Human Research Protections intend to work together to
provi de interpretations, guidance, and technical assistance to help the
research community in understanding the rel ationship between the
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Privacy Rule and the Common Rul e.

The NCVHS al so received testinony requesting that uses and
di scl osures of protected health information for research be
characterized as an el enent of treatnent, paynent, and health care
operations under the Privacy Rule, and thus be permtted w thout
I ndi vi dual authorization. The NCVHS, in their recommendations to the
Department, disagreed with this viewpoint, and expressed support for
the policy enbodied in the Privacy Rule, permtting uses and
di scl osures for research pursuant to an authorization or an |IRB or
Privacy Board wai ver of authorization.

In addition, the NCVHS received testinony regarding the issue of
recruiting research subjects. Conmenters expressed concern and
confusion as to how researchers would be able to recruit research
subj ects when the Privacy Rule does not permt protected health
information to be renoved fromthe covered entity's prem ses during
reviews preparatory to research. The NCVHS reconmmended that the
Depart nent provide gui dance on this issue. The Departnent clarifies
that the Privacy Rule's provisions for IRB or Privacy Board waiver of
aut hori zation are intended to enconpass a partial waiver of
aut horization for the purposes of allowing a researcher to obtain
protected health information necessary to recruit potential research
partici pants. For exanple, even if an | RB does not waive inforned
consent and individual authorization for the study itself, it may waive
such authorization to permt the disclosure of protected health
information to a researcher as necessary for the researcher to be able
to contact and recruit individuals as potential research subjects.

Many researchers al so expressed concerns that the Privacy Rule's
de-identification safe harbor was so strict that it would result in
nore research being subject to IRB reviewthan is currently the case.
These commenters requested that the standards for de-identification be
changed in order to make de-identification a nore plausible option for
the sharing of data with researchers.

The Privacy Rule's de-identification safe harbor was not designed
to be used for research purposes. Rather, the Privacy Rule permts uses
and di scl osures of protected health information for research purposes
W th individual authorization, or pursuant to an I RB or Privacy Board
wai ver of authorization as permtted by Sec. 164.512(i). The Depart nment
Is aware, however, that some research is conducted today w t hout |RB
oversi ght because the information is not facially identifiable. Wile
the Departnent is not convinced of the need to nodify the safe harbor
standard for de-identified information, the Departnent is requesting
comment on an alternative approach that would permt uses and
disclosures of a limted data set for research purposes which does not
include facially identifiable information but in which certain
identifiers remain. See section Ill.1 of the preanble regardi ng de-
identification of protected health information for a detailed
di scussion of this proposed approach.

A nunber of commenters were concerned about the Privacy Rule's
requirenent for "~ "a statenment of the individual's right to revoke the
authorization in witing and the exceptions to the right to revoke * *
*'' because this provision would prohibit researchers from anal yzi ng
the data collected prior to the individual's decision to revoke his or
her aut horization. The Department is not proposing to nodify this
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provision. The Privacy Rule limts an individual's right to revoke his
or her authorization by the extent to which the covered entity has
taken action in reliance on the authorization. Therefore, even though a
revocation will prohibit a covered entity fromfurther disclosing
protected health information for research purposes, the exception to
this requirenment is intended to allow for certain continued uses of the
informati on as appropriate to preserve the integrity of the research
study, e.g., as necessary to account for the individual's wthdrawal
fromthe study.

The Departnment believes that researchers have established practices
for acconmodating an individual's decision to withdraw from a research
study. Indeed, the Common Rule at Sec. __ 46.116 and FDA s human
subj ect protection regulations at 21 CFR 50.25(a)(8) contain simlar
provisions that require the infornmed consent docunment include a
statenent that “~°* * * the subject may discontinue participation at any
time without penalty or |loss of benefits to which the subject is
otherwi se entitled.'' However, the Departnent understands that these
practices may not be uniformand may vary dependi ng on the nature of
the research being conducted, with respect to the continued use or
di scl osure of data collected prior to the participant's withdrawal. |f
covered entities were permtted to continue using or disclosing
protected health information for the research project even after an
I ndi vi dual had revoked his or her authorization, this would underm ne
the primary objective of the authorization requirenents to be a
voluntary, informed choice of the individual. The Departnent believes
that limting uses and di sclosures follow ng revocati on of an
aut hori zation to those necessary to preserve the integrity of the
research appropriately bal ances the individual's right of choice and
the researcher's reliance on the authorization. However, the Departnent
solicits coment on other neans of achieving this bal ance.

[ [ Page 14795]]

Specific comments, including testinony to the NCVHS, are addressed
bel ow where relevant to the correspondi ng proposed nodifications to the
Privacy Rul e.

Proposed Mdifications to Waiver Criteria

The Departnent understands conmenters' concerns that several of the
Privacy Rule's criteria for the waiver of a research participant's
aut hori zation are confusing and redundant, or inconsistent and
conflicting with the Common Rule's requirenents for the waiver of an
i ndividual's infornmed consent. However, since the Common Rule's
criteria for the waiver of informed consent do not explicitly require
| RBs to consider issues related to the privacy of prospective research
partici pants, the Departnent disagrees with the reconmendation to
exenpt fromthe Privacy Rule research uses and disclosures that are
made with a wai ver of informed consent pursuant to the Common Rul e.

In response to comenter concerns, the Departnent proposes the
following nodifications to the waiver criteria to nmaintain uniform
standards in the Privacy Rule for all research, whether or not the
research is subject to the Coomon Rule, as well as to ensure that the
Privacy Rule's waiver process works nore seam essly with the Common
Rul e' s wai ver process. The Departnent, in reassessing the waiver
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criteria defined by the Common Rule, believes that only two of the
Common Rul e waiver criteria are practicable when focused solely on
patient privacy. Accordingly, the Departnent proposes to retain the
following two criteria in the Privacy Rule that are conparable to two
of the Common Rule criteria: (1) The use or disclosure of protected
health information involves no nore than a mnimal risk to the privacy
of individuals; and (2) the research could not practicably be conducted
wi t hout the waiver or alteration. The criterion in the Conmon Rule to
determ ne that the rights and wel fare of subjects will not adversely be
affected, when limted to privacy, seens to conflict with the criterion
regardi ng assessing mnimal privacy risk; it is not clear how both
criteria can be net when the focus is solely on privacy. The Depart nent
therefore proposes to delete the criterion in the Privacy Rule that the
alteration or waiver will not adversely affect the privacy rights and
the wel fare of the individuals.

Mor eover, the Departnent understands comenters' concerns that
substantial overlap and potential inconsistency nay exist anong three
of the Privacy Rule's criteria and the criterion that the use or
di scl osure involves no nore than a mnimal risk to the individuals. The
Department believes that the three criteria in the Privacy Rul e that
focus on (1) plans to protect identifiers frominproper use and
di sclosure, (2) plans to destroy the identifiers at the earliest
opportunity, and (3) adequate witten assurances agai nst redisclosure,
essentially help to define when the research use or disclosure poses
only a mnimal risk to the individual's privacy interests, rather than
operate as stand-alone criteria. As such, the Departnent proposes to
require the assessment of these three factors as part of the waiver
criterion for assessnent of mnimal privacy risk. This provision does
not preclude the IRB or Privacy Board from assessing other criteria as
necessary to determne mnimal privacy risk, e.g., whether the
saf eguards included in the protocol are appropriate to the sensitivity
of the data.

In addition, the Departnent agrees with commenters that the
foll owi ng waiver criterion is unnecessarily duplicative of other
provisions to protect patients' confidentiality interests, and
therefore, proposes to elimnate it: the privacy risks to individuals
whose protected health information is to be used or disclosed are
reasonable in relation to the anticipated benefits, if any, to the
i ndi vidual, and the inportance of the know edge that may reasonably be
expected to result fromthe research.

Lastly, the Department proposes to retain the criterion that the
research could not practicably be conducted w thout access to and use
of the protected health information. The Privacy Rule permts a covered
entity to reasonably rely on a researcher's docunentation of approval
of these waiver criteria, and a description of the data needed for the
research as approved by an IRB or Privacy Board, to satisfy it's
obligation with respect to limting the disclosure to the m ni num
necessary.

In sum the Departnent proposes that the foll ow ng wavier criteria
repl ace the waiver criteria listed in the Privacy Rul e at
Sec. 164.512(i)(2)(ii):

(1) The use or disclosure of protected health information involves
no nore than a mnimal risk to the privacy of individuals, based on, at
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| east, the presence of the follow ng el enents:

(a) an adequate plan to protect the identifiers frominproper use
and di scl osure;

(b) an adequate plan to destroy the identifiers at the earliest
opportunity consistent with conduct of the research, unless there is a
health or research justification for retaining the identifiers or such
retention is otherw se required by |Iaw and

(c) adequate written assurances that the protected health
information will not be reused or disclosed to any other person or
entity, except as required by law, for authorized oversight of the
research project, or for other research for which the use or disclosure
of protected health information would be permtted by this subpart;

(2) The research could not practicably be conducted w thout the
wai ver or alteration; and

(3) The research could not practicably be conducted w thout access
to and use of the protected health information.

The Departnent believes that the proposed nodifications to the
wai ver criteria in the Privacy Rule would elimnate both the
redundancies in the waiver criteria and the conflicts these provisions
pose to research conducted pursuant to the Common Rul e.

2. Research Authorizations

Several comrenters argued that certain authorization requiremnments
in the Privacy Rule at Sec. 164.508 are problematic as applied to
research uses and disclosures. Cenerally, commenters raised concerns
that the requirenments for individual authorization for uses and
di scl osures for research purposes are unduly conpl ex and burdensone. In
response to these concerns, the Departnent proposes to make a nunber of
nodi fications to sinplify the authorization requirenents, both
generally and in certain circunstances as they specifically apply to
uses and di scl osures of protected health information for research. The
di scussi on bel ow focuses on the proposed nodifications specific to uses
and di sclosures for research. See section IIl.H of the preanble for a
di scussion of the Department's general proposal to nodify the Privacy
Rul e' s authori zation requiremnents.

In particular, the Departnent proposes a single set of requirenments
that generally apply to all types of authorizations, including those
for research purposes. This nodification would elimnate the specific
provi sions at Sec. 164.508(f) for authorizations for uses and
di scl osures of protected health information created for research that
i ncludes treatnment of the individual. As a result, an authorization for
such purposes would not require any additional el enents above and
beyond those required for authorizations in general at Sec. 164.508(c).
To conformto this proposed change, the Departnent al so proposes to
nodi fy the requirements for prohibiting

[[ Page 14796] ]

conditioning of authorizations at Sec. 164.508(b)(4)(i) to renove the
reference to Sec. 164.508(f). A covered health care provider, thus,
woul d be able to condition the provision of research-rel ated treat nent
on provision of an authorization for the use and discl osure of
protected health information for the particul ar research study.

Addi tionally, the Departnment proposes to nodify

file://IC|/healthlawyer/hipaaprivacynoticefr.html (46 of 96) [3/27/2002 6:41:26 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

Sec. 164.508(b)(3)(i) to reflect its intent to elimnate the speci al

aut horization requirenents for research studies that involve treatnent
in Sec. 164.508(f), as well as to clarify that the Privacy Rule woul d
al l ow an aut horization for the use or disclosure of protected health
information for research to be conbined with any other |egal perm ssion
related to the research study, including another authorization or
consent to participate in the research. The Departnent heard from
several provider groups who thought the authorization provisions as
they relate to research to be too conplex. These commenters argued in
favor of permtting covered entities to conbine all of the research

aut hori zations required by the Privacy Rule with the informed consent
to participate in research. To sinplify the requirenents in response to
t hese concerns, the Departnent proposes to nodify the Privacy Rule to
all ow for the conbining of such perm ssions.

Finally, the Departnent proposes to include provisions specific to
aut hori zations for research wiwthin the core el enent proposed at
Sec. 164.508(c)(1)(v) for an expiration date or an expiration event
that relates to the individual or the purpose of the use or disclosure.
First, the Departnent proposes to explicitly provide that the statenent
"“end of the research study'' or simlar |anguage is sufficient to neet
this requirenent for an expiration date or event where the
authorization is for a use or disclosure of protected health
information for research. This nodification is proposed in response to
comenter concerns that the particular end date of a research study may
not be known and questions regardi ng whether the end of a research
study is an ““event''. In addition, such a statenment would al so be
sufficient to enconpass additional tine, even after the concl usion of
the research, to allow for the use of protected health information as
necessary to neet record retention requirenments to which the researcher
IS subject. The Departnent, therefore, proposes to clarify that
i ncludi ng such a statenent on the research authorization would ful fil
the requirenent to include an expiration event.

Simlarly, the Departnent proposes to explicitly provide that the
statement "~ "none'' or simlar |language is sufficient to nmeet this
provision if the authorization is for a covered entity to use or
di scl ose protected health information for the creation or maintenance
of a research database or repository. The Departnent proposes this
nodi fication in response to commenter concerns that the Privacy Rule's
requirenent for an " expiration date or an expiration event that
relates to the individual or the purpose of the use or disclosure'
will create a significant obstacle for the devel opment of research
dat abases or repositories. Conmenters stated that research databases
and repositories are often retained indefinitely, and the requirenent
that an authorization include an expiration date or event was found to
be counter to the purpose of devel opi ng such research resources. The
Depart ment understands these concerns and, therefore, proposes to
permt an individual's authorization to use or disclose protected
health information for the creation and mai ntenance of a research
dat abase or repository to be valid without an expiration date or event.
The Departnent enphasizes that this provision is intended to apply only
in the limted circunmstances where a use or disclosure is sought solely
for the creation or mai ntenance of a database or repository, and does
not extend to authorizations for further research or any other purpose.

file://IC|/healthlawyer/hipaaprivacynoticefr.html (47 of 96) [3/27/2002 6:41:26 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

Therefore, subsequent research using the information maintained in the
dat abase or repository pursuant to an authorization would require that
the authorization include the term "end of the research study'' or
other explicit expiration date or event.

3. Research Transition Provisions

The Privacy Rule includes at Sec. 164.532 different transition
requirenents for research that includes treatnent (i.e., clinica
trials) and for research that does not include treatnment (i.e., records
research). For research that includes treatnent, the Privacy Rule
states that as long as | egal perm ssion was obtained to use or disclose
protected health information for a specific research project, that
| egal perm ssion will continue to be valid until the conpletion of the
research project; a new permssion wll not be required to use or
di scl ose protected health information that was created or received
either before or after the conpliance date. However, for research that
does not include treatnment, a |egal perm ssion obtained before the
conpliance date will only be valid for the use and discl osure of
protected health information obtained before the conpliance date. The
Privacy Rul e does not prescribe the formof the express | ega
perm ssion in either case. Express |egal perm ssion could be a signed
agreenent by the individual to participate in a privately-funded
research study.

The Privacy Rule does not explicitly address transition provisions
for research studies ongoing after the conpliance date where the |egal
perm ssion of the individual had not been sought. This point was noted
by several of those who conmented on the Privacy Rule's transition
provi sions as they apply to research. Sonme of these commenters
recommended that the Privacy Rule be revised to grandfather in the
research use and disclosure of all protected health information that
existed prior to the conpliance date. These commenters expressed
concern that nmuch data would be lost to the research community since it
woul d often be infeasible or inpossible to obtain individuals'
perm ssion to use this archival informtion.

G ven the confusion about the transition provisions and to assure
that ongoing, vital research will not be inpeded, the Departnment
reassessed the rel evant provisions and proposes that there be no
di stinction between research that includes treatnent and research that
does not, and no distinction between requirenents for research
conducted with patients' informed consent versus research conducted
Wi th an | RB-approved waiver of patients' informed consent. Therefore,

t he Departnent proposes to permt a covered entity to use or disclose
for a specific research study protected health information that is
created or received either before or after the conpliance date (if
there is no agreed-to restriction in accordance with Sec. 164.522(a)),
if the covered entity has obtained, prior to the conpliance date an
aut hori zation or other express |legal perm ssion froman individual to
use or disclose protected health information for the research study. In
addition, the Departnent proposes to grandfather in research in which
the individual has signed an infornmed consent to participate in the
research study, or an |IRB has waived informed consent for the research
study, in accordance with the Cormon Rule or FDA' s human subj ect
protection regul ati ons.

These proposed provisions are intended to apply once any of the
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per m ssi ons descri bed above has been granted, regardl ess of whether the
[[ Page 14797]]

research study actually has begun by the conpliance date or not,

provi ded that the perm ssion was obtained prior to the conpliance date.
In addition, with respect to the informed consent of the individual,

t he Departnent proposes not to limt the transition provisions to an

I nfornmed consent pursuant to the Common Rule, but rather intends to
allow for the transition of an informed consent for privately-funded
research. Research studies that do not obtain such express |egal

perm ssion, infornmed consent, or IRB waiver prior to the conpliance
date nmust obtain either authorization, as required by Sec. 164.508, or
a wai ver of authorization froman IRB or Privacy Board, as required by
Sec. 164.512(i).

H Uses and Disclosures for Which Authorization |Is Required

The Privacy Rule permits covered entities to use and di scl ose
protected health information for treatnment, paynent, and health care
operations (subject to the individual's consent, if applicable) and as
necessary for public policy purposes, such as public health and safety,
heal th oversight activities, and enforcenment. Covered entities nust
obtain an individual's voluntary and i nforned authorization before
using or disclosing protected health information for any purpose that
is not otherwise permtted or required under the Privacy Rul e.

The Privacy Rule provides for the individual's voluntary
aut hori zation for uses and disclosure of his or her protected health
i nformation by prohibiting, with very limted exceptions, covered
entities fromconditioning treatnent, paynment, or eligibility for
benefits or enrollnent in a health plan, on obtaining an authorizati on.
Furthernore, in Sec. 164.508(b)(5), the Privacy Rule permts
individuals, with limted exceptions, to revoke an authorization at any
time. These provisions are intended to prevent covered entities from
coercing individuals into signing an authorization that is not
necessary for their health care.

To help ensure that individuals give their authorization for the
use or disclosure of their protected health informati on on an i nforned
basis, the Privacy Rule, under Sec. 164.508(c), sets out core el enents
that nmust be included in any authorization. These core elenents are
i ntended to provide individuals with informati on needed to nmake an
I nformed deci sion about giving their authorization. This infornmation
i ncl udes specific details about the use or disclosure, as well as
provi ding the individual fair notice about his or her rights with
respect to the authorization and the potential for the information to
be redi scl osed. The Privacy Rule requires authorizations to provide
i ndividuals with additional information for specific circunstances
under the following three sets of inplenentation specifications: in
Sec. 164.508(d), for authorizations requested by a covered entity for
its own uses and disclosures; in Sec. 164.508(e), for authorizations
requested by a covered entity for disclosures by others; and in
Sec. 164.508(f), for authorizations for research that includes
treatnment of the individual. Additionally, the authorization nust be
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witten in plain | anguage so individuals can understand the information
presented in the authorization.
Publ i c Comment s

The Departnment received a nunber of comments raising various issues
regardi ng i npl enentation of the authorization requirenents. A mgjority
of commenters said the authorization provisions of the Privacy Rule are
too conpl ex and confusing. Sone comrented that the sets of
i npl ement ati on specifications are not discrete, creating the potenti al
for the inplenentation specifications for specific circunstances to
conflict with the required core elenents. O hers expressed confusion
general |y about which authorization requirements they woul d be required
to inplenent.

Commenters al so have rai sed concerns about the revocation
provisions in Sec. 164.508(b)(5). The Privacy Rule provides an
exception to the individual's right to revoke an authorizati on where
the authorization is obtained as a condition of obtaining insurance
coverage, or where other |aw provides the insurer the right to contest
a claimunder the policy. The Departnment intended this provision to
permt insurers to obtain necessary protected health information during
contestability periods under State |law. For exanple, an individual my
not revoke an authorization for the disclosure of protected health
information to a |life insurer for the purpose of investigating nmateri al
m srepresentation if the individual's policy is still subject to the
contestability period. However, commenters were concerned because ot her
| aw al so provides the insurer with the right to contest the policy
itself, not just a claimunder the policy, and the Privacy Rul e does
not provide an explicit exception to allow for this right.

Proposed Modi fications

In response to these concerns, the Departnent is proposing
nodi fications to the Privacy Rule to sinplify the authorization
provi sions, while preserving the provisions for ensuring that
aut hori zing the use or disclosure of protected health information is a
vol untary and infornmed decision. The Departnent proposes to consolidate
the inplementation specifications into a single set of criteria to
simplify these provisions, prevent confusion, and elimnate the
potential for conflicts between the authorization requirenents.

Thus, under the proposed nodifications, the specifications for the
el ements and requirenments of an authorization would be consol i dated
under Sec. 164.508(c). Paragraphs (d), (e), and (f) in this section
woul d be elimnated. Paragraph (c)(1) would require all authorizations
to contain the followi ng core elenents: (1) A description of the
information to be used or disclosed, (2) the identification of the
persons or class of persons authorized to nmake the use or disclosure of
the protected health information, (3) the identification of the persons
or class of persons to whomthe covered entity is authorized to make
the use or disclosure, (4) a description of each purpose of the use or
di scl osure, (5) an expiration date or event, (6) the individual's
signature and date, and (7) if signed by a personal representative, a
description of his or her authority to act for the individual. The
Departnment al so proposes to add new | anguage to clarify that when the
individual initiates the authorization for his or her own purposes, the
pur pose nmay be described as "~ "at the request of the individual.'"' Thus,
i ndi vi dual s woul d not have to reveal the purpose of the requested
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di sclosure if they chose not to do so.

Par agraph (c)(2) would require authorizations to contain the
followng notifications: (1) A statenent that the individual may revoke
the authorization in witing, and either a statement regarding the
right to revoke, and instructions on how to exercise such right, or to
the extent this information is included in the covered entity's noti ce,
a reference to the notice, (2) a statenent that treatnent, paynent,
enrollment, or eligibility for benefits may not be conditioned on
obtaining the authorization if such conditioning is prohibited by the
Privacy Rule, or, if conditioning is permtted by the Privacy Rule, a
statenment about the consequences of refusing to sign the authorization,
and (3) a statenment about the potential for the protected health
i nformation to be subject to redisclosure

[ [ Page 14798]]

by the recipient. The Departnent al so proposes to limt the requirenent
that a covered entity disclose any renmuneration that will result from
obtaining an authorization, to authorizations for marketing purposes.
Therefore, the rermuneration disclosure requirenment appears only in the
new Sec. 164.508(a)(3) on marketing authorizations. These nodifications
woul d permt covered entities to use a single authorization form and
make it easier to use for the individual and the covered entity, as
well as third parties.

The Departnent al so proposes to add | anguage to the revocation
exceptions in Sec. 164.508(b)(5)(ii) to include an exception with
respect to the insurer's right to contest the policy under other |aw
Thi s proposed nodification would recogni ze, w thout expandi ng upon, an
insurer's right to contest the policy under existing | aw

O her proposed nodifications concerning authorizations for research
are discussed in section I11.G of the preanble.

Finally, the Departnent proposes a nunber of technical conformng
nodi fications throughout this section of the Privacy Rule to
accomodat e the nodifications to this section, as well as the proposed
nodi fications to the consent provision. Specifically, the Departnent
proposes to nodify the exception to the m nimum necessary standard in
the Privacy Rule at Sec. 164.502(b)(2), which exenpts fromthe standard
uses or disclosures nade pursuant to an authorization under
Sec. 164.508, except for authorizations requested by the covered entity
under Sec. 164.508(d), (e), or (f). By sinplifying the authorization
requi renments, the proposed nodifications descri bed above woul d
elimnate the special authorizations required by Sec. 164.508(d), (e),
or (f) in the Privacy Rule. To be consistent with the proposed
approach, the Departnent proposes to elimnate the reference to such
aut horizations in the exception at Sec. 164.502(b)(2), thereby
expandi ng the exception to exenpt fromthe m ni num necessary standard
uses and di scl osures made pursuant to an authorization for any purpose.

The Departnent al so proposes nodifications at
Secs. 164.508(a)(2)(i)(A), (B), and (C) to place limts on the use and
di scl osure of psychot herapy notes without authorization to carry out
treatment, paynent or health care operations. The nodifications clarify
that this information is not permtted to be used or disclosed w thout
I ndi vi dual authorization for purposes of another entity.

file://IC|/healthlawyer/hipaaprivacynoticefr.html (51 of 96) [3/27/2002 6:41:26 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

The Departnment proposes to delete Sec. 164.508(b)(4)(iii), relating
to a health plan conditioning paynment of a claimon the provision of an
aut hori zation, since this provision will be rendered noot under the
proposed nodifications to the consent provision. Additionally, the
Depart ment proposes to delete Sec. 164.508(b)(2)(iv) of the Privacy
Rul e, because it is redundant with Sec. 164.508(b)(1)(i), and to nodify
Sec. 164.508(b)(1)(i) to clarify that an authorization is valid only if
it meets the requirenents of paragraphs (c)(1) and (c)(2).

Modi fications are al so proposed at Sec. 164.508(b)(1)(v) of the Privacy
Rule (newy designated as Sec. 164.508(b)(2)(iv) in the proposed Rule)
to clarify that an authorization that violates paragraph (b)(4)
(prohibiting the conditioning of authorizations) is not a valid

aut hori zati on.

These proposed nodifications al so expressly provide that an
aut hori zation is needed for purposes of marketing. See section Il1.G of
the preanble for a detail ed discussion of the proposed nodifications
regardi ng mar ket i ng.

|. De-ldentification of Protected Health | nformati on

At Sec. 164.514(a)-(c), the Privacy Rule permts a covered entity
to de-identify protected health information so that such information
may be used and disclosed freely, w thout being subject to the Privacy
Rul e's protections. Health information is de-identified, or not
individually identifiable, under the Privacy Rule, if it does not
identify an individual and if the covered entity has no reasonabl e
basis to believe that the information can be used to identify an
individual. In order to neet this standard, the Privacy Rul e provides
two alternative nmethods for covered entities to de-identify protected
heal t h i nformati on.

First, a covered entity may denonstrate that it has net the
standard if a person with appropriate know edge and experi ence applying
general ly acceptable statistical and scientific principles and net hods
for rendering information not individually identifiable makes and
docunents a determination that there is a very small risk that the
i nformati on could be used by others to identify a subject of the
information. The preanble to the Privacy Rule refers to two governnent
reports that provide guidance for applying these principles and
met hods, including describing types of techniques intended to reduce
the risk of disclosure that should be considered by a professional when
de-identifying health information. These techni ques include renoving
all direct identifiers, reducing the nunber of variables on which a
mat ch m ght be nade, and limting the distribution of records through a
"“data use agreenent'' or " restricted access agreenent'' in which the
recipient agrees to limts on who can use or receive the data.

Al ternatively, covered entities may choose to use the Privacy
Rul e's safe harbor nethod for de-identification. Under the safe harbor
nmet hod, covered entities nmust renove all of a list of 18 enunerated
identifiers and have no actual know edge that the information renmaining
could be used alone or in conbination to identify a subject of the
information. The identifiers that nust be renoved include direct
identifiers, such as name, street address, social security nunber, as
well as other identifiers, such as birth date, adm ssion and di scharge
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dates, and five-digit zip code. The safe harbor does allow for the

di scl osure of all geographic subdivisions no snaller than a State, as
well as the initial three digits of a zip code if the geographic unit
formed by conbining all zip codes with the sanme initial three digits
contains nore than 20,000 people. In addition, age, if |less than 90,
gender, ethnicity, and other denographic information not |isted may
remain in the information. The safe harbor is intended to provide
covered entities with a sinple, definitive nmethod that does not require
much judgnent by the covered entity to determne if the information is
adequately de-identified.

The Privacy Rule also allows for the covered entity to assign a
code or other neans of record identification to allow de-identified
information to be re-identified by the covered entity, if the code is
not derived fromor related to informati on about the subject of the
information, e.g., derivation of the individual's social security
nunber, and is not otherw se capable of being translated so as to
identify the individual. The covered entity also nay not use or
di scl ose the code for any other purpose, and may not disclose the
mechanism e.g., algorithmor other tool, for re-identification.

The Department is cognizant of the increasing capabilities and
sophi stication of electronic data matching used to link data el ements
from various sources, and from which, therefore, individuals nmay be
identified. Gven this increasing risk to individuals' privacy, the
Departnent included in the Privacy Rul e the above stringent standards
for determ ning when information may fl ow unprotected. The Depart nment
al so wanted the standards to be flexi ble enough so the Privacy Rule
woul d not be a disincentive for covered entities to use or disclose de-
i dentified

[[ Page 14799]]

i nformati on wherever possible. The Privacy Rule, therefore, strives to
bal ance an individuals' privacy interests with providing a sufficient
| evel of information to nmake de-identified databases useful.
Publ i ¢ Commrent s

The Departnent heard a nunber of concerns from conmenters regarding
the de-identification standard in the Privacy Rule. These coments
generally were raised in the context of using and discl osing
i nformation for research, public health purposes, or for certain health
care operations. Commenters were concerned that the safe harbor nethod
for de-identifying protected health informati on was so stringent that
it required renoval of many of the data el enents that were essential to
their anal yses for these purposes. The comments, however, denonstrated
little consensus as to which data el enents were needed for such
anal yses, with many commenters requesting el enments, such as birth date,
nei ghbor hood, account nunbers, nedical record nunbers, and device
identifiers. In addition, conmenters largely were silent with regard to
the feasibility of using the Privacy Rule's alternative statistical
method to de-identify information. The Departnent is aware, however, of
a general view of covered entities that the statistical method is
beyond their capabilities.

Wth regard to health care operations, a nunber of state hospital
associ ations were concerned that the Privacy Rule will prevent them
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fromcollecting patient information fromarea hospitals in order to
conduct and di ssem nate anal yses that are useful for hospitals in
maki ng deci sions about quality and efficiency inprovenents. These
commrenters explained that the Privacy Rule's stringent provisions for
de-identification would not allow for the necessary data elenents to be
col l ected for such analyses. Specifically, commenters identified the
following critical elenments that would be restricted from di scl osure by
the Privacy Rule's de-identification standard: Five-digit zip code,
city, county or nei ghborhood; the dates on which the injury or illness
was treated and the patient released fromthe hospital; and the nonth
of birth (noted by commenters as especially inmportant for very young
children). In addition, commenters argued that the Privacy Rule's

provi sions for data aggregation by a business associate, while allow ng
for the collection and aggregation of identifiable data fromnultiple
hospitals for quality and efficiency purposes, would not allow state
hospi tal associations to disclose all the desired anal yses back to the
contributing hospitals because sone identifiers would remain in the
data. These commenters enphasi zed the inportance to hospitals to have
access to informati on about community health care needs and the ability
to conpare their community to others in the state so that they nay
adequately respond to and fulfill such needs.

In addition, comenters identified a problemw th hospitals
t hensel ves sharing aggregated information with other hospitals for
heal t h care operations purposes. The Privacy Rule prohibits covered
entities fromdisclosing protected health information for the health
care operations purposes of other covered entities. As described in
section Il1l.A 2 of the preanble regarding Uses and Di scl osures for
Treatment, Payment, and Health Care Operations, the Departnent is
proposing to nodify this restriction and all ow covered entities to
di scl ose protected health information for another covered entity's
heal t h care operations under some circunstances. However, two
conditions on the sharing of individually identifiable information for
heal th care operations may continue to pose a problem The proposed
nodi fications would condition the sharing on both entities being
covered entities and both entities having a relationship with the
i ndi vidual . Hospitals wi shing to exchange patient information with each
other or with other community health care providers would not satisfy
these conditions in all cases.

Many researchers expressed simlar concerns, explaining that the
Privacy Rule's de-identification safe harbor was so strict that it
woul d result in nore research being done on identifiable health
i nformati on and, thereby, being subject to IRBreviewthan is currently
the case. Under the Commobn Rule, research that uses " “identifiable
private information'' nust undergo |IRB review. However, there is no
agreed-upon definition of "~ “identifiable private information'' and | RBs
determ ne on a case-by-case basis what constitutes " “identifiable
private information.'' Consistent with this variability, the coments
did not denobnstrate consensus on what identifiers should be pernmtted
to be retained for research purposes.

In addition, comenters al so expressed concerns with respect to
public health reporting. For exanple, some product manufacturers
subject to the jurisdiction of FDA were concerned that they woul d not
be able to operate post-nmarketing surveillance registries, to which
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heal th care providers report problenms. Comenters stated that even
t hough they do not need information with direct identifiers, the
Privacy Rule's strict de-identification standard would not allow the
reporting of useful information into the registry. Additionally, a
nunber of commenters described the de-identification standard as
hanperi ng many research and health care operations activities that also
serve a public health purpose, e.g., the tracking of the enmergence of
di sease that could be the result of bioterrorism

The Departnent al so heard from sone consunmer advocates who
supported the elimnation of barriers they believe are inposed by the
de-identification standard to inportant nedical research. In order to
ensure privacy is protected, but at the sane tinme not render inpossible
research using de-identified information, these conmmenters recomended
that the Departnment permit the use of information for research that is
facially de-identified, i.e., stripped of direct identifiers, so |long
as the research entity provides assurances that it will not use or
di scl ose the information for purposes other than research and will not
identify or contact the individuals who are the subjects of the
i nformati on.
Solicitation of Comment

The Departnment is aware of the inportance of the activities
described by the comenters but is not currently convinced of the need
to nodify the safe harbor standard for de-identified information.
I nstead, the Departnment requests conment on an alternative approach
that would permt uses and disclosures of a limted data set which does
not include facially identifiable information but in which certain
identifiers would remain. The Departnent is not considering permtting
the disclosure of any such |imted data set for general purposes, but
rather is considering permtting disclosure of such information for
research, public health, and health care operati ons purposes.

The imted data set would not include the follow ng information
whi ch the Departnment considers direct identifiers: nane, street
address, tel ephone and fax nunbers, e-mail address, social security
nunber, certificate/license nunber, vehicle identifiers and serial
nunbers, URLs and | P addresses, and full face photos and any other
conparabl e images. The limted data set would include the follow ng
identifiable information: adm ssion, discharge, and service dates; date
of death; age (including age 90 or over); and five-digit zip code. The

[ [ Page 14800] ]

Departnment solicits comrent on whet her another one or nore geographic
units smaller than State, such as city, county, precinct, neighborhood
or other unit, would be needed in addition to, or be preferable to,
five-digit zip code.

In addition, to address concerns raised by commenters regarding
access to birth date for research or other studies relating to young
children or infants, the Departnent clarifies that the Privacy Rule
does not prohibit age of an individual from being expressed as an age
in nmonths, days, or hours. Gven that the linmted data set would
i nclude all ages, including age in nonths, days, or hours, if
preferable, the Departnent requests comment on whether date of birth is
needed and, if so, whether the entire date is needed, or just the nonth
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and year.

In addition, to further protect privacy, the Departnent would
propose to condition the disclosure of the limted data set on covered
entities obtaining fromthe recipients a data use or simlar agreenent,
in which the recipient would agree to limt the use of the limted data
set to the specified purposes in the Privacy Rule, and limt who can
use or receive the data, as well as agree not to re-identify the data
or contact the individuals. Cormenters seened to indicate that
reci pients woul d be anmenable to such conditions.

The Departnent solicits public comment on the feasibility and
acceptability of the above approach for the described purposes, and
whet her or not the limtations and conditions would be sufficiently
protective of patient privacy.

Proposed Modi fications

In addition to the solicitation of corment above, the Departnent
proposes a technical nodification to the safe harbor provisions. A
nunber of commenters expressed confusion regardi ng what was believed to
be conflicting provisions within the de-identification standard.
Commenters argued that, on the one hand, the Privacy Rule treats
information as de-identified if all listed identifiers on the
information are stripped, including any unique, identifying nunber,
characteristic, or code. Yet, the Privacy Rule permits a covered entity
to assign a code or other record identification to the information so
that it may be re-identified by the covered entity at sonme | ater date.

The Departnent did not intend the re-identification code to be
consi dered one of the enunerated identifiers. Therefore, the Departnent
proposes to clarify its intent by explicitly excepting the re-
identification code or other nmeans of record identification permtted
by Sec. 164.514(c) fromthe listed identifiers at
Sec. 164.514(b)(2) (i) (R

J. Technical Corrections and Gher darifications

In addition to the nodifications described above, the Departnent
proposes to make the followng clarifications:

1. Changes of Legal Ownership. The Privacy Rule's definition of
heal th care operations, at Sec. 164.501, includes business managenent
and general adm nistrative activities of the entity, including, due
diligence in connection with the sale or transfer of assets to a
potential successor in interest, if the potential successor in interest
is a covered entity or, follow ng conpletion of the sale or transfer,
wi || becone a covered entity.

In the preanble to the Privacy Rule, the Departnent explained that
this | anguage was included to renedy an omi ssion in the 1999 proposed
Rul e by

add[ing] to the definition of health care operations disclosures of
protected health information for due diligence to a covered entity
that is a potential successor in interest. This provision includes
di scl osures pursuant to the sale of a covered entity's business as a
goi ng concern, mnergers, acquisitions, consolidations, and other
simlar types of corporate restructuring between covered entities,
including a division of a covered entity, and to an entity that is
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not a covered entity but will becone a covered entity if the
reorgani zation or sale is conpl et ed.

65 FR at 82609 (Decenber 28, 2000) (response to comment); see al so 65
FR at 82491 (simlar |anguage); 65 FR at 82652 (" "W clarify in the
definition of health care operations that a covered entity nmay sell or
transfer its assets, including protected health information, to a
successor in interest that is or will becone a covered entity.'")

Despite | anguage in the preanble to the contrary, the definition of
health care operations in the Privacy Rul e does not expressly provide
for the transfer of protected health informati on upon sale or transfer
to a successor in interest. Instead, the definition of " "health care
operations'' only nentions disclosures of protected health information
for ““due diligence'' purposes when a sale or transfer to a successor
in interest is contenplated. "~ "Due diligence'' is generally understood
to nean the “~“[a] prospective buyer's or broker's investigation and
anal ysis of a target conpany, a piece of property, or a newy issued
security.'' Black's Law Dictionary (7th ed. 1999) available in Wstl aw,
Dl BLACK dat abase.

The Departnent proposes to add | anguage to paragraph (6) of the
definition of " “health care operations'' to clarify the intent to
permt the transfer of records to a covered entity upon a sal e,
transfer, nerger, or consolidation. This proposed change woul d prevent
the Privacy Rule frominterfering with necessary treatnent or paynent
activities upon the sale of a covered entity or its assets.

The Departnent al so proposes to use the terns " “sale, transfer,
consolidation or nmerger'' to elimnate the term "~successor in
interest'' fromthis paragraph. The Departnent intended this provision
to apply to any sale, transfer, nmerger or consolidation and believes
the current | anguage may not sufficiently acconplish this goal. The
proposed | anguage's use of the terns "~ "sale, transfer, nerger and
consolidation'' is based on | anguage used in nodel State |aws
addressing the disclosure of personal or privileged information
collected or received in connection with an insurance transaction.

The Departnment retains the limtation that such disclosures are
heal th care operations only to the extent the entity receiving the
protected health information is a covered entity or will becone a
covered entity as a result of the sale, transfer, nerger, or
consolidation. In addition, the proposed nodification does not affect
any responsibility of covered entities either under other |aw or
ethical obligation to notify individuals appropriately of a sale,
transfer, nerger, or consolidation

2. Goup Health Plan Disclosures of Enrollnent and Di senrol |l nment
Information to Plan Sponsors. The Departnent proposes to nodify the
Privacy Rule to make express the Departnent's policy, which was
explained in the preanble to the Privacy Rule, that group health plans
are permtted to share enroll nent and disenrollnment information with
pl an sponsors w t hout anendi ng pl an docunents. Under the Privacy Rule,
a group health plan, as well as a health insurance issuer or HVO
provi di ng health i nsurance or health coverage to the group health plan,
are covered entities. Neither enployers nor other plan sponsors are
defined as covered entities. The Departnent recognizes the legitinate
need of the plan sponsor to have access to health information of these

file://IC|/healthlawyer/hipaaprivacynoticefr.html (57 of 96) [3/27/2002 6:41:27 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

covered entities in certain situations. Therefore, the Privacy Rule at
Sec. 164.504(f) permts a group health plan, and health insurance

I ssuers or HMOs with respect to the group health plan, to disclose
protected health information to the plan sponsor provided that, anong
ot her requirenents, the plan docunents are

[[ Page 14801] ]

anended to appropriately reflect and restrict the plan sponsor's uses
and di scl osures of such information.

There are two exceptions where the Privacy Rule permts group
health plans (or health insurance issuers or HM3s, as appropriate) to
di sclose information to a plan sponsor w thout requiring anmendnent of
pl an docunents. First, Sec. 164.504(f) permts such disclosures when
the informati on needed by the plan sponsor is summary health
i nformati on. Second, as explained in the preanble to the Privacy Rul e,
a plan sponsor is permtted to performenrollnment functions on behalf
of its enployees wi thout neeting the requirenents of Sec. 164.504(f),
as such functions are considered outside of the plan adm nistration
functions. Therefore, a group health plan is also permtted to disclose
enrol I ment or disenrollnment information to the plan sponsor w thout
anmendi ng the plan docunents as required by Sec. 164.504(f).

However, this policy regarding disclosures of enrollnment or
di senrol I nent informati on was addressed only in the preanble to the
Privacy Rule and not explicitly in the regulation itself. As a result,
the policy seens to have been overl ooked and the absence of a specific
provision in the regulation itself has caused m sinterpretation within
i ndustry. To renedy this m sunderstandi ng and nmake its policy clear,
the Departnent proposes to add an explicit exception at
Sec. 164.504(f)(1)(iii) to clarify that group health plans (or health
i nsurance issuers or HMs, as appropriate) are permtted to disclose
enrol I ment or disenrollnment information to a plan sponsor w thout
neeting the plan docunent anmendnment and ot her rel ated requirenents.

3. Definition of " “Individually lIdentifiable Health Information.""’
The Departnment proposes to nove the definition of " “individually
identifiable health information'' from Sec. 164.501 to Sec. 160.103 to
clarify that the definition is relevant to all of the provisions in
Parts 160 t hrough 164.

4. Accounting of Disclosures of Protected Health Information. Under
the Privacy Rule at Sec. 164.528, individuals have the right to receive
an accounting of disclosures of protected health information nade by
the covered entity, with certain exceptions. These exceptions, or
i nstances where a covered entity is not required to account for
di scl osures, include disclosures nade by the covered entity to carry
out treatnment, paynent, or health care operations, as well as
di sclosures to individuals of protected health information about them

The accounting is required to include the follow ng: (1)

di scl osures of protected health information that occurred during the
Six years prior to the date of the request for an accounting, including
di scl osures to or by a business associate of the covered entity; (2)
for each disclosure: the date of the disclosure; the nane of the entity
or person who received the protected health information; if known, the
address of such entity or person; a brief description of the protected
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health information disclosed; and a brief statenent of the purpose of
the di sclosure that reasonably inforns the individual of the basis for
the disclosure, or in lieu of such a statenent, a copy of the
individual's witten authorization pursuant to Sec. 164.508 or a copy
of a witten request for a disclosure under Secs. 164.502(a)(2)(ii) or
164.512. For nultiple disclosures of protected health information to

t he sane person, the Privacy Rule allows covered entities to provide

i ndividuals with an accounting that contains only the foll ow ng
information: (1) For the first disclosure, a full accounting, with the
el ements described in (2) above; (2) the frequency, periodicity, or
nunmber of di scl osures nade during the accounting period; and (3) the
date of the |ast such disclosure nade during the accounting period.

A nunber of commenters raised concerns that the high costs and
adm ni strative burdens associated with the accounting requirenents
woul d deter covered entities fromdisclosing protected health
information. In response to these concerns, the Departnent proposes to
expand the exceptions to the standard at Sec. 164.528(a)(1) to include
di scl osures made pursuant to an authorization as provided in
Sec. 164.508. Covered entities would no | onger be required to account
for any disclosures authorized by the individual in accordance with
Sec. 164.508. The Departnent is proposing to alleviate burden in this
way because it is believed that an accounting of disclosures nade
pursuant to such perm ssions is unnecessary because such discl osures
are already known by the individual, in as much as the individual was
required to sign the forns authorizing the disclosures.

Accordi ngly, the Departnent proposes to nake two conform ng
anendnents at Secs. 164.528(b)(2)(iv) and (b)(3) to delete references
in the accounting content requirenments to disclosures made pursuant to
an aut hori zati on.

5. Uses and Di scl osures Regardi ng FDA-regul ated Products and
Activities. The Department recognizes the inportance of public health
activities and, in the Privacy Rule, allows information to be used and
di scl osed for these purposes w thout requiring individual consent or
aut hori zation. The recent anthrax attacks and the threat of other forns
of bio-terrorismhave served to underscore the vital necessity of a
strong and effective public health system The Rule all ows covered
entities to disclose protected health information to public health
authorities for a broad array of public health purposes, including
reporting of diseases, injuries, vital statistics, and for the conduct
of public health surveillance and interventions. The Rule permts
public health reporting to private persons who are contractors for or
agents of the public health authority. The Rule al so recogni zes the
essential role of manufacturers and other private persons in carrying
out the Food and Drug Admi nistration's (FDA) public health m ssion.

The Privacy Rule, at Sec. 164.512(b)(1)(iii), specifically permts
covered entities to disclose protected health information, w thout
I ndi vi dual authorization, to a person who is subject to the
jurisdiction of the FDA for the followi ng specified purposes: (1) To
report adverse events, defects or problens, or biological product
deviations with respect to products regulated by the FDA (if the
disclosure is nade to the person required or directed to report such
information to the FDA), (2) to track products (if the disclosure is
made to the person required or directed to report such information to
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the FDA), (3) for product recalls, repairs, or replacenent, and (4) for
conducti ng post-marketing surveillance to conply with FDA requirenents
or at the direction of the FDA

The Departnment received a nunber of comments on the provisions for
public health activities related to FDA-regul ated products. The
majority of these comenters were concerned that the Privacy Rule
constrains inportant public health surveillance and reporting
activities by inpeding the fl ow of needed information to those subject
to the FDA's jurisdiction. In particular, commenters noted that
limting disclosures to those that are "~ "required or directed ' by FDA
does not reflect the breadth of public health activities that are
currently being conducted by the private sector on a voluntary basis or
under the general auspices of--but not at the direction of--FDA. In
general, comrenters were concerned that such limtations would stifle
current reporting practices. For exanple, the

[ [ Page 14802] ]

FDA currently obtains the vast majority of its information about drugs
and devices indirectly fromhealth care providers who voluntarily
report known adverse events or problens to the manufacturer of the
product. The manufacturer may or may not be required to report such
adverse events to FDA. Commenters assert that the present |anguage of
the Privacy Rule will have a "~ “chilling effect'' on these inportant
comuni cations due to uncertainty over the manufacturer's obligation to
report to the FDA.

Some concern was expressed about the potential liability of a
covered entity for a disclosure to an enpl oyee of the nmanufacturer who
is not "~ "a person subject to the jurisdiction of the FDA'' or to the

wrong manuf acturer. The Departnment seeks to assure covered entities
that use of the term “a person'' was not intended to |limt reporting
to a single individual within an entity, but to allow reporting to flow
as it does today between health care providers and representatives of
manuf acturers or other conpanies. Mreover, the Department seeks to
clarify that covered entities may continue to disclose protected health
i nformation to the conpanies identified on the product |abels as the
manuf acturer registered with the FDA to distribute the product.

To elimnate the "~“chilling effect'' of the Rule, sone conmenters
requested that the Departnment include in the Rule a ~"good-faith'' safe
harbor to protect covered entities fromenforcement actions arising
fromunintentional violations of the Privacy Rule. For exanple, a
heal th care provider would not have violated the Rule if the disclosure
was nmade in the good faith belief that the entity to whomthe adverse
event was reported was responsi ble for the FDA-regul ated product, even
if it turned out to be the wong manufacturer.

Finally, a nunber of commenters, including sone that are subject to
the FDA's jurisdiction, suggested that: identifiable health information
is not necessary for some or all of these public health reporting
pur poses; that identifiable health information is not reported to FDA
and that for purposes of post-marketing surveillance, information
W thout direct identifiers (such as nane, nuiling address, phone
nunber, social security nunber, and email address) should suffice. The
Departnent recogni zes that there nust be a bal ance between the need for
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public health activities that benefit every individual by safeguarding
the effectiveness, safety, and quality of the products regulated by the
FDA, and the privacy interests of specific individuals. However, the
comments did not offer a consensus as to which activities could be
performed without identifiable information or which identifiers, if

any, were needed. In Section Ill.I of this preanble regardi ng De-
identification issues, the Departnment is soliciting conents on a
limted data set for use for specific purposes, including public
heal t h. The Departnent al so requests coments as to whether this
limted data set should be required or permtted for sonme or all public
heal t h purposes or if a special rule should be devel oped for public
heal t h reporting.

The Departnent did not intend the Privacy Rule to discourage or
prevent the reporting of adverse events or otherw se disrupt the flow
of essential information that FDA and persons subject to the
jurisdiction of FDA need in order to carry out their inportant public
health activities. Therefore, the Departnent proposes a nunber of
changes to elimnate uncertainties identified by the conmenters, and,

t her eby, encourage covered entities to continue to report and cooperate
in these essential public health activities. The proposed nodifications
attenpt to recognize and preserve current public health activities of
persons subject to the jurisdiction of the FDA while not dim nishing
the health informati on privacy protections for individuals.

Specifically, the Departnent proposes to renpove from
Sec. 164.512(b)(1)(iii)(A) and (B) the phrase ""if the disclosure is
made to a person required or directed to report such information to the
Food and Drug Administration'' and to renove from subparagraph (D) the
phrase " "to conply with requirenents or at the direction of the Food
and Drug Admnistration."' In lieu of this |anguage, HHS proposes to
describe at the outset the public health purposes for which disclosures
may be made. The proposed | anguage reads: "~ A person subject to the
jurisdiction of the Food and Drug Admi nistration (FDA) with respect to
an FDA-regul ated product or activity for which that person has
responsibility, for the purpose of activities related to the quality,
safety or effectiveness of such FDA-regul ated product or activity.'

The Departnent proposes to retain the listing of specific
activities identified in paragraphs (A, (B, (O, and (D), to give
covered entities additional assurance that public health disclosures
for these activities are perm ssible under the Privacy Rule. The
listing, however, is no |onger an exclusive list of FDA-related public
health activities, but rather is a list of exanples of the npbst conmon
activities. Additionally, |anguage has been added to paragraph (C) to
i nclude "l ookback'' activities which are necessary for tracking bl ood
and plasma products, as well as quarantining tainted blood or plasm
and notifying recipients of such tainted products.

The privacy of individuals' health information would continue to be
protected through the limtations placed on the perm ssible disclosures
for FDA purposes. Specifically, such disclosures nust relate to FDA-
regul ated products or activities for which the person using or
receiving the informati on has responsibility, and for activities
related to the safety, effectiveness, or quality of such FDA-regul ated
product or activity.

The Departnent is not proposing a good-faith safe harbor at this
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time because it believes that these proposed nodifications wll
adequat el y address the concerns and uncertainties facing covered
entities. However, the Departnent is interested in hearing from
affected parties as to whether the proposed nodifications are adequate
or if additional neasures are necessary for health care providers or
others to continue to report this vital information about FDA-regul ated
products or activities.

6. Hybrid Entities. The Privacy Rule defines covered entities that
primarily engage in activities that are not covered functions--i.e.,
functions that relate to the entity's operation as a health plan,
health care provider, or health care clearinghouse--as hybrid entities.
See Sec. 164.504(a). In order to limt the burden on such entities,
nost of the requirenments of the Privacy Rule only apply to the health
care conponent(s) of the hybrid entity and not to the parts of the
entity that do not engage in covered functions. The health care
conmponent (s) include those conponents of the entity that perform
covered functions and other conmponents of the entity that support those
covered functions, in the sane way such support may be provided by a
busi ness associate. A covered entity that is a hybrid entity is
required to define and designate those parts of the entity that engage
in the covered functions and " business associate'' functions and that
are, therefore, part of the health care conponent(s). The health care
conponent is designed to include conponents that engage in " business
associate'' functions because it is inpossible for the entity to
contract with itself and the authorization requirenent would limt the
ability to engage in necessary health care operations functions.

The hybrid entity is also required to create adequate separation
(i.e., fire walls) between the health care conponent(s) and ot her
conmponent s of

[ [ Page 14803]]

the entity. Transfer of protected health information held by the health
care conponent to other conponents of the hybrid entity is a disclosure
under the Privacy Rule and is only allowed to the sane extent as such
di scl osure woul d be permtted to a separate entity.

Exanpl es of hybrid entities are: (1) corporations that are not in
the health care industry, but that operate on-site health clinics, and
(2) insurance carriers that have nmultiple |lines of business which
i nclude both health insurance and other insurance |lines such as general
liability or property and casualty insurance.

A " hybrid entity'' is defined in the Privacy Rule as an entity

" “whose covered functions are not its primary functions.'' (enphasis
added). In the preanble to the Privacy Rule, the Departnent expl ained
that the use of the term “primary'' in the definition of a " “hybrid

entity'' was not intended to operate with mat hematical precision. The
Depart nent intended a comon sense eval uati on of whether the covered
entity nostly operates as a health plan, health care provider, or

heal th care cl earinghouse. If an entity's primary activity was engagi ng
in covered functions, then the whole entity would be a covered entity
and the hybrid entity provisions would not apply. However, if the
covered entity primarily conducted non-health activities, it would
qualify as a hybrid entity and would be required to conply with the
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Privacy Rule with respect to its health care conponent(s). Comenters
expressed concern that the policy guidance in the preanble was
insufficient as long as the Privacy Rule itself limted the hybrid
entity provisions to entities that primarily conducted non-health
related activities. There were particular concerns in cases in which
the health plan Iine of business was the primary business, and the line
of business that is one of the excepted benefits, e.g., workers'
conpensation i nsurance, was only a small portion of the business. There
were al so concerns about what "~ “prinmary'' neant if not a nathenmati cal
calculation and how the entity would know whether or not it was a
hybrid entity based on the guidance in the preanble.

As a result of these conmments, the Departnent proposes to delete
the term “primary'' fromthe definition of ~“hybrid entity'' in
Sec. 164.504(a). In order to avoid the problemof line draw ng, the
Depart ment proposes to permt any covered entity to be a hybrid entity
if it is asingle legal entity that perfornms both covered and non-
covered functions, regardl ess of whether the non-covered functions
represent that entity's primary function, a substantial function, or
even a small portion of the entity's activities.

The Departnent proposes to permt covered entities that could
qualify as hybrid entities to choose whether or not they want to be
hybrid entities. Elimnation of the requirenent in the definition of
““hybrid entity'' that covered functions not be the " “primry'
functions of the covered entity would greatly increase the proportion
of covered entities that are hybrid entities. In order to avoid the
burden of requiring many nore covered entities to designate the health
care conponents and create fire walls within their entity when it is
adm nistratively sinpler to treat the entire entity as a covered
entity, the proposal would allow the covered entity to choose whet her
it wll be a hybrid entity or not. To acconplish this objective, the
proposed definition of ~ " hybrid entity'' would require that in order to
be a hybrid entity, a covered entity that otherw se qualifies nust
designate health care conponents. |If a covered entity does not
designate health care conponents, the entire entity would be a covered
entity.

There are advantages and di sadvantages to being a hybrid entity.
Whet her or not the advantages outwei gh the disadvantages will be a
deci si on of each covered entity that may qualify as a hybrid entity and
will be influenced by factors such as how the entity is organi zed and
the proportion of the entity that nust be included in the health care
conmponent. \Were the non-covered functions of the entity are only a
small portion of the entity, it will likely be nore efficient to sinply
consider the entire entity as a covered entity. Nonethel ess, the
Departnent is proposing to permt flexibility for covered entities to
choose whether or not to be treated as a covered entity entirely or as
a hybrid entity.

The Departnent al so proposes to sinplify the definition of "~ health
care conponent'' in Sec. 164.504(a) to nmake clear that a health care
conmponent is whatever the covered entity designates as the health care
conmponent, consistent with the provisions regardi ng designation in
Sec. 164.504(c)(3)(iii). The specific |anguage regardi ng which
conponents make up a health care conponent would be in the
I npl ement ati on specification that addresses designation of health care
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conponents. The Departnent proposes to nove this specific |anguage
because it provides requirenents and directions that are nore
appropriately placed in an inplenentati on specification. The Depart nent
proposes that health care conponents may include: (1) Conponents of the
covered entity that engage in covered functions, and (2) any conponent
that engages in activities that would make such conmponent a busi ness
associ ate of a conmponent that performs covered functions if the two
conponents were separate legal entities.

Wth respect to the conponents that perform covered functions, the
Departnent also clarifies that a hybrid entity nust include in its
heal t h care conponent(s) any conponent that would neet the definition
of ““covered entity'' if it were a separate legal entity. "~ Covered
functions'' are those functions of a covered entity that nmake the
entity a health plan, health care provider, or health care
cl eari nghouse. However, there was sonme anbiguity as to whether a
conponent of a covered entity that is a health care provider, but that
does not conduct standard el ectronic transactions, nust be included in
the health care conponent. The proposed | anguage would clarify that any
conponent that would be a covered entity if it were a separate |ega
entity must be included in the health care conponent.

Under these proposed changes, a conponent that is a health care
provi der and that engages in standard el ectronic transactions nust be
included in the health care conponent, but a conponent that is a health
care provider but that does not engage in standard el ectronic
transacti ons may, but would not be required to, be included in the
heal t h care conponent of the hybrid entity. The decision would be |eft
to the covered entity in the second case. For exanple, in a university
setting, the single legal entity nmay operate hospital facilities that
bill electronically and research | aboratories that do not engage in any
electronic billing. The nodification would clarify that the university
as a hybrid entity need only include the hospital facilities that bill
electronically in the health care conponent. The nodification al so
woul d nmake clear that the university has the option to include the
conmponents, such as the research |aboratory, that function as a health
care provider, but not as a covered health care provider. A covered
entity that chooses to include a non-covered health care provider in
their health care conponent would be required to ensure that the non-
covered health care provider, as well as the rest of the health care
conponent, is in conpliance with the Privacy Rule.

There is also a conform ng change in the proposed | anguage in
Sec. 164.504(c)(1)(ii) to nake it clear that a reference to a ~covered
health care provider'' in the Privacy Rule could
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I nclude the functions of a health care provider who does not engage in
el ectronic transactions, if the covered entity chooses to include such
functions in the health care conponent.

Wth respect to the | anguage regardi ng conponents that engage in
" business associate'' functions, the Departnment does not nake any
substantive change. The conponents of a hybrid that nay provide
services to the conponent that perforns covered functions, such as a
portion of the legal or accounting departnents of the entity, nay be
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included in the health care conmponent so protected health information
can be shared with such conmponents of the entity w thout requiring

busi ness associ ate agreenents or individual authorizations. The rel ated
| anguage in paragraph (2)(ii) of the definition of "~ "health care
conponent'' in the Privacy Rule that requires the " business
associate'' functions include the use of protected health information
is not included in this proposed Rule because it is redundant.

It is inportant to note that a covered entity may include
conponents that engage in "~ business associate'' functions inits
heal th care conponent or not. It is not a violation of the Privacy Rule
to fail to include such a conponent in the health care conponent
desi gnation. However, a disclosure of protected health information from
the health care conmponent to such other conponent if it is not part of
the health care conponent is the same as a disclosure outside the
covered entity and is a violation unless it is permtted by the Privacy
Rul e. Because an entity cannot have a business associate contract with
itself, such a disclosure likely would require individual
aut hori zati on.

Finally, to avoid needl ess application of the hybrid entity
provisions to a covered entity's activities as an enployer, rather than
as a health plan, health care provider, or health care clearinghouse,

t he Departnment proposes to nodify the definition of " “protected health
information'' in Sec. 164.501. The preanble to the Privacy Rul e nakes
clear that the Privacy Rul e does not treat enploynent records as
protected health information. To avoid any confusion or

m sinterpretation on this point, the Departnent proposes to expressly
excl ude enpl oynent records held by a covered entity inits role as
enpl oyer fromthe definition of ~"protected health information.'"' In
that way, enploynment records will be treated in the sanme nmanner as
student nedi cal records covered by FERPA, which the Privacy Rule
excludes fromthe definition of ~“"protected health information.'' This
change will limt the need for a covered entity, whose primary
activities are covered functions, to designate itself as a hybrid
entity sinply to carve out enpl oynent records.

It is inportant to note that the exception fromthe definition of
““protected health information'' for enploynent records only applies to
individually identifiable health information in those records that are
hel d by a covered entity in its role as enployer. The exception does
not apply to individually identifiable health information held by a
covered entity when carrying out its health plan or health care
provi der functions. Such information would be protected health
i nformati on. The Department specifically is soliciting comments on
whet her the term " “enploynent records'' is clear or whether it needs to
be nore fully explained. It would be particularly helpful if comenters
could identify certain types of records that should be included or
excluded from  “enpl oynent records.'"'

7. Technical Corrections. The Privacy Rul e contai ned sone technical
and typographi cal errors. Therefore, the Departnment proposes to make
the foll ow ng corrections:

a. In Sec. 160.102(b), beginning in the second line, " "section
201(a)(5) of the Health Insurance Portability Act of 1996, (Pub. L.
104-191),'" is replaced with ~742 U S.C. 1320a-7c(a)(5)"'".

b. In Sec. 160.203(b), in the second Iine, ~"health information'
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is replaced with " “individually identifiable health information''.

c. In Sec. 164.102, "“inplenmentation standards'' is corrected to
read "~ inplenmentation specifications.'

d. In Sec. 164.501, in the definition of " "protected health
information'', "~ Famly Educational Right and Privacy Act'' is
corrected to read " Family Educational Ri ghts and Privacy Act.'

e. In Sec. 164.508(b)(1)(ii), in the fifth line, the word ""be'' is
del et ed.

f. I'n Sec. 164.508(b)(3)(iii), a coma is added after the words
" psychot herapy notes''

g. In Sec. 164.510(b)(3), in the third line, the word "~ “for'' is
del et ed.

h. In Sec. 164.512(b)(1)(v)(A), in the fourth line, the word " a'
i s del eted.

i. In Sec. 164.512(b)(1)(v)(C, in the eighth line, the word
““and'' is added after the semi col on.

j. In Sec. 164.512(f)(3), paragraphs (ii) and (iii) are
redesignated as (i) and (ii), respectively.

k. In Sec. 164.512(g)(2), in the seventh line, the word " "to'' is
added after the word " "directors.'

. I'n Sec. 164.512(i)(1)(iii)(A), in the second line, the word

“is'' after the word "~ “sought'' is deleted.
m |In Sec. 164.522(a)(1)(v), in the sixth line,
" Secs. 164.502(a)(2)(i)"'" is corrected to read

" Secs. 164.502(a)(2)(ii)"".
n. In Sec. 164.530(i)(4)(ii)(A), in the second line, ""the
requirenents'' is replaced with the word " “specifications''.

V. Prelimnary Regul atory I npact Anal ysis

Federal law (5 U S.C. 804(2), as added by section 251 of Pub. L.
104-21), specifies that a "~ "major rule'' is any rule that the Ofice of
Managenent and Budget finds is likely to result in:

An annual effect on the econony of $100 nmillion or nore;

A major increase in costs or prices for consuners,
i ndi vidual industries, federal, State, or |ocal governnent agencies, or
geographi c regions; or

Significant adverse effects in conpetition, enploynent,
I nvestment productivity, innovation, or on the ability of United States
based enterprises to conpete with foreign-based enterprises in donestic
and export markets.

The inpact of the nodifications proposed in this rul emaki ng woul d
be a net reduction of costs associated with the Privacy Rul e of
approxi mately $100 mllion. Therefore, this Rule is a major rule as
defined in 5 U S.C. 804(2).

Executive Order 12866 directs agencies to assess all costs and
benefits of available regulatory alternatives and, when regulation is
necessary, to select regul atory approaches that maxim ze net benefits
(including potential economc, environnental, public health and safety
effects; distributive inpacts; and equity). According to Executive

Order 12866, a regulatory actionis "~“significant'' if it nmeets any one
of a nunber of specified conditions, including having an annual effect
on the economy of $100 million or nore, adversely affecting in a
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material way a sector of the econony, conpetition, or jobs, or if it
rai ses novel |egal or policy issues. The purpose of the regulatory

I npact analysis is to assi st decision-nmakers in understandi ng the
potential ram fications of a regulation as it is being devel oped. The
analysis is also intended to assist the public in understanding the
general economc ramfications of the regul atory changes.

The Privacy Rule included a regulatory inpact analysis (R A, which
estimated the cost of the Privacy Rule at $17.6 billion over ten years.
65 FR 82462, 82758. The changes to the Privacy Rul e proposed by this
notice of proposed rul emaking are a result of comrent by the industry
and the public at large identifying a nunber of unintended consequences
of the Privacy

[ [ Page 14805] ]

Rul e that coul d adversely affect access to, or the quality of health
care delivery. These proposed changes should facilitate inplenentation
and conpliance with the Privacy Rule, and | ower the costs and burdens
associated with the Privacy Rule while naintaining the confidentiality
of protected health informtion.

The proposed changes woul d affect five areas of the Privacy Rule
that will have an economic inpact: (1) Consent; (2) notice; (3)
marketing; (4) research; and (5) business associates. In addition, the
proposal contains a nunber of changes that, though inportant, can be
categorized as clarifications of intended policy. For exanple, the
nodi fications would permt certain uses and disclosures of protected
health information that are incidental to an otherw se pernmtted use or
di scl osure. This change woul d recogni ze such practices as the need for
physicians to talk to patients in sem-private hospital roons or nurses
to communicate with others in public areas, and avoids the costs
covered entities mght have incurred to reconfigure facilities as
necessary to ensure absolute privacy for these conmon treatnent-rel ated
conmmuni cations. This and other nodifications in this proposal (other
t han those described below) clarify the intent of the standards in the
Privacy Rule and, as such, do not change or alter the associated costs
that were estinmated for the Privacy Rule. There are no new costs or
savi ngs by these changes, and therefore, there is no cost estimte nade
here for them

A. Summary of Costs and Benefits in Final Regulatory Inpact Statenent

The Privacy Rule was estinmated to produce net costs of $17.6
billion, with net present value costs of $11.8 billion (2003 doll ars)
over ten years (2003-2012). The Departnent estimates the nodifications
in this proposal would | ower the net cost of the Privacy Rule by
approximately $100 million over ten years.

Measuring both the econom c costs and benefits of health
i nformation privacy was recogni zed as a difficult task. The paucity of
data and inconplete information on current industry privacy and
i nformati on system practices nade cost estimation a challenge. Benefits
were difficult to measure because they are, for the nost part,

i nherently intangi ble. Therefore, the regulatory inpact analysis in the
Privacy Rule focused on the key policy areas addressed by the privacy
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standards, some of which would be affected by the proposed
nodi fications in this rul emaki ng.

B. Proposed Modifications To Prevent Barriers to Access to or Quality
of Health Care

The changes proposed in this rul emaking are intended to address the
possi bl e adverse effects of the final privacy standards on an
I ndi vidual's access to, or the quality of, health care. The
nodi fications touch on five of the key policy areas addressed by the
final regulatory inpact analysis, including consent, research
mar keti ng, notice, and business associ ates.

Consent

Under the Privacy Rule, a covered health care provider with a
direct treatnent relationship with an individual nust obtain the
individual's prior witten consent for use or disclosure of protected
health information for treatnent, paynent, or health care operations,
subject to a limted nunber of exceptions. Oher covered health care
provi ders and health plans may obtain such a consent if they so choose.
The initial cost of the consent requirenment was estinmated to be $42
mllion. Based on assunptions for growh in the nunber of patients, the
total costs for ten years was estimated to be $103 million. See 65 FR
82771 (Decenber 28, 2000).\2\

\2\ The total cost for consent in the regulatory inpact analysis
showed an initial cost of $166 million and $227 mllion over ten
years. Included in these total nunbers is the cost of tracking
patient requests to restrict the disclosure of their health
information. This right is not changed in these nodifications. The
nunbers here represent the costs associated with the consent
functions that are proposed to be repeal ed.

The proposed nodifications would elimnate the consent requirenent.
The consent requirenent posed many difficulties for an individual's
access to health care, and was problematic for operations essential for
the quality of the health care delivery system However, any health
care provider or health plan may choose to obtain an individual's
consent for treatnent, paynent, and health care operations. The
elimnation of the consent requirenment reduces the initial cost of the
privacy standards by $42 million in the first year and by $103 million
over ten years.

As explained in detail in section Ill.A 1. above, many comments
that the Departnent received in March 2001 and testinony before the
NCVHS reveal ed that the consent requirenents in the Privacy Rule create
uni ntended barriers to tinmely provision of care, particularly with
respect to use and disclosure of health information prior to a health
care provider's first face-to-face contact wth the individual. These
and ot her barriers discussed above woul d have entail ed costs not
anticipated in the econom c analyses in the Privacy Rule. These
comments al so reveal ed that the consent requirenents create
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adm ni strative burdens, for exanple, with respect to tracking the
status and revocation of consents, that were not foreseen and thus not
i ncluded in that econom c analysis. Therefore, while the estinated
costs of the consent provisions were $103 million, comments have
suggested that the costs were likely to be much higher. If these
comments are accurate, the cost savings associated with retracting the
consent provisions would, therefore, also be significantly higher than
$103 mllion.

Noti ce

In elimnating the consent requirenent, the Departnment proposes to
preserve the opportunity for a covered health care provider with a
direct treatnent relationship with an individual to engage in a
meani ngf ul conmuni cati on about the provider's privacy practices and the
i ndividual's rights by strengthening the notice requirenents. Under the
Privacy Rule, these health care providers are required to distribute to
i ndividual s their notice of privacy practices no later than the date of
the first service delivery after the conpliance date. The nodifications
woul d not change this distribution requirenent, but would add a new
docunentation requirenent. A covered health care provider with a direct
treatment relationship would be required to nake a good faith effort to
obtain the individual's acknow edgnment of receipt of the notice
provided at the first service delivery. The formof the acknow edgnent
I's not prescribed and can be as unintrusive as retaining a copy of the
notice initialed by the individual. If the provider's good faith effort
fails, docunentation of the attenpt is all that woul d be required.
Since the nodification would not require any change in the formof the
notice or its distribution, the ten-year cost estimate of $391 mllion
for these areas in the Privacy Rule's inpact analysis remains the sane.
See 65 FR 82770 (Decenber 28, 2000).

However, the additional effort by direct treatnent providers in
obt ai ni ng and docunenting the individual's acknow edgnent of receipt of
the notice would add costs. This new requirenent would attach only to
the initial provision of notice by a direct treatnent provider to an
i ndi vidual after the conpliance date. Under the proposed nodification,
provi ders woul d have considerable flexibility on how to achieve this.
Some providers could

[ [ Page 14806] ]

choose to obtain the required witten acknow edgnent on a separate

pi ece of paper, while others could take different approaches, such as
an initialed check-off sheet or a signature line on the notice itself
with the provider keeping a copy.

In the original analysis, the Departnent estimated that the consent
cost would be $0.05 per page based on the fact that the consent had to
be a stand al one docunent requiring a signature. This proposed
nodi fication to the notice requirenent would provide greater
flexibility and, therefore, greater opportunity to reduce costs
conpared to the consent requirenent. The Departnent estinmates that the
additional cost of the signature requirenent, on average, woul d be
$0. 03 per notice. Based on data obtained fromthe Medical Expenditure
Panel Survey (MEPS), which estimate the nunber of patient visits in a
year, the Departnent estimates that in the first year there would be
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816 mllion notices distributed, including the new additiona

i nformati on needed to acknow edge recei pt of the notice. Over the next
nine years, the Departnent estimtes, again based on MEPS data, that
there would be 5.3 billion visits to health care providers by new
patients (established patients will not need to recei ve another copy of
the notice). At $0.03 per document, the first year cost would be $24
mllion and the total cost over ten years would be $184 m | lion.

Busi ness Associ ates

The Privacy Rule requires a covered entity to have a witten
contract, or other arrangenent that docunents satisfactory assurances
that a business associate will appropriately safeguard protected health
information in order to disclose protected health information to the
busi ness associate. The regulatory inpact analysis for the Privacy Rule
provi ded cost estimates for two aspects of this requirenment. In the
Privacy Rule, $103 nmillion in first-year costs was estinated for
devel opnent of a standard busi ness associ ate contract |anguage. (There
were additional costs associated with these requirenents related to the
techni cal inplenentation of new data transfer protocols, but these are
not affected by the changes bei ng proposed here.) In addition, $197
mllion in first-year costs and $697 nmillion in total costs over ten
years were estimated in the Privacy Rule for the review and oversi ght
of existing business associate contracts.

The nodifications do not change the standards for business
associate contracts or the inplenentation specifications with respect
to the covered entity's responsibilities for managi ng the contracts.
However, as part of this proposal, the Departnent is including node
busi ness associ ate contract |anguage. This nodel is only suggested
| anguage and is not a conplete contract. The nodel |anguage is designed
to be adapted to the busi ness arrangenent between the covered entity
and the business associate and to be incorporated into a contract
drafted by the parties. The final regulatory inpact analysis assuned
t he devel opnent of such standard | anguage by trade and professiona
associations. Wile this has, in fact, been occurring, the Departnent
continues to receive requests for nodel contract |anguage, particularly
fromsmall health care providers. The Departnment expects that trade and
prof essi onal associations will continue to provide assistance to their
nmenbers. However, the nodel contract |anguage in this proposal will
simplify their efforts by providing a base from which they can devel op
| anguage. The Departnment had estimated $103 million in initial year
costs for this activity based on the assunption it would require one
hour per non-hospital provider and two hours for hospitals and health
pl ans to devel op contract |anguage and to tailor the | anguage to the
particul ar needs of the covered entity. The additional tinme for
hospital s and health plans reflected the |ikelihood that these covered
entities would have a nore extensive nunber of business associate
rel ati onshi ps. Because there will be less effort expended than
originally estimated in the Privacy Rule, the Departnent estimtes a
reduction in contract devel opnment tine by one-third because of the
avai lability of the nodel |anguage. Thus, the Departnent now esti nates
that this activity will take 40 m nutes for non-hospital providers and
80 minutes for hospitals and health plans. The Departnent estimates
that the savings fromthe proposed busi ness associ ate contract | anguage
woul d be approximately $35 million in the first year.
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The Departnment is also proposing in this rulemaking to give covered
entities additional tinme to review their existing business associate
contracts and to conformwitten contracts to the privacy standards.
Under the proposal, a covered entity's witten business associate
contracts, existing at the tine the nodifications becone effective,
woul d be deenmed to conply with the privacy standards until such tine as
the contracts are renewed or nodified or until April 14, 2004,
whi chever is earlier. The effect of this proposal would be to spread
first year costs over an additional year, with a correspondi ng
post ponenment of the costs estimated for the out years. However, the
Departnment has no reliable information as to the nunber of contracts
potentially affected by the nodification or how | ong a delay may occur.
Therefore, the Departnent does not conmpute any cost savings to this
nodi fication.

Mar ket i ng

Under Sec. 164.514(e) of the Privacy Rule, certain health-rel ated
comuni cations are subject to special conditions on narketing
comuni cations, if they also serve to pronote the use or sale of a
product or service. These marketing conditions require that particul ar
di scl osures be made as part of the marketing materials sent to
i ndi vidual s. Absent these disclosures, protected health information can
only be used or disclosed in connection with such marketing
comuni cations wth the individual's authorization. The Departnent is
aware that the Privacy Rule's Sec. 164.514(e) conditions for health-
rel ated communi cations create a potential burden on covered entities to
make difficult assessnents regarding many of their communi cations. The
proposed nodifications to the nmarketing provisions would relieve the
burden on covered entities by maki ng nost marketing subject to an
aut horization requirenment and elimnating the Sec. 164.514(e)
condi tions on marketing comruni cati ons.

In devel oping the final inpact analysis for the Privacy Rule, the
Department was unable to estimate the cost of the marketing provisions.
There was too little data and too nuch variation in current practice to
estimte how the Privacy Rule mght affect marketing. The same renains
true today. However, the proposed nodifications would relieve burden on
the covered entities in making communi cations for treatnent and certain
health care operations relative to the requirenments in the Privacy
Rul e. Al though the Departnment cannot provide a quantifiable estimate,

the effect of these proposed changes will be to | ower costs relative to
the Privacy Rule.
Resear ch

In the final inpact analysis for the Privacy Rule, the Departnent
estimated the total cost of the provisions requiring docunentation of
an Institutional Review Board (I RB) or Privacy Board wai ver of
i ndi vi dual authorization for the use or disclosure of protected health
information for a research purpose as $40 nmillion for the first year
and $585
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mllion for the ten-year period. The costs were estinmated based on the
time that an IRB or privacy board would need to consider a request for
a wai ver under the criteria provided in the Privacy Rule. See 65 FR
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82770-82771 (Decenber 28, 2000).

The proposed nodification would sinplify and reduce the nunber of
criteria required for an IRB or Privacy Board to approve a waiver of
aut horization in three ways. First, the proposal would sinplify the
criteria for waivers to better conformto the Conmon Rul e's wai ver
criteria for infornmed consent to participate in the research study.
Second, the proposal would sinplify the accounting procedures for
research by elimnating the need to account for disclosures based on
I ndi vi dual authorization. Third, the proposal would sinplify the
aut hori zation process for research to facilitate the conbining of the
i nfornmed consent for participation in the research itself with al
aut hori zations required under the Privacy Rule. Therefore, the
Departnment estimates that the net effect of these nodifications would
be to reduce the time necessary to assenble the necessary waivers and
for an IRB or Privacy Board to consider and act on wai ver requests by
one quarter. The Departnent estimates these sinplifications would
reduce the expected costs first year costs by $10 mllion and the ten
year costs by $146 million, relative to the Privacy Rule. Since this
initial estimate is based on limted informati on available to the
Departnent, the Departnent requests information to better assess this
cost savings.

Privacy Rule Mdifications--Ten-Year Cost Estimates

Change due to

Pol i cy Origi nal Cost Modi fi cation
nodi fication
CONSENt . ..o it $103 million........... Provi si on
renoved. ... .. -$103 mllion.\1\
NoticCe. ... ..o e $391 mllion........... Good faith effort to
+$184 mllion.
obtain

acknow edgnent

of receipt.
Marketing. ........... ... Not scored due to |ack Fewer activities
Reduction in cost but

of data. constitute
mar ket i ng. magni t ude cannot be
esti mat ed.
Busi ness Associates.................. $103 million for Model | anguage

provided -$35 mllion.
contract nodifications.
Research............ ... .. ... ........ $585 million........... Wi ver requirenents
-$146 mllion.
sinplified.
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\1\ As noted above in the discussion on consent, while the estimted costs of the

consent provisions were $103

mllion, conments have suggested that the costs were likely to be much higher.

t hese comments are accurate,

the cost savings associated with retracting the consent provisions woul d,
therefore, also be significantly

hi gher than $103 nillion.

C. Costs to the Federal Gover nment

The proposed changes in this Rule will result in small savings to
the federal governnent relative to the costs that woul d have occurred
under the Privacy Rule. Although there will be some increase in costs

for the new requirenents for obtaining acknow edgnent for receipt of
the notice, these costs are partially offset by the savings in the
elimnation of the consent. As discussed above, to the extent coments
are accurate that the costs for the consent provisions are nuch higher
than estimated, the cost savings associated with the retraction of

t hese provisions would, therefore, be significantly higher. The

Depart ment does not believe the federal governnment engages in
significant marketing as defined in the Privacy Rule. The federal
governnent will have busi ness associ ates under the Privacy Rule, and

t herefore, the nodel |anguage proposed in this rul emaking will be of
benefit to federal departnents and agencies. The Departnent has not
estimted the federal governnment's portion of the $35 mllion savings
it estimated for this change. Simlarly, the federal government, which
conducts and sponsors a significant anount of research that is subject
to IRBs, wll realize sonme savings as a result of the research

nodi fications proposed in this rul emaki ng. The Departnent does not have
sufficient information, however, to estimte the federal governnent's
portion of the total $146 million savings with respect to research
nmodi fi cati ons.

D. Costs to State and Local Gover nnment

The proposed changes al so may affect the costs to state and | ocal
governnments. However, these effects likely will be small. As with the
federal governnent, state and |ocal governnents will have any costs of
the additional notice requirenent offset by the savings realized by the
elimnation of the consent requirenent. As discussed above, to the
extent comments are accurate that the costs for the consent provisions
are nmuch higher than estimted, the cost savings associated with the
retraction of these provisions wwuld, therefore, be significantly
hi gher. State and | ocal governnents could realize savings fromthe
nodel | anguage for business associates and the changes in research, but
the savings are likely to be small. The Departnent does not have
sufficient information to estimate the state and | ocal governnent's
share of the net savings fromthe proposed changes.

E. Benefits

The benefits of these nodifications would be | ower costs, and
enhanced i npl enentati on and conpliance with the Privacy Rule w thout
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conprom sing the protection of individually identifiable health
i nformation or access to quality health care.

F. Alternatives

In July 2001, the Departnent clarified the Privacy Rule in
gui dance, where feasible, to resolve sonme of the issues raised by
commenters. |Issues that could not adequately be addressed through
gui dance because of the need for a regulatory change are addressed in
this proposed Rule. The Departnent exam ned a nunber of alternatives to
t hese proposed provisions. One alternative was to not make any changes
to the Privacy Rule, but this option was rejected for the reasons
expl ai ned throughout the preanble. The Departnent al so considered
various alternatives to specific provisions in the devel opnent of this
proposed Rule. These alternatives are generally di scussed above, where
appropri ate.

V. Prelimnary Regulatory Flexibility Analysis

The Departnent al so exam ned the inpact of this proposed Rule as
required

[[ Page 14808] ]

by the Smal |l Busi ness Regul atory Enforcenent and Fairness Act (SBREFA)
(5 US.C 601, et seq.). SBREFA requires agencies to determ ne whet her
arule will have a significant econom c inpact on a substantial nunber
of small entities.

The | aw does not define the thresholds to use in inplenenting the
| aw and the Small Busi ness Adm nistration discourages establishing
quantitative criteria. However, the Departnent has | ong used two
criteria--the nunber of entities affected and the inpact on revenue and
costs--for assessing whether a regulatory flexibility analysis is
necessary. Departnent guidelines state that an inpact of three to five
percent shoul d be considered a significant econom c inpact. Based on
these criteria, the Department has determ ned that a regul atory
flexibility analysis is not required.

As described in the Regulatory Flexibility Analysis for the Privacy
Rul e, nost covered entities are small busi nesses--approxi mately
465, 000. See Table A, 65 FR 82780 (Decenber 28, 2000). Lessening the
burden for small entities, consistent wwth the intent of protecting
privacy, was an inportant consideration in devel oping these
nodi fications. However, as discussed in the Prelimnary Regul atory
| npact Anal ysis, above, the net affect of the proposed changes is an
overal |l savings of approximately $100 million over ten years. Even if
all of this savings were to accrue to snmall entities (an over
estimation), the inpact per small entity would be de m nims.

VI. Collection of Information Requirenents

Under the Paperwork Reduction Act (PRA) of 1995, the Department is
required to provide 60-day notice in the Federal Register and solicit
public conment before a collection of information requirenent is
submtted to the Ofice of Managenent and Budget (OVB) for review and

file://IC|/healthlawyer/hipaaprivacynoticefr.html (74 of 96) [3/27/2002 6:41:27 AM]



file:///C|/healthlawyer/hi paaprivacynoticefr.html

approval. In order to fairly evaluate whether an information collection
shoul d be approved by OVB, section 3506(c)(2)(A) of the PRA requires
that the Departnent solicit comrent on the foll ow ng issues:

The need for the information collection and its useful ness
in carrying out the proper functions of the agency.

The accuracy of the estimate of the information collection
bur den.

The quality, utility, and clarity of the information to be
col | ect ed.

Recommendations to minimze the information collection
burden on the affected public, including automated coll ection
t echni ques.

In accordance with these requirenents, the Departnent is soliciting
public conments on the nodel business associate contract |anguage
di splayed in the Appendix to this proposed Rul e. The Depart nent
provi des these nodel business associate contract provisions in response
to numerous requests for guidance. These provisions are designed to
hel p covered entities nore easily conply with the busi ness associ ate
contract requirenents of the Privacy Rule. However, use of these nodel
provisions is not required for conpliance with the Privacy Rule. Nor is
t he nodel | anguage a conplete contract. Rather, the nodel |anguage is
designed to be adapted to the business arrangenent between the covered
entity and the business associate and to be incorporated into a
contract drafted by the parties.

Section 164. 506--Consent for Treatnent, Paynent, and Health Care
Oper ati ons

Under the Privacy Rule, a covered health care provider that has a
direct treatment relationship with individuals nmust, except in certain
ci rcunst ances, obtain an individual's consent to use or disclose
protected health information to carry out treatnent, paynent, and
heal th care operations. The nodifications would elimnate this
requi rement. \Wiile the consent requirenent is subject to the PRA the
Depart ment believes that the burden associated with the requirenent is
exenpt fromthe PRA as stipulated under 5 CFR 1320.3(b)(2). Therefore,
the nodification does not affect the paperwork burden associated with
the Privacy Rule.

Section 164.520--Notice of Privacy Practices for Protected Health
I nf ormati on

The nodifications would i npose a good faith effort on direct
treatment providers to obtain an individual's acknow edgnment of receipt
of the notice of privacy practices for protected health information and
to docunment such acknow edgnent or, in the absence of such
acknow edgnent, the entity's good faith efforts to obtain it. In
addition, a covered entity would have to retain the acknow edgnent or
docunentation of the good faith effort as required by Sec. 164.530(j).
The Departnent is continuing to work on estimating the burden inposed
by the Privacy Rule. The estimate for the acknow edgnent of receipt of
the notice will be reflected in the paperwork reduction package to be
subnmitted to OMB as required by the PRA
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The Departnent has submitted a copy of this proposed Rule to OVB
for its review of the information collection requirenments described
above. These requirenents are not effective until they have been
approved by QOWVB.

If you coment on any of these information collection and record
keepi ng requirenents, please nmail copies directly to the follow ng:

Center for Medicaid and Medicare Services, Information Technol ogy

| nvest mnent Managenent G oup, Division of CM5 Enterprise Standards, Room
C2-26-17, 7500 Security Boul evard, Baltinore, MD 21244-1850. ATTN. John
Bur ke, HI PAA Privacy;

and

Ofice of Informati on and Regulatory Affairs, Ofice of Managenent and
Budget, Room 10235, New Executive O fice Building, Washi ngton, DC
20503, ATTN: Allison Herron Eydt, CMS Desk Oficer.

VI1. Unfunded Mandat es

Section 202 of the Unfunded Mandates Reform Act of 1995 al so
requires that agencies assess anticipated costs and benefits before
issuing any rule that may result in an expenditure by State, |ocal, or
tribal governnents, in the aggregate, or by the private sector, of $110
mllionin a single year. A final cost-benefit analysis was published
in the Privacy Rul e of Decenber 28, 2000 (65 FR 82462, 82794). In
devel oping the final Privacy Rule, the Departnent adopted the |east
burdensone alternatives, consistent with achieving the Rule's goals.
The Departnent does not believe that the nodifications in the proposed
Rul e woul d qualify as an unfunded nandate under the statute.

VII1. Environnmental |npact

The Departnent has determ ned under 21 CFR 25.30(k) that this
action is of a type that does not individually or cunul atively have a
significant effect on the human environment. Therefore, neither an
envi ronnment al assessnent nor an environmental inpact statenent is
required.

| X. Executive Order 13132: Federalism

Executive Order 13132 establishes certain requirenents that an
agency nust neet when it promul gates a proposed rule (and subsequent
Privacy Rule) that inposes substantial direct requirenment costs on
State and | ocal governnents, preenpts State |law, or otherw se has
Federalisminplications. The federalisminplications of the Privacy
Rul e were assessed as required by Executive Order 13132 and publi shed
in the Privacy Rule of

[ [ Page 14809] ]

Decenber 28, 2000 (65 FR 82462, 82797). The proposed change with the
nost direct effect on federalismprinciples concerns the clarifications
regarding the rights of parents and m nors under State |aw. The

nodi ficati ons woul d make clear the intent of the Departnment to defer to
State law with respect to such rights. Therefore, the Departnent
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believes that the nodifications in this proposed Rul e woul d not
significantly affect the rights, roles and responsibilities of States.

Appendi x to the Preanbl e--Mdel Business Associate Contract Provisions
I nt roducti on

The Departnment of Health and Human Services provides these node
busi ness associate contract provisions in response to nunerous
requests for guidance. This is only nodel |anguage. These provisions
are designed to help covered entities nore easily conply with the
busi ness associ ate contract requirenents of the Privacy Rule.
However, use of these nodel provisions is not required for
conpliance with the Privacy Rule. The | anguage may be anended to
nore accurately reflect business arrangenents between the covered
entity and the business associ ate.

These or simlar provisions nmay be incorporated into an
agreenment for the provision of services between the entities or they
may be incorporated into a separate business associ ate agreenent.
These provisions only address concepts and requirenents set forth in
the Privacy Rul e and alone are not sufficient to result in a binding
contract under State |law and do not include many fornmalities and
substantive provisions that are required or typically included in a
valid contract. Reliance on this nodel is not sufficient for
conpliance with state | aw and does not replace consultation with a
| awyer or negotiations between the parties to the contract.

Furthernore, a covered entity may want to include other
provisions that are related to the Privacy Rule but that are not
required by the Privacy Rule. For exanple, a covered entity may want
to add provisions in a business associate contract in order for the
covered entity to be able to rely on the business associate to help
the covered entity neet its obligations under the Privacy Rule. In
addition, there nmay be perm ssible uses or disclosures by a business
associ ate that are not specifically addressed in these node
provi sions. For exanple, the Privacy Rule does not preclude a
busi ness associate fromdi sclosing protected health information to
report unlawful conduct in accordance with Sec. 164.502(j). However,
there is not a specific nodel provision related to this perm ssive
di scl osure. These and other types of issues will need to be worked
out between the parties.

\'1\ Wbrds or phrases contained in brackets are intended as
ei ther optional |anguage or as instructions to the users of these
nodel provisions and are not intended to be included in the
contractual provisions.

Definitions (alternative approaches)

Catch-all definition:
Ternms used, but not otherw se defined, in this Agreenent shall
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have the sane nmeaning as those terns in 45 CFR 160. 103 and 164. 501.

Exanpl es of specific definitions:

(a) Business Associate. " Business Associate'' shall nmean
[I nsert Nane of Business Associate].

(b) Covered Entity. "“Covered Entity'' shall mean [Insert Nane
of Covered Entity].

(c) Individual. "““Individual'' shall have the sane neani ng as
the term “individual'' in 45 CFR 164.501 and shall include a person
who qualifies as a personal representative in accordance with 45 CFR
164.502(Q) .

(d) Privacy Rule. " "Privacy Rule'' shall nean the Standards for
Privacy of Individually Identifiable Health Information at 45 CFR
part 160 and part 164, subparts A and E

(e) Protected Health Information. "~ "Protected Health
Information'' shall have the sanme nmeaning as the term  "protected
health information'' in 45 CFR 164.501, limted to the information
created or received by Business Associate fromor on behal f of
Covered Entity.

(f) Required By Law. "~ "Required By Law ' shall have the sane
nmeaning as the term “required by law' in 45 CFR 164.501.

(g) Secretary. "~ “Secretary'' shall nmean the Secretary of the
Departnment of Health and Human Services or his designee.

ol igations and Activities of Business Associate

(a) Business Associate agrees to not use or further disclose
Protected Health Information other than as permtted or required by
the Agreenent or as Required By Law

(b) Business Associate agrees to use appropriate safeguards to
prevent use or disclosure of the Protected Health Information other
than as provided for by this Agreenent.

(c) Business Associate agrees to mtigate, to the extent
practicable, any harnful effect that is known to Busi ness Associ ate
of a use or disclosure of Protected Health Information by Business
Associate in violation of the requirenents of this Agreenent. [This
provision may be included if it is appropriate for the Covered
Entity to pass on its duty to mtigate damages by a Busi ness
Associ ate. ]

(d) Business Associate agrees to report to Covered Entity any
use or disclosure of the Protected Health Informati on not provided
for by this Agreenent.

(e) Business Associate agrees to ensure that any agent,

i ncluding a subcontractor, to whomit provides Protected Health
I nformation received from or created or received by Business
Associ ate on behal f of Covered Entity agrees to the sane
restrictions and conditions that apply through this Agreenent to
Busi ness Associate with respect to such infornmation.

(f) Business Associate agrees to provide access, at the request
of Covered Entity, and in the tinme and manner designated by Covered
Entity, to Protected Health Information in a Designated Record Set,
to Covered Entity or, as directed by Covered Entity, to an
I ndividual in order to neet the requirenments under 45 CFR 164.524.

[ Not necessary if business associate does not have protected health
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information in a designated record set.]

(g) Business Associate agrees to nmake any anendnent(s) to
Protected Health Information in a Designated Record Set that the
Covered Entity directs or agrees to pursuant to 45 CFR 164.526 at
the request of Covered Entity or an Individual, and in the tine and
manner designated by Covered Entity. [Not necessary if business
associ at e does not have protected health information in a designated
record set.]

(h) Business Associate agrees to nmake internal practices, books,
and records relating to the use and di sclosure of Protected Health
I nformation received from or created or received by Business
Associ ate on behal f of, Covered Entity available to the Covered
Entity, or at the request of the Covered Entity to the Secretary, in
a tinme and manner designated by the Covered Entity or the Secretary,
for purposes of the Secretary determ ning Covered Entity's
conpliance with the Privacy Rule.

(i) Business Associate agrees to docunment such di scl osures of
Protected Health Information and information related to such
di scl osures as would be required for Covered Entity to respond to a
request by an Individual for an accounting of disclosures of
Protected Health Information in accordance with 45 CFR 164. 528.

(j) Business Associate agrees to provide to Covered Entity or an
I ndi vidual, in tinme and manner desi gnated by Covered Entity,

i nformation collected in accordance with Section [Insert Section
Nunber in Contract Where Provision (i) Appears] of this Agreenent,
to permt Covered Entity to respond to a request by an Individua
for an accounting of disclosures of Protected Health Information in
accordance with 45 CFR 164. 528.

Permtted Uses and Di scl osures by Business Associ ate
General Use and Disclosure Provisions (alternative approaches)

Speci fy purposes:

Except as otherwise limted in this Agreenent, Business
Associ ate may use or disclose Protected Health Information on behal f
of, or to provide services to, Covered Entity for the follow ng
pur poses, if such use or disclosure of Protected Health I nformtion
woul d not violate the Privacy Rule if done by Covered Entity: [List
Pur poses] .

Refer to underlying services agreenent:

Except as otherwise limted in this Agreenent, Business
Associ ate may use or disclose Protected Health Information to
perform functions, activities, or services for, or on behalf of,
Covered Entity as specified in [Insert Nane of Services Agreenent],
provi ded that such use or disclosure would not violate the Privacy
Rule if done by Covered Entity.

[ [ Page 14810]]

Specific Use and Disclosure Provisions [only necessary if parties w sh
to all ow Busi ness Associate to engage in such activities]

(a) Except as otherwise limted in this Agreenent, Business
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Associ ate may use Protected Health Information for the proper
managenent and admi nistration of the Business Associate or to carry
out the legal responsibilities of the Business Associ ate.

(b) Except as otherwise limted in this Agreenent, Business
Associ ate may disclose Protected Health Information for the proper
managenent and admi ni stration of the Business Associate, provided
that disclosures are required by | aw, or Business Associ ate obtains
reasonabl e assurances fromthe person to whomthe information is
disclosed that it will remain confidential and used or further
di sclosed only as required by law or for the purpose for which it
was di sclosed to the person, and the person notifies the Business
Associ ate of any instances of which it is aware in which the
confidentiality of the informati on has been breached.

(c) Except as otherwise limted in this Agreenent, Business
Associ ate nmay use Protected Health Information to provide Data
Aggregation services to Covered Entity as permtted by 42 CFR
164.504(e) (2)(i)(B).

bl i gations of Covered Entity

Provi sions for Covered Entity to |Inform Busi ness Associ ate of Privacy
Practices and Restrictions [provisions dependent on business
arrangenent |

(a) Covered Entity shall provi de Business Associate with the
notice of privacy practices that Covered Entity produces in
accordance with 45 CFR 164.520, as well as any changes to such
noti ce.

(b) Covered Entity shall provide Business Associate with any
changes in, or revocation of, perm ssion by Individual to use or
di scl ose Protected Health Information, if such changes affect
Busi ness Associate's permtted or required uses and di scl osures.

(c) Covered Entity shall notify Business Associ ate of any
restriction to the use or disclosure of Protected Health I nformation
that Covered Entity has agreed to in accordance with 45 CFR 164.522.

Perm ssi bl e Requests by Covered Entity

Covered Entity shall not request Business Associate to use or
di scl ose Protected Health Information in any manner that woul d not
be perm ssible under the Privacy Rule if done by Covered Entity.
[I nclude an exception if the Business Associate will use or disclose
protected health information for, and the contract i ncludes
provi sions for, data aggregation or managenment and adm nistrative
activities of Business Associate].

Term and Term nati on

(a) Term The Term of this Agreenent shall be effective as of
[Insert Effective Date], and shall term nate when all of the
Protected Health Information provided by Covered Entity to Business
Associ ate, or created or received by Business Associ ate on behal f of
Covered Entity, is destroyed or returned to Covered Entity, or, if
it is infeasible to return or destroy Protected Health I nfornmation,
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protections are extended to such information, in accordance with the
term nation provisions in this Section.

(b) Termnation for Cause. Upon Covered Entity's know edge of a
mat eri al breach by Business Associate, Covered Entity shall provide
an opportunity for Business Associate to cure the breach or end the
violation and term nate this Agreenent [and the ___ Agreenent/
sections _ of the _ Agreenent] if Business Associ ate does not
cure the breach or end the violation within the tine specified by
Covered Entity, or immediately termnate this Agreenment [and the
___ Agreenent/sections __ of the _ Agreenent] if Business
Associ ate has breached a material termof this Agreenent and cure is
not possible. [Bracketed | anguage in this provision my be necessary
If there is an underlying services agreenent. Al so, opportunity to
cure is permtted, but not required by the Privacy Rule.]

(c) Effect of Term nation.

(1) Except as provided in paragraph (2) of this section, upon
term nation of this Agreenent, for any reason, Business Associate
shall return or destroy all Protected Health Information received
from Covered Entity, or created or received by Business Associate on
behal f of Covered Entity. This provision shall apply to Protected
Health Information that is in the possession of subcontractors or
agents of Business Associ ate. Business Associate shall retain no
copies of the Protected Health Infornmation.

(2) In the event that Business Associ ate determ nes that
returning or destroying the Protected Health Information is
I nf easi bl e, Busi ness Associ ate shall provide to Covered Entity
notification of the conditions that make return or destruction
i nf easi bl e. Upon nutual agreenent of the Parties that return or
destruction of Protected Health Information is infeasible, Business
Associ ate shall extend the protections of this Agreenent to such
Protected Health Information and limt further uses and di scl osures
of such Protected Health Information to those purposes that make the
return or destruction infeasible, for so | ong as Busi ness Associ ate
mai nt ai ns such Protected Health I nformation.

M scel | aneous

(a) Regul atory References. A reference in this Agreenent to a
section in the Privacy Rule neans the section as in effect or as
anended, and for which conpliance is required.

(b) Anmendnent. The Parties agree to take such action as is
necessary to amend this Agreenment fromtine to tine as i s necessary
for Covered Entity to conply with the requirenents of the Privacy
Rul e and the Health Insurance Portability and Accountability Act,
Public Law 104-191.

(c) Survival. The respective rights and obligations of Business
Associ ate under Section [Insert Section Nunber Related to "~ Effect
of Termnation''] of this Agreenent shall survive the term nation of
this Agreenent.

(d) Interpretation. Any anmbiguity in this Agreenent shall be
resolved in favor of a meaning that permits Covered Entity to conply
with the Privacy Rule.
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Li st of Subjects
45 CFR Part 160

El ectronic transactions, Enployer benefit plan, Health, Health
care, Health facilities, Health insurance, Health records, Medicaid,
Medi cal research, Medicare, Privacy, Reporting and record keeping
requirenents.

45 CFR Part 164

El ectronic transactions, Enployer benefit plan, Health, Health
care, Health facilities, Health insurance, Health records, Medicaid,
Medi cal research, Medicare, Privacy, Reporting and record keeping
requirenments.

Dated: March 12, 2002.
Tomry G Thonpson,
Secretary.

For the reasons set forth in the preanble, the Departnent proposes
to anend 45 CFR Subtitle A, Subchapter C, as follows:

PART 160-- GENERAL ADM NI STRATI VE REQUI REMENTS

1. The authority citation for part 160 continues to read as
fol |l ows:

Aut hority: Sec. 1171 through 1179 of the Social Security Act,
(42 U. S. C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191,
110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U. S. C
1320d- 2(note)).

Sec. 160.102 [ Anended]

2. Anmend Sec. 160.102(b), by renoving the phrase " "section
201(a)(5) of the Health Insurance Portability Act of 1996, (Pub. L.
104-191)'' and adding in its place the phrase " "the Social Security
Act, 42 U. S.C. 1320a-7c(a)(5)'"'.

3. In Sec. 160.103 add the definition of "“individually
identifiable health information'' in al phabetical order to read as
fol |l ows:

Sec. 160.103 Definitions.

* * * * *

Individually identifiable health information is information that is
a subset of health information, including denographic information
coll ected from an individual, and:

(1) I's created or received by a health care provider, health plan,
enpl oyer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or nental
health or condition of an individual; the provision of health care to
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an individual; or the past, present, or future paynent for the
provi sion of health care to an individual; and

(i) That identifies the individual; or

(ii) Wth respect to which there is a reasonable basis to believe
t he

[[ Page 14811]]

i nformati on can be used to identify the individual.
* * * * %

4. In Sec. 160. 202 revise paragraphs (2) and (4) of the definition
of ““nore stringent'' to read as foll ows:

Sec. 160.202 Definitions.

* * * * %

More stringent neans * * *

(2) Wth respect to the rights of an individual, who is the subject
of the individually identifiable health information, regardi ng access
to or amendnment of individually identifiable health information,
permts greater rights of access or anendnent, as applicable.

* * * * %

(4) Wth respect to the form substance, or the need for express
| egal perm ssion froman individual, who is the subject of the
individually identifiable health information, for use or disclosure of
individually identifiable health information, provides requirenents
that narrow the scope or duration, increase the privacy protections
af forded (such as by expanding the criteria for), or reduce the
coercive effect of the circunstances surroundi ng the express |ega
per m ssion, as applicable.

Sec. 160.203 [ Anended]

5. Amend Sec. 160.203(b) by adding the words " "individually
identifiable' before the word " " health''

PART 164-- SECURI TY AND PRI VACY
Subpart E--Privacy of Individually Identifiable Health |Information

1. The authority citation for part 164 continues to read as
fol | ows:

Authority: 42 U S. C. 1320d-2 and 1320d-4, sec. 264 of Pub. L.
104-191, 110 Stat. 2033-2034 (42 U.S.C. 1320d-2(note)).
Sec. 164.102 [ Anended]

2. Amend Sec. 164.102 by renoving the words " inplenentation
standards'' and adding in its place the words " inplenentation
specifications.""'
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Sec. 164.500 [ Anended]

3. In Sec. 164.500, renopve " "consent,'' from paragraph (b)(1)(v).

Sec. 164.501 [ Anended]

4. Amend Sec. 164.501 as foll ows:

a. In the definition of " “health care operations'' renpove fromthe
introductory text of the definition ~°, and any of the follow ng
activities of an organi zed health care arrangenent in which the covered
entity participates'' and revise paragraphs (6)(iv) and (v).

b. Renove the definition of "~ “individually identifiable health
i nformation'"'.

c. Revise the definition of "~ marketing' '.

d. In paragraph (1)(ii) of the definition of "~ paynent,'' renove
the word " "covered"’

e. Revise paragraph (2) of the definition of ~ protected health
i nformation''.

The revisions read as foll ows:

Sec. 164.501 Definitions.

*x * * * %

Heal t h care operations neans * * *

(6)***

(iv) The sale, transfer, nmerger, or consolidation of all or part of
a covered entity with another covered entity, or an entity that
foll owi ng such activity will beconme a covered entity and due diligence
related to such activity; and

(v) Consistent with the applicable requirenments of Sec. 164.514,
creating de-identified health information and fundraising for the
benefit of the covered entity.

* * * * *

Mar keti ng means to nmake a conmmuni cation about a product or service
to encourage recipients of the comuni cation to purchase or use the
product or service. Marketing excludes a conmunication made to an
I ndi vi dual :

(1) To describe the entities participating in a health care
provi der network or health plan network, or to describe if, and the
extent to which, a product or services (or paynent for such product or
service) is provided by a covered entity or included in a plan of
benefits;

(2) For treatnent of that individual; or

(3) For case managenent or care coordination for that individual
or to direct or recormend alternative treatnents, therapies, health
care providers, or settings of care to that individual
* * * * *

Protected health information nmeans * * *

(2) Protected health information excludes individually identifiable
health information in
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(i) Education records covered by the Fam |y Educational Ri ghts and
Privacy Act, as anended, 20 U. S.C 1232g;

(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and

(iii) Enploynent records held by a covered entity inits role as

enpl oyer.

5. Anend Sec. 164.502 as foll ows:

a. Revise paragraphs (a)(21)(ii), (iii), and (vi).

b. Revise paragraph (b)(2)(ii).

c. Redesignate paragraphs (b)(2)(iii) through (v) as paragraphs
(b)(2)(iv) through (vi).

d. Add a new paragraph (b)(2)(iii).

e. Redesignate paragraphs (g)(3)(i) through (iii) as (g)(3)(i)(A
t hrough (C) and redesi gnate paragraph (g)(3) as (g)(3)(i).

f. Add new paragraphs (g)(3)(ii) and (iii).

The revisions and additions read as foll ows:

Sec. 164.502 Uses and disclosures of protected health information:
general rules.

(a) Standard. * * *

(1) Permtted uses and disclosures. * * *

(ii) For treatnment, paynent, or health care operations, as
permtted by and in conmpliance with Sec. 164.506;

(ii1) As incident to a use or disclosure otherwi se permtted or
required by this subpart, provided that the covered entity has conplied
with the applicable requirenments of Sec. 164.502(b), Sec. 164.514(d),
and Sec. 164.530(c) with respect to such otherwi se permtted or
required uses or disclosures;

* * * * *

(vi) As permitted by and in conpliance with this section,

Sec. 164.512, or Sec. 164.514(f) and (9).
* * * * %

(b) Standard: M ni mum necessary. * * *

(2) M nimum necessary does not apply. * * *

(ii) Uses or disclosures made to the individual, as permtted under
paragraph (a)(1)(i) of this section or as required by paragraph
(a)(2) (i) of this section;

(ii1) Uses or disclosures nmade pursuant to an authorization under
Sec. 164.508;

* * * * *

(g) (1) Standard: Personal representatives. * * *

(3) Inplenentation specification: unemanci pated m nors.

(i)***

(ii) Notw thstanding the provisions of paragraph (g)(3)(i) of this
section:

(A) A covered entity may disclose protected health information
about an unemanci pated m nor to a parent, guardian, or other person
acting in loco parentis if an applicable provision of State or other
l aw, including applicable case law, permts or requires such
di scl osure; and

(B) A covered entity may not disclose protected health information
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about an unemanci pated m nor to a parent, guardian, or other person
acting in loco parentis if an applicable provision of State or other
| aw, including applicable case |aw, prohibits such disclosure.

[[ Page 14812]]

(iii) Notwi thstanding the provisions of paragraph (g)(3)(i) of this
section, a covered entity must, consistent with State or other
applicable law, provide a right of access, as set forth in Sec. 164.524
to either:

(A) A parent, guardian, or other person acting in |oco parentis, as
t he personal representative of the unemanci pated m nor

(B) The unemanci pated m nor; or

(O Both.

* * * * %

6. Amend Sec. 164.504 as foll ows:

a. In paragraph (a), revise the definitions of "~ "health care
conmponent'' and " hybrid entity'"'.

b. Revise paragraph (c)(1)(ii).

c. Revise paragraph (c)(3)(iii).

d. Revise paragraph (f)(1)(i).

e. Add paragraph (f)(21)(iii).

The revisions and addition read as follows:

Sec. 164.504 Uses and disclosures: Organizational requirenents.

(a) Definitions. * * *

Heal t h care conmponent neans a conponent or conbi nation of
conmponents of a hybrid entity designated by the hybrid entity in
accordance wi th paragraph (c)(3)(iii) of this section.

Hybrid entity nmeans a single legal entity:

(1) That is a covered entity;

(2) Whose business activities include both covered and non-covered
functions; and

(3) That designates health care conponents in accordance with
paragraph (c)(3)(iii) of this section.

* * * * %

(c)(1) Inplenentation specification: Application of other
provi sions. * * *

(ii) Areference in such provision to a " health plan,"' " covered
health care provider,'' or "~ “health care clearinghouse'' refers to a
heal t h care conponent of the covered entity if such health care
conmponent perforns the functions of a health plan, health care
provi der, or health care cl earinghouse, as applicable; and
* * * * *

(3) Inplenentation specifications: Responsibilities of the covered
entity. * * *

(ii1) The covered entity is responsible for designating the
conponents that are part of one or nore health care conponents of the
covered entity and docunenting the designation as required by
Sec. 164.530(j), provided that if the covered entity designates a
heal t h care conponent or conponents, it mnust include any conponent that
woul d nmeet the definition of covered entity if it were a separate | egal
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entity. Health care conponent(s) nmay include a conmponent that perfornmns:

(A) covered functions; and

(B) activities that would nake such conponent a busi ness associ ate
of a component that perforns covered functions if the two conponents
were separate |legal entities.

* * * * *

(f)(1) Standard: Requirenents for group health plans. (i) Except as
provi ded under paragraph (f)(1)(ii) or (iii) of this section or as
ot herwi se aut hori zed under Sec. 164.508, a group health plan, in order
to disclose protected health information to the plan sponsor or to
provide for or permt the disclosure of protected health information to
t he plan sponsor by a health insurance issuer or HMO with respect to
the group health plan, nust ensure that the plan docunents restrict
uses and di scl osures of such information by the plan sponsor consistent
with the requirements of this subpart.

* * * * *

(ii1) The group health plan, or a health insurance issuer or HMO
wWith respect to the group health plan, may di sclose to the plan sponsor
i nformati on on whether the individual is participating in the group
health plan, or is enrolled in or has disenrolled froma health
i nsurance i ssuer or HMO offered by the plan to the plan sponsor

* * % * *

7. Revise Sec. 164.506 to read as foll ows:

Sec. 164.506 Uses and disclosures to carry out treatnent, paynment, or
heal th care operations.

(a) Standard: Permtted uses and discl osures. Except with respect
to uses or disclosures that require an authorization under
Sec. 164.508(a)(2) and (3), a covered entity may use or disclose
protected health information for treatnent, payment, or health care
operations as set forth in paragraph (c) of this section, provided that
such use or disclosure is consistent with other applicable requirenents
of this subpart.

(b) Standard: Consent permtted. (1) A covered entity nmay obtain
consent of the individual to use or disclose protected health
information to carry out treatnent, paynent, or health care operations.

(2) Consent of an individual under this paragraph shall not be
effective to permit a use or disclosure of protected health information
that is not otherwi se permtted or required by this subpart.

(c) Inplenentation specifications: Treatnent, paynent, or health
care operations.

(1) A covered entity may use or disclose protected health
information for its own treatnent, paynent, or health care operations.

(2) A covered entity may disclose protected health information for
treatment activities of another health care provider.

(3) A covered entity may disclose protected health information to
anot her covered entity or health care provider for the paynent
activities of the entity that receives the information.

(4) A covered entity may disclose protected health information to
anot her covered entity for health care operations activities of the
entity that receives the information, if both entities have a
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relationship with the individual who is the subject of the protected
heal th informati on being requested, and the disclosure is:

(i) For a purpose listed in paragraph (1) or (2) of the definition
of health care operations; or

(ii) For the purpose of health care fraud and abuse detection or
conpl i ance.

(5) A covered entity that participates in an organi zed health care
arrangenent may di scl ose protected health information about an
i ndi vidual to another covered entity that participates in the organized
heal th care arrangenent for any health care operations activities of
t he organi zed health care arrangenent.

8. Amend Sec. 164.508 as foll ows:

a. Renpbve " “"consistent with consent requirenents in Sec. 164.506'
i n paragraph (a)(2)(i).

b. Add " “the'' before "“originator'' in paragraph (a)(2)(i)(A).

c. Renmove the word " "in'' after the term “covered entity'' and add
inits place the words "~ “for its own'' in paragraph (a)(2)(i)(B).
d. Add the words " “itself in"' after the word "~ “defend ' in

paragraph (a)(2)(i)(Q).
Add paragraph (a)(3).
Revi se paragraphs (b)(1)(i).
Remove the word "~ “be'' in paragraph (b)(1)(ii).
Renove '', (d), (e), or (f)'' from paragraph (b)(2)(ii).
Remove paragraph (b)(2)(iv).
j . Redesignate paragraphs (b)(2)(v) and (vi) as paragraphs
(b)(2)(iv) and (v).
k. Add " “or (4)'' after "~ (b)(3)'' in redesignated paragraph

- 0 Q "o

(b)(2)(iv).

. Revise paragraphs (b)(3)(i).

m Add a conma after the term  "~psychot herapy notes'' in paragraph
(b)(3)(iii).

n. Renobve " “under paragraph (f) of'' and add in its place " for the
use or disclosure of protected health information for such research
under'' in paragraph (b)(4)(i).

[[ Page 14813]]

0. Add the word "~ "and'' at the end of paragraph (b)(4)(ii)(B).

p. Renove paragraph (b)(4)(iii).

g. Redesignate paragraph (b)(4)(iv) as paragraph (b)(4)(iii).

r. Add "“or the policy itself'' after the word "~ "policy'' in
par agraph (b)(5)(ii).

s. Renove paragraphs (d), (e), and (f).

t. Revise paragraph (c).

The revisions and addition read as foll ows:

Sec. 164.508 Uses and di sclosures for which an authorization is
required.

(a) Standard: Authorizations for uses and disclosures. * * *

(3) Authorization required: Marketing. (i) Notw thstandi ng any
ot her provision of this subpart other than Sec. 164.532, a covered
entity nmust obtain an authorization for any use or disclosure of
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protected health information for marketing, except if the comrunication
is in the formof:

(A) A face-to-face comuni cation made by a covered entity to an
i ndi vi dual ; or

(B) A pronotional gift of nom nal value provided by the covered
entity.

(ii) If the marketing is expected to result in direct or indirect
remuneration to the covered entity froma third party, the
aut hori zation nust state that such remuneration is expected.

* * * * %

(b) I'nplenentation specifications: General requirenents. * * *

(1) Vvalid authorizations.

(i) Avalid authorization is a docunent that neets the requirenents
i n paragraphs (c)(1) and (2) of this section.

* * * * *

(3) Compound aut horizations. * * *

(i) An authorization for the use or disclosure of protected health
information for a specific research study may be conbi ned with any
other type of witten perm ssion for the same research study, including
anot her authorization for the use or disclosure of protected health
i nformati on for such research or a consent to participate in such
resear ch;

* * * * *

(c) Inplenmentation specifications: Core el enents and requirenents.
(1) Core elenents. A valid authorization under this section nust
contain at least the follow ng el enents:

(i) A description of the information to be used or disclosed that
identifies the information in a specific and nmeani ngful fashion.

(ii) The name or other specific identification of the person(s), or
cl ass of persons, authorized to nmake the requested use or disclosure.

(ii1) The name or other specific identification of the person(s),
or class of persons, to whomthe covered entity nay nmake the requested
use or disclosure.

(iv) A description of each purpose of the requested use or
di scl osure. The statenent "~ "at the request of the individual'' is a
sufficient description of the purpose when an individual initiates the
aut hori zation and does not, or elects not to, provide a statenent of
t he purpose.

(v) An expiration date or an expiration event that relates to the
i ndi vidual or the purpose of the use or disclosure. The follow ng
statenents neet the requirenents for an expiration date or an
expiration event if the appropriate conditions apply:

(A) The statenment "~ “end of the research study'' or simlar |anguage
Is sufficient if the authorization is for a use or disclosure of
protected health information for research

(B) The statement "~ "none'' or simlar |anguage is sufficient if the
authorization is for the covered entity to use or disclose protected
health information for the creation and nmai ntenance of a research
dat abase or research repository.

(vi) Signature of the individual and date. If the authorization is
signed by a personal representative of the individual, a description of
such representative's authority to act for the individual nust also be
provi ded.
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(2) Required statenents. In addition to the core elenents, the
aut horization nust contain statenents adequate to place the individual
on notice of all of the follow ng:

(i) The individual's right to revoke the authorization in witing,
and either:

(A) The exceptions to the right to revoke and a description of how
t he individual may revoke the authorization; or

(B) To the extent that the information in paragraph (c)(2)(i)(A) of
this section is included in the notice required by Sec. 164.520, a
reference to the covered entity's notice.

(ii) The ability or inability to condition treatnent, paynent,
enrollment or eligibility for benefits on the authorization, by stating
ei t her:

(A) The covered entity may not condition treatnent, paynent,
enrollment or eligibility for benefits on whether the individual signs
t he authorization when the prohibition on conditioning of
aut hori zations in paragraph (b)(4) of this section applies; or

(B) The consequences to the individual of a refusal to sign the
aut hori zati on when, in accordance with paragraph (b)(4) of this
section, the covered entity can condition treatnment, enrollnent in the
health plan, or eligibility for benefits on failure to obtain such
aut hori zati on.

(iii) The potential for information disclosed pursuant to the
authorization to be subject to redisclosure by the recipient and no
| onger be protected by this rule.

(3) Plain |Ianguage requirenent. The authorization nust be witten
in plain | anguage.

(4) Copy to the individual. If a covered entity seeks an
aut horization froman individual for a use or disclosure of protected
health information, the covered entity nust provide the individual with
a copy of the signed authorization.

9. Amend Sec. 164.510 as foll ows:

a. Revise the first sentence of the introductory text.

b. Renove the word "~ “for'' from paragraph (b)(3).

The revision reads as foll ows:

Sec. 164.510 Uses and disclosures requiring an opportunity for the
i ndi vidual to agree or to object.

A covered entity may use or disclose protected health infornmation,
provided that the individual is informed in advance of the use or
di scl osure and has the opportunity to agree to or prohibit or restrict
the use or disclosure, in accordance with the applicable requirenents
of this section. * * *

10. Anmend Sec. 164.512 as fol |l ows:

a. Revise the section heading and the first sentence of the
i ntroductory text.

b. Revise paragraph (b)(1)(iii).

c. In paragraph (b)(1)(v)(A) renove the word ~"a'' before the word
““health."’

d. Add the word "~ "and'' after the senicolon at the end of paragraph
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(b) (1) (v) (Q.

e. Redesignate paragraphs (f)(3)(ii) and (iii) as (f)(3)(i) and
(1i).

f. I'n the second sentence of paragraph (g)(2) add the word " "to
after the word " “directors.""’

g. In paragraph (i)(2)(iii)(A) renove the word ""is
word " disclosure.’

h. Revise paragraph (i)(2)(ii).

The revisions read as foll ows:

after the

Sec. 164.512 Uses and di sclosures for which an authorization or
opportunity to agree or object is not required.

A covered entity may use or disclose protected health information
wi thout the witten authorization of the individual, as described in
Sec. 164.508, or the opportunity for the individual to agree or object
as described in Sec. 164.510, in the situations covered by this
section,

[[ Page 14814]]

subject to the applicable requirenents of this section. * * *
* * * * %

(b) Standard: uses and disclosures for public health activities.

(1) Permtted disclosures. * * *

(iii) A person subject to the jurisdiction of the Food and Drug
Adm ni stration (FDA) with respect to an FDA-regul ated product or
activity for which that person has responsibility, for the purpose of
activities related to the quality, safety or effectiveness of such FDA-
regul at ed product or activity. Such purposes include:

(A) To collect or report adverse events (or simlar activities with
respect to food or dietary supplenents), product defects or problens
(including problenms with the use or |abeling of a product), or
bi ol ogi cal product devi ations;

(B) To track FDA-regul ated products;

(C© To enable product recalls, repairs, or replacenent, or |ookback
(including locating and notifying individuals who have received
products that have been recalled, withdrawn, or are the subject of
| ookback); or

(D) To conduct post marketing surveillance;

* * * * *

(i) Standard: Uses and disclosures for research purposes. * * *

(2) Documentation of waiver approval. * * *

(ii) Waiver criteria. A statenent that the IRB or privacy board has
determ ned that the alteration or waiver, in whole or in part, of
aut hori zation satisfies the following criteria:

(A) The use or disclosure of protected health information involves
no nore than a mnimal risk to the privacy of individuals, based on, at
| east, the presence of the follow ng el enents;

(1) An adequate plan to protect the identifiers frominproper use
and di scl osure;

(2) An adequate plan to destroy the identifiers at the earliest
opportunity consistent with conduct of the research, unless there is a
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health or research justification for retaining the identifiers or such
retention is otherw se required by |law and

(3) Adequate written assurances that the protected health
information will not be reused or disclosed to any other person or
entity, except as required by law, for authorized oversight of the
research study, or for other research for which the use or disclosure
of protected health informati on would be permtted by this subpart;

(B) The research could not practicably be conducted w thout the
wai ver or alteration; and

(C) The research could not practicably be conducted w thout access
to and use of the protected health information.
* * * * *

11. Anend Sec. 164.514 as fol |l ows:

a. Revise paragraph (b)(2)(i) (R

b. Revi se paragraph (d)(1).

c. Revise paragraph (d)(4)(iii).

d. Renove and reserve paragraph (e).

The revisions read as foll ows:

Sec. 164.514 Oher requirenments relating to uses and di scl osures of
protected health information

* * * * %

(b) Inplenentation specifications: Requirenments for de-
identification of protected health information. * * *

(2)(i) = » =

(R) Any other unique identifying nunber, characteristic, or code,
except as permtted by paragraph (c) of this section; and
* * * * *

(d)(1) Standard: m ninmum necessary requirenments. In order to conply
with Sec. 164.502(b) and this section, a covered entity nust neet the
requi renents of paragraphs (d)(2) through (d)(5) of this section with
respect to a request for or the use and di sclosure of protected health
i nf or mati on.

* * * * *

(4) Inplenentation specifications: M ninumnecessary requests for
protected health information. * * *

(iii) For all other requests, a covered entity mnust:

(A) Develop criteria designed to limt the request for protected
health information to the information reasonably necessary to
acconplish the purpose for which the request is nade; and

(B) Review requests for disclosure on an individual basis in
accordance with such criteria.

* * % * *

(e) [Renobved and Reserved]

12. Amend Sec. 164.520 as follows:

a. Renove the word "~ "consent or'' from paragraph (b)(1)(ii)(B).

b. Revise paragraph (c)(2)(i).

c. Redesignate paragraphs (c)(2)(ii) and (iii) as (c)(2)(iii) and
(iv).

d. Add new paragraph (c)(2)(ii).
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e. Amend redesi gnated paragraph (c)(2)(iv) by renoving
(e)(2) (i)' and adding in its place " T(c)(2)(iii)".
f. Revise paragraph (c)(3)(iii) by adding a sentence at the end.
g. Revise paragraph (e).
The revisions and addition read as foll ows:

Sec. 164.520 Notice of privacy practices for protected health
I nformati on.

* * * % *

(c) Inplenentation specifications: provision of notice. * * *

(2) Specific requirenents for certain covered health care
provi ders. * * *

(i) Provide the notice:

(A) No later than the date of the first service delivery, including
service delivered electronically, to such individual after the
conpliance date for the covered health care provider; or

(B) I'n an energency treatnent situation, as soon as reasonably
practicable after the enmergency treatnent situation.

(ii) Except in an energency treatnent situation, nake a good faith
effort to obtain a witten acknow edgnment of receipt of the notice
provi ded in accordance with paragraph (c)(2)(i) of this section, and if
not obtai ned, docunent its good faith efforts to obtain such
acknow edgnent and the reason why the acknow edgnent was not obt ai ned;
* * * * *

(3) Specific requirenents for electronic notice. * * *

(iii) * * * The requirenments in paragraph (c)(2)(ii) of this
section apply to electronic noti ce.

* * * * %

(e) Inplenentation specifications: Docunentation. A covered entity
must docunent conpliance with the notice requirenents, as required by
Sec. 164.530(j), by retaining copies of the notices issued by the
covered entity and, if applicable, any witten acknow edgnents of
recei pt of the notice or docunmentation of good faith efforts to obtain
such witten acknow edgnent, in accordance with paragraph (c)(2)(ii) of
this section.

Sec. 164.522 [Amended]

13. Anend Sec. 164.522 by renoving the reference to
©7164.502(a)(2)(i)"'" in paragraph (a)(1)(v), and adding in its place
T7164.502(a)(2)(ii)""

14. Anend Sec. 164.528 as foll ows:

a. In paragraph (a)(1)(i), renove " "~Sec. 164.502'' and add in its
pl ace "~ Sec. 164.506""'

b. Redesi gnate paragraphs (a)(1)(iii) through (vi) as (a)(1)(iv)
t hrough (vii).

c. Add paragraph (a)(1)(iii).

d. Revise paragraph (b)(2)(iv) inits entirety.

e. Renbve " “or pursuant to a single authorization under
Sec. 164.508,'' from paragraph (b)(3).

The addition and revision read as foll ows:
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Sec. 164.528 Accounting of disclosures of protected health
i nformati on.

(a) Standard: Right to an accounting of disclosures of protected
heal t h i nformati on.

[ [ Page 14815]]

(1)***

(ii1) Pursuant to an authorization as provided in Sec. 164.508.
* * * * %

(b) Inplenentation specifications: Content of the accounting. * * *

(2)***

(iv) A brief statenent of the purpose of the disclosure that
reasonably informs the individual of the basis for the disclosure or
in lieu of such statement, a copy of a witten request for a disclosure
under Secs. 164.502(a)(2)(ii) or 164.512, if any.
* * * * *

15. Anend Sec. 164.530 as foll ows:

a. Redesignate paragraph (c)(2) as (c)(2)(i).

b. Add paragraph (c)(2)(ii).

c. Remove the words "~ "the requirenents'' from paragraph
(i)(4)(ii)(A) and add in their place the word " “specifications.'

The addition reads as foll ows:

Sec. 164.530 Adm nistrative requirenents.

* * % * *

(c) Standard: Safeguards. * * *

(2) Inplenentation specifications: Safeguards. (i) * * *

(ii) A covered entity nust reasonably safeguard protected health
information to limt incidental uses or disclosures made pursuant to an
otherwi se permtted or required use or disclosure.

* * * * *

16. Revise Sec. 164.532 to read as foll ows:

Sec. 164.532 Transition Provisions.

(a) Standard: Effect of prior authorizations. Notw thstanding
Secs. 164.508 and 164.512(i), a covered entity may use or disclose
protected health information, consistent with paragraphs (b) and (c) of
this section, pursuant to an authorization or other express |egal
perm ssion obtained froman individual permtting the use or disclosure
of protected health information, informed consent of the individual to
participate in research, or a waiver of infornmed consent by an |IRB

(b) Inplenentation specification: Effect of prior authorization for
pur poses other than research. Notw thstanding any provisions in
Sec. 164.508, a covered entity may use or disclose protected health
information that it created or received prior to the applicable
conpliance date of this subpart pursuant to an authorization or other
express | egal perm ssion obtained froman individual prior to the
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appl i cabl e conpliance date of this subpart, provided that the

aut hori zation or other express legal perm ssion specifically permts
such use or disclosure and there is no agreed-to restriction in
accordance with Sec. 164.522(a).

(c) Inplenentation specification: Effect of prior perm ssion for
research. Notw t hstandi ng any provisions in Secs. 164.508 and
164.512(i), a covered entity may use or disclose, for a specific
research study, protected health information that it created or
received either before or after the applicable conpliance date of this
subpart, provided that there is no agreed-to restriction in accordance
with Sec. 164.522(a) and that the covered entity has obtained, prior to
t he applicable conpliance date, either:

(1) The authorization or other express |egal perm ssion from an
i ndi vidual to use or disclose protected health information for the
research study;

(2) The infornmed consent of the individual to participate in the
research study; or

(3) A waiver, by an IRB, of informed consent for the research
study, in accordance with 7 CFR 1c. 116(d), 10 CFR 745.116(d), 14 CFR
1230. 116(d), 15 CFR 27.116(d), 16 CFR 1028.116(d), 21 CFR 50.24, 22 CFR
225.116(d), 24 CFR 60.116(d), 28 CFR 46.116(d), 32 CFR 219.116(d), 34
CFR 97.116(d), 38 CFR 16.116(d), 40 CFR 26.116(d), 45 CFR 46.116(d), 45
CFR 690.116(d), or 49 CFR 11.116(d), provided that a covered entity
must obtain authorization in accordance with Sec. 164.508 if, after the
conpliance date, informed consent is sought from an individua
participating in the research study.

(d) Standard: Effect of prior contracts or other arrangenents wth
busi ness associ ates. Notwi t hstandi ng any other provisions of this
subpart, a covered entity, other than a small health plan, may discl ose
protected health information to a business associate and may all ow a
busi ness associate to create, receive, or use protected health
information on its behalf pursuant to a witten contract or other
witten arrangenent with such busi ness associate that does not conply
W th Secs. 164.502(e) and 164.504(e) consistent with the requirenents,
and only for such time, set forth in paragraph (e) of this section.

(e) Inplenentation specification: Deened conpliance.--(1)

Qual ification. Notw thstanding other sections of this subpart, a
covered entity, other than a small health plan, is deemed to be in
conpliance with the docunmentati on and contract requirenents of

Secs. 164.502(e) and 164.504(e), with respect to a particul ar business
associate relationship, for the tinme period set forth in paragraph
(e)(2) of this section, if:

(i) Prior to the effective date of this provision, such covered
entity has entered into and is operating pursuant to a witten contract
or other witten arrangenment with a busi ness associate for such
busi ness associate to perform functions or activities or provide
services that nake the entity a business associate; and

(ii) The contract or other arrangenment is not renewed or nodified
fromthe effective date of this provision and until the conpliance date
set forth in Sec. 164.534.

(2) Limted deened conpliance period. A prior contract or other
arrangenent that neets the qualification requirenents in paragraph (e)
of this section, shall be deened conpliant until the earlier of:
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(i) The date such contract or other arrangenent is renewed or
nodi fied on or after the conpliance date set forth in Sec. 164.534; or

(i) April 14, 2004.

(3) Covered entity responsibilities. Nothing in this section shal
alter the requirenents of a covered entity to conply with part 160,
subpart C of this subchapter and Secs. 164.524, 164.526, and 164.528
with respect to protected health information held by a business
associ at e.

[FR Doc. 02-7144 Filed 3-21-02; 12:00 pm
Bl LLI NG CODE 4153-01-P
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