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Abstract

We show how to use Kerberos to enable its clients

to interact securely with non-Kerberized World Wide

Web servers. That is, our protocol does not require

that the Web server be a member of a Kerberos realm,

and also does not rely on time-synchronization be-

tween the participants. In our protocol, the Ker-

beros client uses the Web server's public-key cer-

ti�cate to gain cryptographic credentials that con-

form to public-key authentication standards, and to

SHTTP. The client does not perform any public-

key encryptions. Further, the client is well-protected

from a man-in-the-middle attack that weakens SSL.

Our protocol conforms to the current speci�cations

for the Kerberos protocol and for the Secure Hyper-

text Transfer Protocol.

1 Introduction

The e�ort to secure the World-Wide Web for elec-

tronic commerce brings to a sharp focus the di�cul-

ties that have prevented the Internet from adopting a

single coherent security model. On the one hand, like

the Internet, the Web as a whole is too big to bring

into a centrally-administered key-distribution system

like Kerberos. [5, 13, 8] Indeed, the whole point

of the Web is to bring together clients and servers

across great distances, so it seems that public-key

security is the only natural model, and the only secu-

rity model that can be made to work. On the other

hand, though, it's unrealistic to suppose that all Web

clients will have public-key certi�cates any time soon.

Public-key cryptography costs more money and more

cycles than many home-computer users want to spend

on an invisible bene�t.

Netscape's Secure Socket Layer protocol [7] at-

tempts to �nesse this problem by waiving the client's

authentication to the server, so that only the server

needs a public-key certi�cate. This approach pre-
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vents the Web server from detecting credit-card

fraud, which puts all credit-card holders at risk.

CommerceNet's proposed standard, S-HTTP [10],

provides for full mutual authentication, and supports

several varieties of public-key and private-key cryp-

tography. However, S-HTTP cannot do anything to

bring these several varieties into cooperative commu-

nion; it enables public-key clients to shop at public-

key-authenticated Web pages, and brings Kerberos-

equipped clients and servers together, but cannot

bring the two groups together.

What Web commerce needs now is a lot of Web

users who have cryptographic credentials of some

sort, and some way to bring the clients' and servers'

disparate kinds of credentials together. We be-

lieve that the natural way to authenticate most

home-computer users is with trusted third-party key-

distribution, such as Kerberos provides. Internet ac-

cess providers have to do password and account ad-

ministration anyway, and some of them are beginning

to install Kerberos. We also believe that public-key

cryptography is more natural for authenticating the

Web servers. We propose as a solution a merger or

marriage between these competing styles of cryptog-

raphy, with Kerberos taking responsibility for bridg-

ing the di�erences. Our protocol combines Kerberos'

performance advantages with public-key's terri�c ge-

ographic reach.

Other mergers between Kerberos and RSA have

been proposed. MIT's Schiller and Atkins have built

a Kerberized service that certi�es PGP public keys

[15] for Project Athena's users [12]. Neuman et al.

have preliminarily proposed in an Internet Draft that

Kerberos can help its clients manage their RSA keys

[9]. Finally, the present paper's protocol is derived

from a protocol that we presented in [3].

2 Problem Statement

We assume that each Web user will share a pass-

word with at least one Kerberos service, which typ-

ically will be administered by the user's commercial



Internet-access provider. Some users might get their

net access and credentials via an employer or a uni-

versity network. We don't assume that these Ker-

beros servers are linked in interrealm trust relation-

ships. We don't assume that the Kerberos clients are

capable of public-key encryption operations. Finally,

we don't assume that the Kerberos clients' clocks are

synchronized, because of a recent �nding that Ker-

beros' requirement for synchronized clocks can be re-

laxed [1].

We assume that each commercial Web server will

gain an RSA public-key certi�cate [11], that the

server will support S-HTTP, and that the server can

perform a few styles of symmetric-key encryption, in-

cluding DES, 3DES, and RC4. We do not assume

that the Web servers can contact a Kerberos server,

and we don't assume that the Web servers have any

administrative relationship with a Kerberos service.

With these assumptions, we want to extend Ker-

beros and S-HTTP as little as possible, so as to en-

able any Kerberos-authenticated client to mutually

authenticate with any public-key-bearingWeb server.

Thus, the client and server need to share a symmet-

ric session-key. It turns out to be surprisingly easy

to issue such a session-key.

3 Protocol Notation and Re-

view

To clarify our cryptographic terms and notation, this

section will quickly review the Kerberos protocol. 1

Because S-HTTP supports Kerberos as an authenti-

cation option, we don't refer to S-HTTP details, and

don't need to review the S-HTTP protocol itself.

Before proceeding, we must clear up a jargon col-

lision: the Kerberos and RSA communities use the

term \private key" in di�erent ways. To replace \pri-

vate key," we will use \secret inverse key" for the non-

public RSA keys, and we'll use \password key" for

a Kerberos client's identifying DES key. The other

types of key we'll talk about are RSA public keys

and symmetric session keys. These last may be RC4,

IDEA, DES, or other keys. We'll denote public keys

by Pa, secret inverses by P
�1

a , password keys by Ka,

and session keys by Ka;b.

Now, suppose Alice is a client of a Kerberos server

KRB, so that she shares a password key Ka with

the server. When Alice logs in, KRB can use her

password key to securely issue a session-key for her

1For clarity, we avoid mentioning the Ticket-Granting Ser-

vice [8] by name, and we omit the details of how to avoid

synchronizing clocks [1].

to use later:

A! KRB : A; KRB (1)

KRB ! A : fKRB; L; Ka;krbg
Ka ;

fA; L; Ka;krbg
Kkrb (2)

Alice's request says that she wants a ticket for the

Kerberos service, The Kerberos server replies with

two similar encrypted messages, which identify Alice

and KRB to each other as the only bearers of a new

symmetric session-key Ka;krb. Each message also lim-

its the key's lifetime to a �xed span L. The second

message is called Alice's Ticket-Granting Ticket. We

denote it Ta;krb, or TGT informally.

Alice has not yet proven her identity to anyone; her

request was entirely in plaintext. As we will see be-

low, her TGT enables her to share session-keys with

other services, and she'll use those keys to authenti-

cate herself to them.

4 Our Proposed Solution

Our approach to Web security is to equip each Ker-

beros server with the ability to RSA-encrypt its key-

certifying tickets. For this to work, each Kerberos

server will need a public-key pair Pkrb; P
�1

krb of its

own. To prepare a symmetric session-key for a Web

server, a KDC will encrypt with its own secret-inverse

key, and again with the Web server's public key.

So, suppose Alice contacts Bob's commercial Web

server; when she decides to order something from

Bob, she requests his public-key certi�cate:

A! B : \cert : request 00 (3)

B ! A : Cb; Cca (4)

Here, Cb is Bob's public-key certi�cate fB; Pbg
P�1ca ,

which asserts that Pb is Bob's public key, and which

is signed with the secret-inverse key P�1

ca of Bob's

Certi�cation Authority CA. Similarly, Cca is CA's

certi�cate; in practice, Bob may send Alice a chain

of CA certi�cates, and not just one [4].

Now, Alice sends Bob's credentials and her own

to her Kerberos server KRB, in a request for a new

session key and ticket:

A! KRB : B; Cb; Cca; Ta;krb; ftimeg
Ka;krb(5)

KRB ! A : fB; L; Ka;bg
Ka;krb ;

ffA; L; Ka;bg
Pb g

P�1
krb ; Ckrb (6)

Alice's request is essentially a standard user-to-user

ticket request [2, 8], except that instead of sending a

TGT Tb;krb for Bob, she sends his certi�cate-chain.



The last part of her request is an encrypted times-

tamp. To service Alice's request, the Kerberos server

�rst validates Bob's public key Pb with his Certi�ca-

tion Authority's key Pca. Kerberos' response is also

standard, except that Alice's ticket is RSA-encrypted

twice, instead of being DES-encrypted as is usual. 2

Kerberos uses Pb to encrypt the new session key Ka;b,

and �nally uses its own RSA secret-inverse key P�1

krb

to sign the encrypted key.

Alice uses her daily Kerberos session-key Ka;krb to

decrypt the �rst part of Kerberos' reply, gaining her

new session-key Ka;b. This enables her to mutually

authenticate with Bob, and to send her credit-card

number Ncc to him securely:

A! B : ffA; L; Ka;bg
Pb g

P�1
krb ; Ckrb;

fA; Ncc; time
0

g
Ka;b (7)

B ! A : fB; time0 + 1 gKa;b (8)

When Bob receives the doubly-encrypted session key

from Alice, Kerberos' outer signature assures him

that it was Kerberos who performed the inner en-

cryption, so Bob believes that only Alice has seen

the key Ka;b. Bob then uses Ka;b to decrypt Alice's

timestamped charge-number, and returns the times-

tamp to her.

Bob trusts Alice's Kerberos server KRB to iden-

tify her truthfully. For this arrangement to work,

each Kerberos server's certi�cate-chain will have to

include a signed authorization certi�cate, identifying

the server as a legitimate issuer of session-keys. Bob

checks this certi�cate for authenticity when he checks

the rest of KRB's certi�cate-chain.

The Kerberos service KRB does not access the key

database when it answers Alice's request for Web

tickets. Thus, KRB can actually be an ancillary,

diskless key-server, which would be located close to

Alice. For example, her online-access provider would

probably put such a Web key-service in each of its

local dialin o�ces. This gives Alice better response-

time, and relieves her central Kerberos server of a

substantial work-load. Alice would get her ticket

Ta;krb and session-key Ka;krb from Kerberos in the

usual way.

5 Discussion

By relieving clients of the need for public-key cer-

ti�cates, this protocol lowers users' entry-level costs

for Web commerce. Since most home customers will

probably use their online-access providers' browsers,

this really means that the OA providers won't have to

2This hybrid use of Kerberos with RSA and a symmetric-

key algorithm was proposed in [3].

pass per-client fees for RSA certi�cates and licensing

on to their customers.

Our protocol concentrates all RSA encryption op-

erations at the servers. The Web-ticket servers are

easily replicated, so this concentration does not cre-

ate a bandwidth bottleneck. This means that Alice's

CPU waits idly for her server to perform these slow

encryptions. She sees about the same real-time delay

as she would have if she had done the RSA operations

herself, but her CPU is free for other tasks, such as

rendering. This makes better use of everyone's com-

putational resources, especially if the servers run with

RSA encryption hardware.

Another advantage of our proposal is that it is the

Kerberos server who veri�es Bob's certi�cate with the

top-level CA's public key. This is better than having

Alice check the certi�cate, because Alice receives her

copy of Pca in her browser's executable. With casual

freeware distribution of browsers, Alice is unlikely to

know whether her browser's Pca has been altered by

an attacker. If it has, Alice is vulnerable to a \man-

in-the-middle" attack that collects credit-card num-

bers. (When Alice requests Bob's certi�cate, the at-

tacker intercepts it, and uses it to set up a secure

connection with Bob, in Alice's name. Meanwhile,

the attacker sends Alice a forged certi�cate Cb for

Bob, signed with the fraudulent CA secret-inverse key

P�1

ca . Thus, when Alice sets up her connection, she

believes that she's corresponding securely with Bob.

The attacker forwards all of Alice's and Bob's mes-

sages faithfully, but records Alice's credit-card num-

ber for later use.) We suggest that it is natural for

users to rely on a trusted third-party like Kerberos

to manage the top-level CA key, so as to block this

attack. Similarly, the Kerberos server (or the Web-

ticket server) can manage the public-key Certi�cate

Revocation List for Alice.

Our proposal does present a minor di�culty:

MIT's current Kerberos version 5.5 � source-

distribution [6] is not conveniently able to express

the encryption-type of Alice's \hybrid" ticket. The

MIT code currently assumes that a ticket has one

encryption-type, which represents both the algorithm

for decrypting the ticket, and the algorithm for which

the ticket's session-key is intended. This is not a ma-

jor problem, though, because this portion of the spec

is too vague for other reasons, and needs to be re-

worked [14].

6 Conclusion

Our proposal judiciously uses the strengths of

symmetric-key and public-key cryptography to solve

the problems for which they are best suited. Most



Web users will get their Internet access from

large corporate networks, so a natural corollary

of their centralized account-admin is centralized

key-distribution such as Kerberos provides. Web

providers will be spread more thinly, so it makes

sense that they should use public-key credentials.

The proposal concentrates public-key encryptions at

the servers, relieving clients of this substantial per-

formance burden, and also relieving them of the re-

sponsibility for verifying certi�cates. Our proposal

is compatible with the current speci�cations of the

Kerberos system and the S-HTTP protocol.
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